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INTRODUCTION

This book provides a look at computer networking from the point of view of a network administrator. It guides
readers from an entry-level knowledge of computer networks to advanced concepts related to Ethernet networks;
router configuration; TCP/IP networks; routing protocols; local, campus, and wide area network configuration;
network security; wireless networking; optical networks; voice over IP; network servers; and Linux networking.
After reading the entire text, you will have gained a solid knowledge base in computer networks.

In our years of teaching, we have observed that technology students prefer to learn “how to swim” after they have
gotten wet and taken in a little water. Then they are ready for more challenges. In this book, we therefore show
you the technology, how it is used, and why, and you can take the applications of the technology to the next level.
Allowing you to experiment with the technology helps you develop a greater understanding.

ORGANIZATION OF THE TEXT

This book has been thoroughly updated to reflect the latest version of the CompTIA Network+ exam. Networking
Essentials, sixth edition, is a practical, up-to-date, and hands-on guide to the basics of networking. Written from
the viewpoint of the network administrator, it requires absolutely no previous experience with either network
concepts or day-to-day network management. Throughout the text, you will gain an appreciation of how basic
computer networks and related hardware are interconnected to form a network. You will come to understand the
concepts of twisted-pair cable, fiber optics, LANs interconnection, TCP/IP configuration, subnet masking, basic
router configuration, switch configuration and management, wireless networking, and network security.

The textbook’s companion website contains laboratory exercises, the Net-Challenge software, Wireshark
captures, and the Network+ terminology quizzes.
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Key Pedagogical Features

e The Chapter Outline, Network+ Objectives, Key Terms, and Introduction at the beginning of each chapter
clearly outline specific goals for you, the reader. Figure I-1 shows an example of these features.

Introduction: Chapter openers

Chapter Outline Chapter Objectives clearly outline specific goals
\ By s chapter examines the features and technologies used in a wireless local area
siier it work (WLAN). Wireless networking i an extension of computer networks
Chapter Outline quency (RF) workl, A WLAN provides increased flexibility and
T inticing 45 Configuring a Polnt-to-Muldipolnt biliy for connecting t a network. A properly designed WLAN for a building
e et e s Wireless LAN: A Case Study prdides mobile access for @ ser from vitualy aay location in the building. The
i e 2 Wireless use, doesn’t have to look for  connection {0 plug into; also, the expense of pulling
o, sy i cabiks and installing wall plates required for wired networks can be avoided.
Srtaletttad el log SR How\ver, a network administrator must carefully plan a wireless LAN installation
44 Bluetooth, RFID, and Mobile Questions and Prablems and hive a good understanding of the issues of using WLAN technologies to ensure
CasinnE the ation of a reliable and secure network.
jeciin 4-1 INTRODUCTION
- ENE“:E"T;:;M‘ EEDSRUEL Srretas & i”‘m"'“'h:m:m SAECEYR R Ciit o The objective of this section s to introduce students to wireless networking.
‘Wireless nerworks are belng used . and it is & network adminisirator’s
= Understand the components of a wireless = lnvestigate the issues of securing a job to ensure that the addition of a wireless network meets the connectivity, data
LAN wireless LAN throughput, and security requirements for the netwark.
= Explore how wireless LANS are & Explore how to configure a poial-fo- T —— ot WLAN
configured multipoint wireless LAN into a network. Section 4-2, “The IEEE 802.11 Wireless LAN Standard
includes an overview of WLAN concepts and terminology, frequency
allocations, and spread spectrum communication. The applications of WLANs
KeyTerms are presented in Section 4.3, “802.11 Wireless Networking,” which looks at
i i pligpadun various types of WLAN configurations, such as point-{o-point and point-io-
e i i i multipoint. Section 4-4, “Bluetootn, WIMAX, RFID, and Mobile Communica-
tons" looks at wireless networking technologies such as Bluetooth, WIMAX,
ad hoc network palting and RFID. Any time a signal is transmitied over the air or even throngh a cable,
aceess point passkey there {s some chance that the signal can be intercepted. Transmitting data over
ransceiver WIMAX a wireless network introduces unique security issues. Section 4-5, “Configuring
ekl Sereice 46D BWA aPoint-{o-Multipoint Wireless LAN: A Case Study.” presents an example of
T i configuring a WLAN 10 provide access for users in a metropolitan area.
! o Section 4-6 *Troubleshooting Wireless Networks” pravides an overview of
o common techniques for troubleshooting wireless nerworks.
csmaica radio 11
e identification (RFID) Table 4-1 oulines the CompTLA Network+ objectives related to this chapter
g S and identifies the chapter section that covers each objective. At the end of each
i T chapter section you will find a review with comments on the Network+ objectives
e preseated in that section, These comments are provided to help relaforce your
understanding of each Network + objective. The chapler review also includes
“Test Your Knowledge” questions fo help you understand key concepts before
You advance to the ext section of the chapter. At the end of the chapter you
will find a complete set of questions as well as sample certification exam-type
questions.
=
\ £1: INTRODUCTION e
Key Terms for this Chapter

FIGURE I-1
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o The Net-Challenge software provides simulated hands-on experience configuring routers and switches.

Exercises provided in the text (see Figure I-2) and companion website challenge you to undertake certain

router/network configuration tasks. These challenges help you check your ability to enter basic networking

commands and to set up router functions, such as configuring the interface (Ethernet and serial) and rout-

ing protocols (for example, RIP, static). The software has the look and feel of actually being connected to a

router’s console port.

Net-Challenge exercises are found
throughout the text where applicable
\

Exercises challenge readers to
undertake certain tasks

|

which is not saved in the routers nonvolatile. access memory (NVRAM). This
‘means that when the router reboots, the configuration changes will be lost, To save the
s NVRAM to th use the copy running-

Routerd# copy run start

p
configuration startup-configuration (or copy m\un for short) command:

To verify the ch: de and to view the iguration, use the
command show running-configuration (or show rin for short). To view the saved

configurarion in NVRAM, use the command show p-configuration:

RouterA$ show run
Rourern4 slow startup-configuration

Router Configuration Challenge: Privileged EXEC Mode

‘For this challenge, you need 1o use the Net-Challenge software available from this
‘book's companion website. Click the Net-Challenge V5 exe file, and the program
opens on your desktop (refer 1o Figure 7-6). The Net-Challenge software uses a
three-router campus network scenario, You can view the topology for the network
by clicking the View Topology button. Figure 7-11 shows the network topology
used in the software, The software allows You to configure each of the three routers
and to configure the network interface for computers in the LANS attached to each
router. Clicking one of the router diagram symbols in the topology ensbles you to
view the IP address for the router required for the configuration.

FIGURE7-11 The network topology for Net-Challenge. The arrows indicate where to dick to
display the router IP address configurations.

CHAPTER 7: INTRODUCTION TO ROUTER CONFIGURATION

You can connect t§ a router by clicking one of the three router buttons shown in
Figure 7-8, earlier |n this chapter, An arrow poinis to the buttons used to establish a

o) Clicking a butt 0.4 terminal console
simulated console terminal access to all three routers. The routers
defanlt hostnames, Router A, Router B, and Router C.

yur ability to use router commands in privileged EXEC mode,
. In the Net-Challenge software, click the Select Challenge

e to open the associated eheck box window. The tasks in
each challenge will b checked as you complete them.

To begin the Privilegell EXEC Mode challenge, follow these steps:
1. Make sure you are connected to Router A by clicking the appropriate
selection button.

2. Demonstrate that you can enter the muter’s privileged EXEC mode. The
router screen should display Routers. The password is Chile.

3. Place the router in terminal configuration mode [Router(config)#].

4. Use the hostname command to change the fouter's hostname to RouterA.
5. Set the enable secret for the router to Chile.

6. Setthe vty password to ConCarne.

7. Configure the three FastEthernet interfaces on RouterA as follows:

(£a0/o)  10.1 50 5.0
1 (fag/1)  10.1 1 2 0
FastBtnernstn/z  (rao/2)  10.10.100.1 255.255.255.0

8 of the router interfaces by using the no shut
command.

. Use the sh Ip Interface brief (or sh Ip Int brief) command to verify that the
interfaces have been configured and are functioning. For this challenge, the
interfaces on Router B and Router C have already been configured.

10. Configure the serial interfaces on the router. Serial/D is the DCE. Set the

elock rate to 56000 and set the TP addresses and subnet masks as follows:

®

Serial 0/0 10.10.128.1 255.255.235.0
Serial o/l 10.10.64.1  255.255.255.0

11. Use the sh p Int brief command o vesify that the serial fnterfaces are prop-
erly configured. For this challenge, the interfaces on Router B and Router ©
have already been configured.

12. Use the ping command to verify that you have network connections for the
following interfaces:

Routerh FAD/1 (10.10.200.1) to ReuterB FAO/2 [10.10.200.2}
Routera FA2/Z (10.10.100.1) to Routerc ¥AO/2 (10.10.100.2}

7-4: THE ROUTER'S PRIVILEGED EXEC MODE (ROLTER)

FIGURE I-2
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e The textbook features and introduces how to use the Wireshark network protocol analyzer. Examples of
using the software to analyze data traffic are included throughout the text. Numerous worked-out examples
are included in every chapter to reinforce key concepts and aid in subject mastery, as shown in Figure I-3.

Examples using the Wireshark
protocol analyzer are included
throughout the te\xt where applicable

Downloading and Installing Wireshark

To download and install the latest version of the Wireshark software, follow these
steps:

1. Visit www.Wireshark.org, click Download Wireshark, and select your
corresponding operating system.

. Click Run when the dialog box appears to initiate the download process.

At the setup wizard prompt, select Next and agree to the license agreement.
4.\ Choose the components you would like to install and click Next to continue.

elect program shortcuts and click Next to continue.

6. e the default directory paths specified in the setup menu and click Install
toptart the installation process.
When the Wireshark software is installed, you are ready to begin using it.

Using Wireshark to Capture Packets

In most cases, you will want to capture data packets from your own network. The
following steps describe how to use Wireshark to capture packets:

1. In Windows, click Start > Programs > Wireshark and selectWireshark to
start the program. In macOS, go to the Applications folder and then select
Wireshark to start the program.

2. To capture packets on an operating network, select the interfaces in which you
would like to obtain the capture (see Figure 10-23) by going to Capture >
Interfaces. After selecting your interfaces, click Start to start capturing,
as shown in Figure 10-24. You can also get to the interface list by clicking
Interface List on the Wireshark home screen.

3. To examine the packets, stop the simulation by clicking Capture > Stop.
Remember that there must be some activity on your network for packets to
be transferred. You might see little traffic activity if your network is in the lab
and there is limited network activity. You can always use the ping command
to generate some network data activity, if needed.

To open a saved capture file, click File > Open or click Open on the Wireshark
home screen.

To change capture options, click Capture > Options and change the options to
your preferred settings.

10-8: NETWORK ANALYZER: WIRESHARK 561

FIGUREI-3
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e Key Terms and their definitions are highlighted in the margins to foster inquisitiveness and ensure retention.
[lustrations and photos are used throughout to aid in understanding the concepts discussed (see Figure I-4).

Key terms are
highlighted in the
text and defined
in the margin

Extended Service
Set (ESS)

A network with multiple
access points to extend
user mobility

Hand-off

The process in which

a user’s computer
establishes an
association with another
access point

Roaming

The term used to
describe a user’s ability
to maintain network
connectivity while
moving through the

workplace

e
CSMA/CA

Carrier sense multiple
access with collision
avoidance

- @@

The users (clients) in the wireless LAN can communicate with other members of
the network as long as a link is established with the access point. For example, data
traffic from PC-A to PC-E first passes through the access point and then to PC-E in
the wired LAN.

e problem with a basic service set is that mobile users can travel outside the
range of a station’s wireless link if there is only one access point. One

is to add multiple access points to the network. Multiple access points
extend thyrange of mobility of a wireless client in the LAN. This arrangement is
called an extended service set (ESS). In the example of an ESS in Figure 4-3, the
mobile computer establishes an authorized connection with the access point that
has the strongest signal level (for example, AP-1). As the user moves, the strength
of the signal from AP-1 decreases. At some point, the signal strength from AP-2
exceeds that from AP-1, and the wireless bridge establishes a new connection
with AP-2. This is called a hand-off. The hand-off is an automatic process for the
wireless client adapter in 802.11, and the term used to describe this is roaming.

Network access in 802.11 uses a technique called carrier sense multiple access with
collision avoidance (CSMA/CA). In CSMA/CA, the client station listens for other
users of the wireless network. If the channel is quiet (that is, no data transmission
is occurring), the client station can transmit. If the channel is busy, the station(s)
must wait until transmission stops. Each client station uses a unique random
back-off time. This technique prevents client stations from trying to gain access

to the wireless channel as soon as it becomes quiet. Currently four physical layer
technologies are being used in 802.11 wireless networking: direct-sequence spread
spectrum (DSSS), frequency-hopping spread spectrum (FHSS), infrared, and
orthogonal frequency-division multiplexing (OFDM). DSSS is used in 802.11b/g/n
wireless networks, and OFDM is used in 802.11a, 802.11g, 802.11n, 802.11ac, and
802.11ax.

Laptop
Computer

N

AP-1 AP-3

FIGURE 4-3  An example of an extended service set used for increased user mobility.

178 CHAPTER 4: WIRELESS NETWORKING

FIGURE I-4
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o A Summary, Questions and Problems, Critical Thinking, and Certification Questions are provided at the

end of each chapter, as shown in Figure I-5

Summary of Questions and problems Critical Thinking questions and problems
key concepts are organized by section further develop analytical skills
SUMMARY Section 11-10

This chapter presents a short overview of network security/A network administrator
needs ta not only design, assemble, and maintain a good letwork but also protect

should understand the following concepts:

= The various ways an atacker can gain

= How denial-of service attacks are initiates

= What sources are trusted sources agll techniques used lo identify trusted
sources, grant access to trusted sgfirces, and manage accessibility for trusted
sources

= How security appliances su
why they are important for
= How VEN techinologies wjrk and how to st up simple VEN clients

firewalls, IPSs, and web filters work and
cling a network

= How to secure 802.11 wireless AN and whar secusity issues a network
administrator must be fware of when configuring a wireless LAN

= The importance of gysical sscurity in protecting data, people, equipment,
facility, and other gfitical company assets

QUESTIONS AND PROBLEMS
Saction 11-2

1. Listsix ways an attacker can gain access to @ network.
2. Describe a way an attacker can use social engineering to gain control of a

network.

3. Describe how social engineering attacks can be avoided.

664 CHAFTER 11: NETWORK SECURTTY

77.. Why is a security bubblefan ideal situation for physical security?

78. Provide three examplesfof access control.

79. Whatis an acces{ control vestibule?

80.. List the

typically used

Critical Thinking

81.. Your network is experiencing an excessive number of pings to your network
server. The pings are from outside the network. Somenne suggests that you
set an access list to block ICMP packets coming into the network. How would
you respond?

2. Your supervisor informs you that a user on the network has requested a VPN
connection. Pre pare a response to the supervisor, discussing what is needed to
‘provide the connection.

QUESTIONS AND PROBLEMS

7%

FIGURE I-5
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e An extensive Glossary at the end of the book offers quick, accessible definitions to key terms and acro-
nyms, and this book also includes an exhaustive Index (see Figure 1-6).

Complete Glossary of terms and Exhaustive Index provides
acronyms provide quick reference quick reference

\ /

2 The help command\ which can be used at any
prompt in the commandline interface for the Cisco
10S software

10GBASET Twisted-pair copper capable of 10Gbps
36/4G  Third Generation and Fourth Generation,
digital mobile phone technologies developed to provide
broadband network wireless services

6tod prefix A globally routable address that enables
IPV6 hosts to communicate over the IPv4 Internet

802.1X  An IEEE standard protocol for access control
and authentication; also called dot]x

8P8C The proper term for an RJ-43 modular plug

Arecord (Address record) The most common record
in DNS, which maps a hostname to an IP address

AAAA record (Quad-Arecord) A DNS record for IPv6

Absorption  Light interaction with the atomic structure
of the fiber material; also involves the conversion of
optical power to heat

Access control  Physical security measures such as
access control cards, possibly biometric access control
systems, and lockable fencing

Access control hardware Hardware used to identify
and authenticate someone entering a facility

Access control list (ACL) A basic form of firewall
protection

Access control vestibule/mantrap ~ A control device
that consists of two interlocking doors in which the
first set of doors must be closed before the second set
of doors can open

access-list permitIpanyany The instruction added
to the last line of an access list to allow all other data
packets to enter and exit the router

Access point A transceiver used to interconnect a
wireless and a wired LAN

ACK  Acknowledgment packet, a packet in the TCP
three-way connection handshake

ACR A measurement that compares the signal level

from a transmitter at the far end to the crosstalk
measured at the near end

Active/active  An architecture in which both the
primary site and the disaster recovery site are up and
running at the same time

Active/passive  An architecture in which the disaster
recovery site is idle, in standby mode

Adaptive cut-through A mode that is a combination
of the store-and-forward and cut-through modes

Ad hoc network  An independent network

Address Resolution Protocol (ARP) ~ A protocol used to
map IP addresses to MAC addresses

Administrative distance A feature used by routers to
select the best path when more than one path is available
Administratively down  An indication that the router
interface has been shut off by an administrator

ADSL (AsymmetricDSL) A service that provides up to
1.544Mbps from the user to the service provider and
up to 8Mbps back to the user from the service provider
Advertise To share route information

AES  Advanced Encryption Standard, the encryption
algorithm used by WPA2

Aging time  The length of time a MAC address
remains assigned to a port

AH Authentication Header, a security protocol that
guarantees the authenticity of IP packets

Alien crosstalk (AXT)  Unwanted signal coupling from
one permanent link to another

Angled physical contact (APC) ~ A green fiber connector
whose endface is polished and has an 8-degree angle
Ant+ An ultra-low-power wireless protocol for
wireless sensor networks operating at 2.4GHz
Anycastaddress  An address obtained from a list of
addresses

APIPA  Automatic Private IP Addressing, a Windows
process that automatically configures reserved private
IP addresses and subnet masks

Application layer Layer 7 of the OSI model, which
interacts with application programs that incorporate a

communication component such as an Internet browser
and email

GLOSSARY 743

Symbols

? (help) command, 367

Numbers

3DES (Triple Data Jificryption Standard), 651
3G wireless standard, 204
4G wireless standard, 204
4G/LTE, 204
5G wireless standard, 204
6tod prefix, 335
8$PSC connectors, 70-71
10BASE2 cabling, 41
10BASES cabling, 41
10BASE-FL cabling, 41
10BASE-T cabling, 41
10GBASE-LR cabling, 41
10GBASE-SR cabling, 41
10GBASE-T cabling, 41,76, 97-98
AXT. 98
full-duplex transmissions, 100
F/UTP, 99
hybrid echo cancellation circuits, 100
IEEE 802.3an-2006, 98
performance, 100101
PSAACRF, 98, 99
PSANEXT. 98, 99
signal transmission, 100-101
29 CFR 1910.1200 (Hazard Communication), 716
29 CFR 1910.157 (Portable Fire Extinguishers),
712-713
29 CFR 1910.160 (Fixed Extinguishing Systems),
713-714
29 CFR 1910.164 (Fire Detection Systems), 714-715
29 CFR 1910.165 (Employee Alarm Systems),
715-716
29 CFR 1910.36 (Design and Construction
Requirements for Exit Routes), 709-710
29 CFR 1910.37 (Maintenance, Safeguards, and
Operational Features for Exit Routes), 710
29 CFR 1910.38 (Emergency Action Plans), 710-711
29 CFR 191039 (Fire Prevention Plans), 711-712
32-bit CPU architectures, 679

40GBASE-T cabling, 41
64-bit CPU architectures, 679
100BASE-FX cabling, 41
100BASE-SX cabling, 41
100BASE-TX cabling, 41
802.1x (dot1x) wireless standard, 633
802.11 wireless standard, 175-176
ad hoc networks, 176, 177
AP 177-178
BSS. 176,177, 178
channel bonding, 179
CSMA/CD, 178
DSSS. 179
ESS. 178
FHSS, 180
frequency channels. 179
hand-offs, 178
hopping sequences, 180
ISM band, 179
MAC layer, 176
OFDM, 180
Open Authentication, 638
PHY layer, 176
pseudorandom numbering sequences. 180
roaming, 178
shared-key authentication, 638
transceivers, 177
transmit power, 180
WMN, 176
802.11a (Wi-Fi 2) wireless standard, 24, 180-181,
183

802.11ac (Wi-Fi 5) wireless standard, 24, 182, 183
802.11ax (Wi-Fi 6) wireless standard, 25, 182, 183
802.11b (Wi-Fi 1) wireless standard, 24, 181, 183

802.11g (Wi-Fi 3) wireless standard, 24, 181, 182,
183

802.11i wireless standard, 183

802.11n (Wi-Fi 4) wireless standard, 24, 181, 182,
183

802.11r wireless standard, 183

802.16a (WiMAX) wireless standard, 200

1000BASE-LX cabling, 41

1000BASE-SX cabling, 41

INDEX

FIGURE I-6

Companion Website

The companion website includes the captured data packets used throughout the book. It also includes the Net-
Challenge software, which was developed specifically for this text. The companion website also includes chapter-
based quiz modules for you to test your knowledge and all of the key terms in an online flash card application.
Finally, you can access your 10% off Network+ exam voucher from the companion website.
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Chapter OQutline

1-1 Introduction

1-2 Network Topologies
1-3 The OSI Model

1-4 The Ethernet LAN
1-5 Home Networking

Objectives

1-6 Assembling an Office LAN
1-7 Testing and Troubleshooting a LAN

Summary

Questions and Problems

o Explain the various LAN topologies o Describe the purpose of a MAC address

o Define the function of a networking

protocol

e Describe CSMA/CD for the Ethernet

Key Terms

on a networking device

e Discuss how to determine the MAC

address for a computer

protocol o Discuss the fundamentals of IP addressing

e Describe the structure of an Ethernet o Discuss the issues involved in configuring
frame a home network

o Define the function of a network interface o Discuss the issues involved in assembling
card an office LAN

local area network (LAN) transport layer ISP

protocol

topology

Token Ring network
Token passing
IEEE
deterministic
Token Ring hub
bus topology

star topology

hub

multiport repeater
broadcast

switch

port

mesh topology
OSI model
physical layer
data link layer
network layer

session layer

presentation layer

application layer

CSMA/CD

frame

network interface card
(NIC)

MAC address

organizationally unique
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1-1 INTRODUCTION

Each day, computer users use their computers for browsing the Internet, sending and
retrieving email, scheduling meetings, sharing files, preparing reports, exchanging
images, downloading music, and checking the current prices of auction items. A
network connects computers with the goal of sharing their resources. The networks
around the world that are connected together form the Internet. Networking requires
that computers be able to access multiple networks and share their resources. This
chapter looks at the various types of computer networks that are in use today.

This book introduces the essentials involved in implementing modern computer
networks, stepping you through the various modern networking technologies. The
accompanying textbook web link takes you to the Net-Challenge simulator software
developed specifically for this text. This software gives you invaluable insight into
the inner workings of computer networking and the experience of configuring
routers and switches for use in computer networks.

The ease of connecting to the Internet and the dramatic decrease in the cost of
computer systems have led to an explosion in the use of computer systems. Organiza-
tions such as corporations, colleges, and government agencies have acquired large
numbers of single-user computer systems. Such systems might be dedicated to word
processing, scientific computation, or process control, or they might be general-
purpose computers that perform many tasks. Interconnection of locally distributed
computer networks enables users to exchange information (data) with other network
members. It also makes possible resource sharing, enabling many to access expensive
equipment such as file servers and high-quality graphics printers as well as more
powerful computers for tasks too complicated for the local computer to process.

The networks in use today can be generally categorized based on their geographic
span:

o Personal area network (PAN): A PAN is the smallest type of network and
has a limited span, interconnecting personal devices such as those that are
Bluetooth enabled.
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e Local area network (LAN): A LAN is a network commonly used to intercon-
nect and share computer resources inside a building or multiple buildings in a

limited area.

o Campus area network (CAN): A CAN—often called simple an enterprise
network—spans multiple buildings in a campus environment such as a
university or another large organization.

e Metropolitan area network (MAN): A MAN spans multiple buildings in a

city area.

o Wide area network (WAN): A WAN is much larger than the other network
types and can span many areas, such as cities, states, or countries.

Table 1-1 outlines the CompTIA Network+ objectives related to this chapter and
identifies the chapter section that covers each objective. At the end of each chapter
section you will find a review with comments on the Network+ objectives presented
in that section. These comments are provided to help reinforce your understanding
of each Network+ objective. The chapter review also includes “Test Your
Knowledge” questions to help you understand key concepts before you advance to
the next section of the chapter. At the end of the chapter you will find a complete
set of questions as well as sample certification exam-type questions.

TABLE 1-1  Chapter 1 CompTIA Network+ Objectives

Domain/Objective

Domain/Objective Description

Local Area Network
(LAN)

A network of users
that share computer
resources in a limited
area

Section(s) Where

Number

Objective Is Covered

1.0 Networking Fundamentals

1.1 Compare and contrast the Open Systems Interconnection (0SI) 1-3,1-4
model layers and encapsulation concepts.

1.2 Explain the characteristics of network topologies and network 1-2,1-5, 1-7
types.

1.3 Summarize the types of cables and connectors and explain 1-6
which is the appropriate type for a solution.

1.4 Given a scenario, configure a subnet and use appropriate IP 1-4,1-5
addressing schemes.

1.5 Explain common ports and protocols, their application, and 1-3,1-7
encrypted alternatives.

1.6 Explain the use and purpose of network services. 1-5, 1-7

1.7 Explain basic corporate and datacenter network architecture. 1-3

1.8 Summarize cloud concepts and connectivity options 1-4,1-5, 1-6

2.0 Network Implementations

2.1 Compare and contrast various devices, their features, and their 1-2, 1-4,1-5, 1-6
appropriate placement on the network.

2.2 Compare and contrast routing technologies and bandwidth man- 1-5

agement concepts.
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Domain/Objective = Domain/Objective Description Section(s) Where

Number Objective Is Covered

2.3 Given a scenario, configure and deploy common Ethernet switching 1-3, 1-4, 1-5, 1-6
features.

2.4 Given a scenario, install and configure the appropriate wireless 1-5
standards and technologies.

3.0 Network Operations

3.1 Given a scenario, use the appropriate statistics and sensors to 1-3,1-4,1-5
ensure network availability.

3.3 Explain high availability and disaster recovery concepts and 1-5,1-6
summarize which is the best solution.

4.0 Network Security

4.3 Given a scenario, apply network hardening techniques. 1-5

4.5 Explain the importance of physical security. 1-6

5.0 Network Troubleshooting

5.2 Given a scenario, troubleshoot common cable connectivity issues 1-5,1-6
and select the appropriate tools.

5.3 Given a scenario, use the appropriate network software tools and 1-3,1-4, 1-5, 1-7
commands.

5.4 Given a scenario, troubleshoot common wireless connectivity 1-5,1-6
issues.

1-2 NETWORKTOPOLOGIES

This chapter presents the networking topologies commonly used in computer
networks today. It is important for students to understand the structure of the star
topology. Students should also understand the Token Ring and bus topologies even
though they are seldom used today.

~ "\ A LAN is defined in terms of the protocol and the topology used for accessing

the network. The networking protocol is the set of rules established for users to
exchange information. The topology is the network architecture used to inter-
connect the networking equipment. The most common architectures for LANs are
the point-to-point, ring, bus, and star/hub-and-spoke architectures, as illustrated in
Topology Figure 1-1.

The architecture of a

Protocol

A set of rules established
for users to exchange
information

The simplest network topology is a point-to-point architecture, where two

LTS computers are connected directly together. In this topology, communication
Token Ring Network flows only between the two computers. Figure 1-2 shows an example of a LAN
A network topology configured using the ring topology. This topology is predominantly used by
configured in a logical Token Ring networks, in which a token (indicated with the letter T in the network
ring that complements diagram) is placed in the data channel and circulates around the ring (hence the
the token passing

\_ protocol )
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name Token Ring). If a user wants to transmit, the computer waits until it has
control of the token. This technique, called token passing, is based on the IEEE
802.5 Token Ring Network standard. (IEEE is the Institute of Electrical and Elec-
tronics Engineers.) A Token Ring network is a deterministic network, which
means each station connected to the network is ensured access for transmission of
its messages at regular or fixed time intervals.

(a) Star network (b) Ring network

Co6odo

(c) Bus network

FIGURE 1-1 Network topologies. (From Modern Electronic Communication 9/e, by G. M. Miller &
J. S. Beasley, © 2008 Pearson Education, Inc. Upper Saddle River, NJ.)

One disadvantage of the Token Ring topology is that if an error changes the token
pattern, the token may stop circulating. In addition, ring networks rely on each
system to relay the data to the next user. A failed station can cause data traffic to
cease. Token Ring networks also have disadvantages in terms of troubleshooting
and maintenance. In order to remove a device from a Token Ring network or add

a device to the network, the Token Ring path must be temporarily broken (that is,
the path must be interrupted). This results in downtime for the network. One way to
fix this issue is by attaching all the computers to a central Token Ring hub, which

is a device that manages the passing of the token rather than relying on individual
computers to pass it, thereby improving the reliability of the network.

It is important to note that Token Ring has been replaced by Ethernet technology in
almost all modern computer networks.

/

N

~

Token Passing

Atechnique in which an
electrical token circu-
lates around a network,
and control of the token
enables the user to gain
access to the network

IEEE

Institute of Electrical
and Electronics Engi-
neers, one of the major
standards-setting
bodies for technological
development

Deterministic

A type of network in
which access to the
network is provided at
fixed time intervals

J

Token Ring Hub

A hub that manages the
passing of the token in a
Token Ring network
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Bus Topology

A system in which the
computers share the
media (coaxial cable) for
data transmission

|:|.._ E
Workstation

A

Plotter

|
|
|
|
|
|
I
|
vl

Power Mac

Laser printer

——————— The passing of the token

FIGURE 1-2 The Token Ring network topology.

Figure 1-3 illustrates a bus topology, in which the computers share the media
(coaxial cable) for data transmission. In this topology, a coaxial cable (called
ThinNet) is looped through each networking device to facilitate data transfer.

In a bus topology, all LAN data traffic is carried over a common coaxial cable
link. In Figure 1-3, for example, if computer 1 is printing a large file, the line of
communications is between computer 1 and the printer. However, in a bus system,
all networking devices can see computer 1’s data traffic to the printer, and the other
devices have to wait for pauses in transmission or until transmission is complete
before they can initiate their own transmissions. If more than one computer’s

data is placed on the network at the same time, the data is corrupted and has

to be retransmitted. This means that the use of a shared coaxial cable in a bus
topology prevents data transmission from being very bandwidth efficient. This is
one reason—but not the only reason—bus topologies are seldom used in modern
computer networks.
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FIGURE 1-3  The bus topology.

The star topology (also called hub-and-spoke topology), illustrated in Figure 1-4, is
the most common networking topology in today’s LANs. Twisted-pair cables with
modular plugs are used to connect the computers and other networking devices
(see Chapter 2, “Physical Layer Cabling: Twisted-Pair”). At the center of a star
network is either a switch or a hub that connects the network devices and facilitates
the transfer of data. For example, if computer 1 in Figure 1-4 wants to send data

to the network laser printer, the hub or switch provides the network connection. If
a hub is used, computer 1’s data is sent to the hub, which then forwards it to the
printer. However, a hub is a multiport repeater, which means the data it receives is
broadcast and seen by all devices connected to its ports. Therefore, the hub broad-
casts computer 1’s data traffic to all networking devices that are interconnected in
the star network. Figure 1-4 shows this data traffic path as solid black arrowed lines
going to all networking devices. Much as with the bus topology, all data traffic on
the LAN is being seen by all computers. Because a hub broadcasts all data traffic
to the devices connected to its network ports, this device is of limited use in a large
network.

To minimize unnecessary data traffic and isolate sections of a network, you can use
a switch at the center of a star network, as shown in Figure 1-4. Each networking
device, such as a computer, has a hardware or physical address. (This concept is
fully detailed in Section 1-4, “The Ethernet LAN.”) A switch stores the hardware or
physical address for each device connected to its ports. The storage of the address
enables the switch to directly connect two communicating devices without broad-
casting the data to all devices connected to its ports.

~

4 Star Topology

The most common
networking topology
in today’s LANs, where
all networking devices
connect to a central
switch or hub

Hub

A device that broadcasts
the data it receives to
all devices connected to
its ports

Multiport Repeater
Another name for a hub

Broadcast
Transmission of data
by a hub to all devices
connected to its ports

4 Switch

A device that forwards a
frame it receives directly
out the port associated
with its destination
address

Port

A physicalinput/output
interface to networking
hardware

J
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FIGURE 1-4 The star topology.

For example, if a switch is used instead of a hub, the data from computer 1 is trans-
mitted directly to the printer, and the other computers do not see the data traffic.
The dotted lines in Figure 1-4 indicate the traffic path for a switched network. The
use of a switched connection greatly improves the efficiency of the available band-
width. It also permits additional devices in the LAN to simultaneously commu-
nicate with each other without tying up network resources. For example, while
computer 1 is printing a large file, computers 5 and 6 can communicate with each
other, as illustrated by the dashed line in Figure 1-4. During troubleshooting and
maintenance, individual computers can be removed without negatively affecting
the network in a star or extended star topology. Also, the upgrade from a hub to a
switched topology can be accomplished without requiring a change in the cable
infrastructure and therefore requires minimal downtime and expense.

In a mesh topology, as illustrated in Figure 1-5, all networking devices are directly
connected to each other. This provides for full redundancy in the network data
paths—but at a cost. The additional data paths increase the costs related to cabling
and networking hardware (for example, multiple network ports for each device
connected to the network). In addition, the mesh design adds complexity. This
topology can be suitable for high-reliability applications but can be too costly for
general networking applications.

Mesh Topology

A topology in which all
networking devices are
directly connected to
each other
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FIGURE 1-5 The mesh topology.

Section 1-2 Review

This section covers the following Network+ exam objectives.

1.2 Explain the characteristics of network topologies and network types.
This section presents the star, ring, bus, and mesh network topologies. You
should be able to identify each topology and understand how data travels in
each network topology. You should also have a basic understanding of the
difference between a topology and a protocol.

2.1 Compare and contrast various devices, their features, and their
appropriate placement on the network.
This section introduces some basic networking hardware, such as the hub and
switch. Make sure you have a basic understanding of each device. You should
also understand that data from a hub is replicated out all ports, which means
the information is seen by all networking devices connected to its ports.

Test Your Knowledge

1. What is the most common network topology today?
a. Star
b. Hub
Ring
d. Mesh

@

2. True or false: A hub is also called a multiport repeater.

a. True
b. False
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0SI

Open Systems
Interconnection

0SI Model

Open Systems
Interconnection model,
a seven-layer model
that describes network
functions
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3. In a deterministic network, access to the network is provided

a. at random time intervals
b. using CSMA/CD
c. at fixed time intervals

d. None of these answers are correct.

4. True or false: A protocol defines the network architecture used to
interconnect the networking equipment.

a. True
b. False

1-3 THE OSI MODEL

This section examines the seven layers of the OSI model. Students should
memorize all seven layers and know the function of each layer. Students should
refer to Table 1-2 for a summary of the OSI model layers and their functions.

The Open Systems Interconnection (0SI) reference model was developed by the
International Organization for Standardization in 1984 as an open standard for all
communication systems to enable different types of networks to be linked together.
As illustrated in Figure 1-6, the OSI model contains seven layers that describe
networking functions from the physical network interface to the software application
interfaces. Different protocols operate at each layer. Each layer performs data encap-
sulation by putting its own message format or header onto the data as it is being
passed down from layer 7 to layer 1 for transmission. When the data is received by
an end device, the inverse process, called decapsulation, occurs. Each corresponding
layer reads its layer message format or header and takes it off before passing the
data to the upper layers. The intent of the 0SI model is to provide a framework for
networking that ensures compatibility in the network hardware and software and to
accelerate the development of new networking technologies. A discussion of the OSI
model follows, along with a summary of the seven layers outlined in Table 1-2.

7. Application

6. Presentation

5. Session

4. Transport

3. Network

2. Data link

1. Physical

FIGURE 1-6 The seven layers of the 0SI reference model.
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TABLE 1-2 Summary of the OSI Layers

Layer Function Examples

7. Application  Provides support for applications HTTP, FTP, SMTP (email)

6. Presentation  Handles protocol conversion and data ASCII, JPEG
translation

5. Session Establishes, manages, and terminates NFS, SQL
sessions

4. Transport Handles end-to-end delivery to ensure TCP, UDP
error-free packets

3. Network Provides addressing and routing decisions  IP, ICMP

2. Data link Provides for the flow of data MAC addresses

1. Physical Handles signals and media NICs, twisted-pair

cable, fiber, wireless

The OSI model layers are as follows:

1.

Physical layer: This layer provides electrical and mechanical connection to
the network. Examples of technologies working in this layer are Electronic
Industries Alliance/Telecommunications Industry Association (EIA/TIA)—
related technologies, unshielded twisted-pair (UTP), fiber, and network
interface cards (NICs).

Data link layer: This layer handles error recovery, flow control (synchro-
nization), and sequencing (that is, which terminals are sending and which

are receiving). It is considered the media access control (MAC) layer and is
where MAC addressing is defined. The Ethernet 802.3 standard relates to this
layer, and a MAC address is sometimes called an Ethernet address.

Network layer: This layer accepts outgoing messages and combines messages
or segments into packets, adding a header that includes routing information.
It acts as the network controller. An example of a protocol working in this
layer is Internet Protocol (IP).

Transport layer: This layer is responsible for end-to-end delivery between
devices. It is concerned with message integrity between source and
destination. It also segments/reassembles packets and handles flow control.
Examples of protocols working in this layer are Transmission Control
Protocol (TCP) and User Datagram Protocol (UDP).

. Session layer: This layer provides the control functions necessary to

establish, manage, and terminate connections, as required, to satisfy user
requests. Examples of technologies working in this layer are Network File
System (NFS) and Structured Query Language (SQL).

Presentation layer: This layer accepts and structures messages for an
application. It translates the message from one code to another, if necessary.
This layer is responsible for data compression and encryption. Examples of

N

4 Physical Layer

Layer 1 of the 0SI
model, which provides
the electrical and
mechanical connection
to the network

Data Link Layer

Layer 2 of the 0SI
model, which handles
error recovery, flow
control (synchroni-
zation), and sequencing

Network Layer

Layer 3 of the 0SI
model, which accepts
outgoing messages and
combines messages or
segments into packets,
adding a header that
includes routing
information

Transport Layer

Layer 4 of the 0SI
model, which is
concerned with message
integrity between
source and destination

Session Layer

Layer 5 of the 0SI
model, which provides
the control functions
necessary to establish,
manage, and terminate
the connections

Presentation Layer

Layer 6 of the 0SI
model, which accepts
and structures the
messages for the
application
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4 Application Layer
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Layer 7 of the OSI model,
which interacts with
application programs
thatincorporate

a communication
component such as an
Internet browser and

email
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technologies working in this layer are American Standard Code for Informa-
tion Interchange (ASCII) and Joint Photographic Experts Group (JPEG).

7. Application layer: This layer interacts with application programs that
incorporate a communication component such as an Internet browser and
email. This layer is responsible for logging in the message, interpreting the
request, and determining what information is needed to support the request.
Examples include Hypertext Transfer Protocol (HTTP) for web browsing,
File Transfer Protocol (FTP) for transferring files, and Simple Mail Transfer
Protocol (SMTP) for email transmission.

Note

Network administrators often refer to layer numbers when describing networking problems.
For example, a physical link problem is described as a layer 1 problem, and a router problem is
a layer 3issue.

A network administrator needs to have a good understanding of all seven layers of
the OSI model in order to be able to isolate network problems. There are three basic
steps in the process of isolating a network problem:

1. Is the connection to the machine down? (This is a layer 1 issue.)
2. Is the network down? (This is a layer 3 issue.)

3. Is a service on a specific machine down? (This is a layer 7 issue.)

A network administrator uses the OSI model to troubleshoot network problems by
verifying the functionality of each layer. In many cases, troubleshooting network
problems requires the network administrator to isolate at which layer a network
problem occurs.

For example, say that a network is having problems accessing an email server

that uses SMTP—a layer 7 application. The first troubleshooting step for the
network administrator is to ping the IP address of the email server (layer 3 test).

A ping to an IP address can be used to quickly check whether there is a network
connection. (The ping command is discussed in detail in Section 1-7, “Testing and
Troubleshooting a LAN.”) A “reply from” response for the ping indicates that the
connection to the server is up. A “request timed out” response indicates that the
network connection is down. This could be due to a cabling problem (layer 1) or

a problem with a switch (layer 2) or a router (layer 3), or the email server could

be completely down (layer 7). In the event of a “request timed out” response, the
network administrator has to go directly to the telecommunications closet or the
machine to troubleshoot the problem. In this case, the administrator should first
check for layer 1 (physical layer) problems. Many times this just requires verifying
that a network cable is connected. Cables sometimes get knocked loose or break.

14

CHAPTER 1: INTRODUCTION TO COMPUTER NETWORKS



Section 1-3 Review

This section covers the following Network+ exam objectives.

1.1 Compare and contrast the Open Systems Interconnection (OSI) model
layers and encapsulation concepts.
A network administrator needs to have a good understanding of all seven layers
of the OSI model in order to be able to isolate a network problem. Remember
that there are three basic steps in the process of isolating a network problem:

1. Is the connection to the machine down? (This is a layer 1 issue.)
2. Is the network down? (This is a layer 3 issue.)
3. Is aservice on a specific machine down? (This is a layer 7 issue.)

1.5 Explain common ports and protocols, their application, and encrypted
alternatives.
A network administrator uses the OSI model to troubleshoot network problems
by verifying the functionality of each layer. In many cases, troubleshooting
network problems requires a network administrator to isolate at which layer the
network problem occurs.

1.7 Explain basic corporate and datacenter network architecture.
A network administrator uses the OSI model to troubleshoot network problems
by verifying the functionality of each layer.

2.3 Given a scenario, configure and deploy common Ethernet switching
features.
This section examines the various features of the OSI model that handle flow
control.

3.1 Given a scenario, use the appropriate statistics and sensors to ensure
network availability.
This section examines Layer I of the OSI model, which provides the electrical
and mechanical connection to the network.

5.3 Given a scenario, use the appropriate network software tools and
commands.
This section introduces the ping command, which is a very useful tool for
troubleshooting computer networks.

Test Your Knowledge

1. TCP functions at which layer of the OSI model?

a. Layer 4
b. Layer 2
Layer 3

& o

Layer 5
e. Layer7

1-3: THE OSI MODEL
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CSMA/CD

Carrier-sense multiple
access with collision
detection, the Ethernet
LAN media access
method

2. HTTP functions at which layer of the OSI model?

a. Layer 6
b. Layer 5
c. Layer4
d. Layer7
e. All of these answers are correct.
3. IP is an example of a protocol that operates at which layer of the OSI
model?
a. Layer7
b. Layer 6
c. Layer5
d. Layer 2

e. None of these answers are correct.
4. A NIC operates at which layer of the OSI model?

a. Layer 1
b. Layer 3
c. Layer5
d. Layer7

e. All of these answers are correct.
5. True or false: Network address is another name for a layer 4 address.

a. True
b. False

1-4 THE ETHERNET LAN

The key LAN protocol to understand today is Ethernet (CSMA/CD). This section
discusses the Token Ring topology and compares deterministic (Token Ring)

and nondeterministic (CSMA/CD) networks. Students should be able to use the
ipconfig command to determine a computer’s MAC address. The concept of IP
addresses is introduced, and students should understand the concept of Class A-D
networks.

The networking protocol used in most modern computer networks is Ethernet, a
carrier-sense multiple access with collision detection (CSMA/CD) protocol for local
area networks. It originated in 1972, and the full specification for the protocol was
provided in 1980, as a joint effort of Xerox, Digital Equipment Corporation, and
Intel. Basically, for a computer to “talk” on an Ethernet network, it first “listens” to
see whether there is any data traffic (carrier-sense). This means that any computer
connected to the LAN can be “listening” for data traffic, and any of the computers

16
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on the LAN can access the network (multiple access). There is a chance that two or
more computers may attempt to broadcast a message at the same time; therefore,
Ethernet systems must have the capability to detect data collisions (collision

detection).
The information in an Ethernet network is exchanged in a frame, which groups the F
information for a transmission into a header, data, and a trailer. The header consists fame .
A format that provides

of the preamble, a start frame delimiter, destination and source addresses, and a
length/type field. Next is the actual data being transmitted, followed by the padding
used to bring the total number of bytes up to the minimum of 46 if the data field is
less than 46 bytes. The last part of the frame is a 4-byte cyclic redundancy check
(CRC) value used for error checking. The minimum length of an Ethernet frame is
64 bytes. Figure 1-7 shows the structure of an Ethernet packet frame, and Table 1-3
describes the fields of the Ethernet frame.

grouping of information
for transmission

Start Destination Source Lenath Frame
Preamble frame MAC MAC i eg Data Pad check
delimiter | address address VP sequence

FIGURE 1-7 The data structure for the Ethernet frame. (From Modern Electronic
Communication 9/e, by G. M. Miller & J. S. Beasley, 2008. Copyright © 2008 Pearson
Education, Inc. Upper Saddle River, NJ.)

TABLE 1-3 Components of the Ethernet Packet Frame (IEEE 802.3 Standard)

Field Description

Preamble An alternating pattern of 1s and Os that is used for synchronization.

Start frame delimiter ~ The binary 8-bit sequence 101010 1 1, which indicates the start of the frame.

Destination MAC The unique media access control address associated with each

address and source computer’s Ethernet network interface card (NIC) or network adapter.

MAC address The associated MAC address, which is 6 bytes (12 hex characters) in length.

Length/type Anindication of the number of bytes in the data field if this value is less than 1500. (If this
number is greater than 1500, it indicates the type of data format—for example, IP or IPX.)

Data The variable-length data being transferred from the source to the destination.

Pad A field used to bring the total number of bytes of the data field up to the minimum of 46 if

the data field is less than 46 bytes.

Frame check sequence A 4-byte CRC value used for error checking. The CRC is performed on the bits from the
destination MAC address through pad fields. If an error is detected, the frame is discarded.

Note: The minimum length of an Ethernet frame is 64 bytes from the destination MAC address through the frame check
sequence. The maximum Ethernet frame length set by the IEEE 802.3 standard is 1518 bytes: 6 bytes for the destination MAC
address, 6 bytes for the source MAC address, 2 bytes for length/type, and 1500 bytes for the data. Ethernet jumbo frames now
allow for 9000-byte payload frames with a payload size of 8960 bytes of data.

Source: Adapted from Modern Electronic Communication 9/e, by G. M. Miller & J. S. Beasley, 2008. Copyright © 2008 Pearson
Education, Inc. Upper Saddle River, NJ.
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Network Interface
Card (NIC)

The electronic hardware
used to interface a
computer to a network

N

4 )

MAC Address

A unique 6-byte address
assigned by the vendor
of a network interface
card

Organizationally
Unique Identifier
(our)

The first 3 bytes of the
MAC address, which
identifies the
manufacturer of the

network hardware
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4 Ethernet Address, )
Physical Address,
Hardware Address, or
Adapter Address
Other names for the MAC
address
ipconfig /all

A command that enables
the MAC address infor-
mation to be displayed
from the command

prompt

. J

How are the destination and source addresses for data determined within a LAN?
Each networked device, such as a computer or a network printer, has an electronic
hardware interface to the LAN called a network interface card (NIC) or an inte-
grated network port. Sometimes more than one NIC is installed on a computer. The
NICs are sometimes combined for NIC teaming, which involves providing load
balancing and fault tolerance (traffic failover). The idea of traffic failover is to keep
the computer connected even if there is a failure of the NIC.

A NIC contains a unique network address called the MAC address. (Recall that
MAC stands for media access control.) The MAC address is 6 bytes, or 48 bits,

in length. The address is displayed in 12 hexadecimal (base-16) digits. The first

6 digits are used to indicate the vendor of the network interface, also called the
organizationally unique identifier (OUI), and the last 6 numbers form a unique
value for each NIC assigned by the vendor. IEEE is the worldwide source of
registered OUIs. A searchable database of IEEE OUI and company ID assignments
is available at http://standards-oui.ieee.org/oui.txt. Large companies may have
many OUIs assigned to them. For example, the OUI 00-AA-00 is only one of
Intel’s many OUIs. Table 1-4 lists a few examples of MAC addresses.

TABLE 1-4 A Sampling of MAC Addresses

Company ID-Vendor Serial Number Manufacturer (Company ID)

00-AA-00-B6-7A-57 Intel Corporation (00-AA-00)
00-00-86-15-9E-7A Megahertz Corporation (00-00-86)
00-50-73-6C-32-11 Cisco Systems, Inc. (00-50-73)
00-04-76-B6-9D-06 3COM (00-04-76)
00-0A-27-B7-3E-F8 Apple Computer, Inc. (00-0A-27)

You can find the MAC address, also called the Ethernet address, physical address,
hardware address, or adapter address, on a computer running Microsoft Windows
by typing the ipconfig /all command while in the command mode or at the
MS-DOS prompt.

In Windows 10, for example, you can search for the command prompt by entering
cmd in the search field of the Start menu, as shown in Figure 1-8, or by looking
under Start > Windows System.

At the command prompt, you can enter the ipconfig /all command as shown in
Figure 1-9. Using the /all switch on the command enables the MAC address
information to be displayed—in this example, the information for computer 1.
Note in this example that the hostname for the computer is COMPUTER-1.

This information is typically established when the computer’s operating system

is installed, but you can change it, as needed. The MAC address is listed under
Ethernet adapter Local Area Connection, as shown in Figure 1-9. The Media
State: Media disconnected text indicates that no active Ethernet device, such as a
hub or switch, is connected to the computer. Description lists the manufacturer and
model of the network interface, and the Physical Address setting 00-10-A4-13-
99-2E indicates the MAC address for the computer.
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FIGURE 1-8 The command promptin Windows 10.

©v C:\WINDOWS\System32\cmd.exe =]

C:=\>ipconfig ~all
Windows IP Configuration

Host Mame . . . . . . . . . . . . * COMPUTER-1
Primary Dns Suffix . . . . . . . =
Mode Tupe . =« = =« « =« =« =« =« = = « * Broadcast
IP Routing Enabled. . . . . . . . @ No
WINS Proxy Enabled. . . . . . . . = No
Ethernet adapter Local Area Connection:
Media State . . . . . . . . . . . * Media disconnected
Description . . - . - . - - . . . = Intel<R> PRO/10@+ MiniPCI
Physical Address. . « « = « - - - = B0-18-A4-13-99-2E

C=Non

dl

FIGURE 1-9 A typical text screen result when entering the ipconfig /all command in the
command window.

Table 1-5 describes how to obtain the MAC address in various computer operating
systems.
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IANA

Internet Assigned
Numbers Authority, the
agency that assigns IP
addresses to computer
networks

N

/IP Address

~

A unique 32-bit address
that identifies on which
network a computer is
located and differen-
tiates the computer from
all other devices on the

same network

J

TABLE 1-5 Commands for Obtaining the MAC Address in Various Operating
Systems

Operating Command Sequence Comments

System

Windows 10 In Windows 10, enter cmd in the The physical address is
search field of the Start menu. the MAC address.

At the command prompt, type
ipconfig /all and then press Enter.

Linux At the command prompt, type The HWaddr line contains
ip addr. the MAC address.
mac0S Go to System Preferences > The hardware address is

Network. Select the network adapter  the MAC address.
from the left window and click
Advanced > Hardware.

In summary, the MAC address provides the information that ultimately enables

the data to reach a destination in a LAN. This is also how computer 1 and the
printer communicate directly in the star topology example using the switch (refer

to Figure 1-4). The switch stores the MAC addresses of all devices connected to its
ports and uses that information to forward the data from computer 1 directly to the
printer. The switch also uses the MAC address information to forward the data from
computer 5 to computer 6 (refer to Figure 1-4).

IP Addressing

A MAC address provides a physical address for a network interface card but
provides no information about its network location or even on what LAN or

in which building, city, or country the network resides. Internet Protocol (IP)
addressing provides a solution to worldwide addressing by incorporating a unique
address that identifies the computer’s local network. The Internet Assigned
Numbers Authority (IANA) is an agency that assigns IP addresses to computer
networks and makes sure no two different networks are assigned the same IP
network address. The web address for [ANA is www.iana.org.

IP version 4 (IPv4) is the TCP/IP addressing technique that has been used on the
Internet for a number of years. However, the available IPv4 address space has been
exhausted due to the rapid growth of the Internet and the development of new Internet-
compatible technologies. Version 6 (IPv6) adoption has grown steadily. Both IPv4 and
IPv6 are being supported by manufacturers of networking equipment and the latest
computer operating systems. Chapter 6, “TCP/IP,” provides details on IPv6. Despite
the rise in IPv6 addressing, IPv4 addressing is currently the most common method for
assigning IP addresses. This text refers to IPv4 addressing as simply “IP addressing.”
An IP address is a 32-bit address that identifies on which network a computer is
located and differentiates the computer from all other devices on that network. The
address is divided into four 8-bit parts. The format for the IP address is as follows:

A.B.C.D
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where the A.B.C.D values are written as the decimal equivalent of the 8-bit binary
value. The range for each of the decimal values is 0-255. IP addresses can be
categorized by class. Table 1-6 provides examples of the classes of IP networks,
and Table 1-7 shows the address range for each class.

TABLE 1-6  The Classes of IPv4 Networks

Class Description Examples of IP Maximum Number
Address Numbers of Hosts

Class A Governments, very 44.X.X.X 2%4=16,777,214
large networks

Class B Midsize companies, 128.123.x.x 2%6=65,534
universities, and so on

Class C Small networks 192.168.1.x 28=254

Class D Reserved for multicast 224.X.X.X Not applicable
groups

Class E Reserved for future use 240.x.X.X Not applicable

and experimentation

TABLE 1-7 The Address Range for Each Class of Network

Class Address Range

Class A 0.0.0.0 to 127.255.255.255

Class B 128.0.0.0 to 191.255.255.255
Class C 192.0.0.0 to 223.255.255.255
Class D 224.0.0.0 to 239.255.255.255
Class E 240.0.0.0 to 255.255.255.255

In Table 1-6, the decimal numbers indicate the network number, which is the
portion of the IP address that defines which network the IP packet is originating
from or being delivered to. The x entries for each class represent the host number,
which is the portion of the IP address that defines the address of the networking
device connected to the network. The host number is also called the host address.
The network number provides sufficient information for routing the data to the
appropriate destination network. A device on the destination network then uses

the remaining information (the x portion) to direct the packet to the destination
computer or host. The x portion of the address is typically assigned by the local
network system administrator or is dynamically assigned when users need access
outside their local networks. For example, your Internet service provider (ISP) may
dynamically assign an IP address to your computer when you log on to the Internet.
Remember that you can always check the IP address used by or assigned to your
computer by using the ipconfig command at the command prompt.

The examples in this book use a group of IP addresses called private addresses,
which are IP addresses set aside for use in private intranets. An intranet is an
internal internetwork that provides file and resource sharing. Private addresses are
not valid addresses for Internet use because they have been reserved for internal use
and are not routable on the Internet. However, these addresses can be used within

/

N

Network Number

The portion of an IP
address that defines
which network an IP
packet is originating from
or being delivered to

Host Number

The portion of an IP
address that defines the
location of a networking
device connected to the
network; also called the
host address

Host Address

Another term for host
number

ISP

Internet service provider,
an organization that

provides Internet connec-
tions and services to indi-
viduals and organizations

J

Private Addresses

IP addresses set aside
for use in private
intranets

Intranet

An internal network
that provides file and
resource sharing but
that is not accessed
from the Internet

J
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é "\ aprivate LAN (intranet) to create an IP internetwork. An IP internetwork uses IP

IP Internetwork addressing to identify devices connected to the network and is also the addressing

A network that uses IP scheme used in TCP/IP networks. TCP/IP stands for Transmission Control

ad.drezsm.g far s d Protocol/Internet Protocol and is the protocol suite used for internetworks such as

g:ﬁe rc]a‘\;:;esrionnecte the Internet. The three address blocks for the private IP addresses in this book’s
examples are as follows:

TCP/IP

Transmission Control 10.0.0.0-10.255.255.255
Protocol/Internet 172.16.0.0-172.31.255.255
Protocol, the protocol 192.168.0.0-192.168.255.255

suite used for inter-

networks such as the . . .
Internet Notice that the private IP addresses are a reduced subset of the public IP addresses

N\ _/ listed in Table 1-7.

The topic of IP addressing is examined in greater detail throughout this book. In
this chapter, the objective is to use IP addresses for configuring the addresses of the
computers for operation in a TCP/IP network.

Section 1-4 Review

This section covers the following Network+ exam objectives.

1.1 Compare and contrast the Open Systems Interconnection (OSI) model
layers and encapsulation concepts.
This section examines the Ethernet frame and payload.

1.4 Given a scenario, configure a subnet and use appropriate IP addressing
schemes.
This section introduces IPv4 and IPv6. It is important to understand the
structure of an IPv4 address, including which bits define the network address
and which bits are the host bits. Make sure you understand the structure of both
a MAC address and an IPv4 address and know how to get this information from
many types of computers.

1.8 Summarize cloud concepts and connectivity options.
You should make sure you have an understanding of the concept of private
versus public IP addresses.

2.1 Compare and contrast various devices, their features, and their
appropriate placement on the network.
This section introduces the concept of NIC teaming, which occurs when more
than one NIC is installed on a computer:

2.3 Given a scenario, configure and deploy common Ethernet switching
features.
This section introduces CSMA/CD. Make sure you understand how this protocol
manages network access from multiple devices.
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3.1 Given a scenario, use the appropriate statistics and sensors to ensure

network availability.
This section examines the CRC check value, which is a 4-byte CRC value used
for error detection. The CRC is performed on the bits from the destination MAC
address through pad fields. If an error is detected, the frame is discarded.

5.3 Given a scenario, use the appropriate network software tools and

commands.
Remember that you can check the IP address assigned to a computer by using
the ipconfig command at the command prompt. By issuing the ipconfig /all
command, you can determine whether the NIC is connected to a network and
determine the MAC and IP addresses of a networking device.

Test Your Knowledge

1. Which of the following statements regarding IP addresses and/or MAC
addresses is true?

a
b.

& o

. An IP address is the same as a MAC address.

A MAC address defines a network location.
An IP address is only used as part of an ARP request.

A MAC address provides the physical address of the network
interface card, while an IP address provides the network location.

2. True or false: The MAC address on a Windows computer can be accessed
by typing ipconfig /all at the command prompt.

a.
b.

True

False

3. True or false: The OUI for the MAC address 00-10-A4-13-99-2E is
13992E.

a.
b.

True

False

4. What does NIC stand for?

& o

a. Network interface card
b.

National integrated communicator
Network integration card
National integration communicator

None of these answers are correct.
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4 Wired Network

A network that uses
cables and connectors
to establish network
connections

Wireless Network

A network that uses
radio signals to establish
network connections

N

~

J

Wi-Fi Alliance

An organization that
tests and certifies
wireless equipment for
compliance with the
802.11x standards

1-5 HOME NETWORKING

This section provides an interesting look at networking based on a task with which
most students are very familiar: setting up a home network.

The process of setting up a home network, as you likely know, can be quite
challenging. One of the first issues to determine is whether to set up a wired or
wireless home network. A wired network uses cabling and connectors to establish
network connections. A wireless network uses radio signals to establish network
connections. A wireless home network is probably the most common home network
configuration in use today.

This section covers home networking technologies, and Section 1-6, “Assembling
an Office LAN,” discusses the setup of wired networks for both office and home
networks.

Table 1-8 lists the advantages and disadvantages of wired and wireless networks.

TABLE 1-8 Wired and Wireless Network Advantages and Disadvantages

Type of Network
Wired network

Advantages Disadvantages

Faster network data transfer
speeds (within the LAN).
Relatively inexpensive setup.
Not susceptible to outside
interference.

Specialized tools typically
required for cable connections.
Possibly labor-intensive and
expensive cable installation.

Wireless network  User mobility.
Simple installation.

No cables.

Security issues.
Possibly slower data transfer
speed than in a wired network.

Wireless networks also go by the name Wi-Fi, which stands for wireless fidelity.
The Wi-Fi Alliance is an organization whose function is to test and certify wireless
equipment for compliance with the 802.11x standards, which is the group of
wireless standards developed under IEEE 802.11. These are the most common
IEEE wireless standards:

e 802.11a (Wi-Fi 2): This standard can provide data transfer rates up to
54Mbps and an operating range up to 75 feet. It operates at SGHz.

e 802.11b (Wi-Fi 1): This standard can provide data transfer rates up to
11Mbps, with ranges of 100-150 feet. It operates at 2.4GHz.

o 802.11g (Wi-Fi 3): This standard can provide data transfer rates up to
54Mbps up to 150 feet. It operates at 2.4GHz.

e 802.11n (Wi-Fi 4): This standard provides data transfer rates up to four
times 802.11g speeds (that is, 200Mbps up to 450Mbps). It operates at either
2.4GHz or 5GHz.

e 802.11ac (Wi-Fi 5): This is the most commonly deployed wireless standard.
It provides single-station data transfer rates of 500Mbps up to 1.3Gbps and
operates in the SGHz frequency band.
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e 802.11ax (Wi-Fi 6): This is the latest wireless standard. It was recently
ratified, and manufacturers have begun shipping devices with this wireless
technology. Theoretically, it could deliver speeds close to 10Gbps.

Figure 1-10 illustrates the placement and type of equipment found in a typical
wired or wireless home network. Figure 1-10(a) shows a wired LAN in which
cabling interconnects the networking devices and a router is being used to make
the connection to the ISP. The router can also contain a switch and a broadband
modem. The switch is used to interconnect other networking devices, and the
broadband modem is used to make the data connection to the ISP. Its physical
ports that interconnect other local network devices may sometimes be labeled as
LAN ports, and a physical port that connects to the ISP may be labeled as a WAN
port, depending on the manufacturer. The most common broadband connections

to the ISP are via a cable modem and DSL. A cable modem connection is some-
times called a cable broadband connection. In some cases the router, switch, and
broadband modem are separate devices, but most often they are integrated into one
device. One of the computers in a network may also have the configuration settings
for managing the router, which can include the settings for connecting to the ISP.

Figure 1-10(b) shows a wireless LAN that is being used to interconnect the

networking devices. A wireless router makes the data connection to the ISP, 4 Wireless Router A
which is typically via a cable modem or DSL modem. The wireless router also A deviee vsadl s
has a wireless access point and typically has a switch to facilitate wired network interconnect wireless
connections. Sometimes a broadband modem is integrated into a wireless router. networking devices and
The access point is used to establish the wireless network connection to each of the to give access to wired
wireless computers. devices and establish
the broadband Internet
connection to the ISP
—n h g
—=— I

Router + Switch + Wireless Router
Broadband Modem (Access Point/Switch/
Broadband Modem)

(a) (b)

FIGURE 1-10 Examples of (a) wired and (b) wireless Wi-Fi home networks.

A home network can include the following components:

o Hub: This type of device is used to interconnect networking devices. A drawback
to a hub is that it broadcasts the data it receives to all devices connected to its
ports. In most modern networks, hubs have been replaced by network switches.
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e Switch: This is the best choice for interconnecting networking devices. A

switch can establish a direct connection from the sender to the destination
without passing the data traffic to other networking devices. Figure 1-11
provides an image of a switch.

Network adapter: Wired and wireless network adapters are available. The type
of network adapter used in a desktop computer is a NIC. Figure 1-12 provides
an image of a wired network adapter. This type of NIC, which is inserted into
an expansion slot on a computer’s motherboard, is a wired-only adapter.

FIGURE 1-11 A Cisco 12-port PoE (Power over Ethernet) switch.

FIGURE 1-12 A four-port PCI Express Gigabit Ethernet card.

Another option for connecting to networks is to use a network adapter that
attaches to a USB port on the computer. Such a device has a USB connector
(either USB-A or USB-C) on one end and an RJ-45 jack on the other and can
support connections up to 1000Mbps (that is, 1Gbps) data networks. Figure 1-13
provides an image of USB and Thunderbolt Ethernet network adapters.

Router: A router is a networking device used to connect two or more networks
(for example, a LAN and the Internet) using a single connection to an ISP. As
mentioned earlier, a modern home networking router can also contain a switch
and a broadband modem. Figure 1-14 provides an image of a router.
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FIGURE 1-13 A USB Ethernet adapter and Thunderbolt Ethernet adapter.

FIGURE 1-14 A Netgear wireless router.
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e Access point: An access point is used to interconnect wireless devices and

provide a connection to a wired LAN. The data transfer speeds for access
points are dictated by the choice of wireless technology for the clients, but
these devices can support up to 802.11ac (or Wireless-ac). Figure 1-15
provides an image of an access point.

FIGURE 1-15 A Linksys 802.11n (Wireless-N) access point.

o Wireless router: This device uses RF to connect to the networking devices.

A wireless router typically contains a router, switch, and wireless access point
and is probably the most common way to interconnect wireless LANs to the
ISP’s access device. Note that these devices also have wired network connec-
tions available on the system. Figure 1-16 provides an image of a wireless
router.

Broadband modem/gateway: This type of device is used to provide high-
speed data access via your cable connection or via a telephone company’s
DSL connection. A gateway combines a modem and a router into one
network box.

Cable modem: This device is used to make a broadband network connection
from your home network to the ISP, using your cable connection. This setup
requires a splitter to separate the cable TV from the home network. Access
to the Internet is typically provided by the cable TV service provider.

Figure 1-17 provides an image of a cable modem.
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FIGURE 1-16 A TP-Link wireless router.

FIGURE 1-17 A Surfboard cable modem.

e DSL modem: This device is used to make a broadband network connection
from your home network to the ISP using the telephone line. Broadband ac-
cess to the Internet is provided via the phone company or a separate ISP. The

1-5: HOME NETWORKING 29



DSL connection requires the placement of filters on all telephone lines except
the one going into the modem to prevent interference. Figure 1-18 provides
an image of a DSL modem.

FIGURE 1-18 A Zoom DSL wireless router.

Several issues should be considered when planning for a home network, including
the following:

e Data speed: The data speed is determined by whether you chose to

implement a wired or wireless home network. Wired networks offer the
best data transfer rate inside the home network, up to 10Gbps. The best data
transfer rates for a wireless home network can be obtained using 802.11ax
technology. This is the latest generation of high-speed wireless connectivity,
providing single-station data transfer rates of 3Gbps.

Cost: Implementing a high-speed wired network can be quite expensive. With
the networking hardware, cabling, and related hardware, you can incur unex-
pected additional costs in implementing a high-speed wired home network.
The cost of switching to or implementing a Wireless-ac network is minimal,
and such a network is a suitable alternative to a wired network. But remember
that the maximum data rate in a Wireless-ac network is still much lower than
the possible maximum data rate in a wired LAN.
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o Ease of implementation: A wireless home network is probably the easiest to
implement if the cabling and connectors for a wired network are not already
installed. The time required to install a wireless home network is usually
minimal as long as unexpected problems do not surface.

e Appearance: A wireless home network is the best choice in regard to appear-
ance because cables and networking hardware do not need to be scattered
around the house. A wireless home network requires a wireless router and an
external wired connection to the ISP (refer to Figure 1-10(b)).

o Home access: The choice of wired or wireless technology does not affect home
access. However, while a wired network offers the best data transfer speed
internal to the network, a wireless network offers the best choice for mobility.

o Public access: The choice of wired or wireless technology does not impact
public access. The data rate for the connection to/from the ISP is the limiting
factor for the data transfer rate for public access.

It is not uncommon for a wired or wireless home network to stop functioning,
although the downtime is usually minimal. The steps for troubleshooting wired and
wireless home networks include the following:

1. Check the networking device that connects your network to your ISP to
ensure that the proper lights are displayed. Incorrect lights can indicate
a connection problem with your cable modem, DSL modem, or telephone
connection. Your ISP might also be having a problem, and you might need to
call the ISP to verify your connection.

2. Reboot the host computer (the computer connected to the router) and reboot
the router. This usually fixes the problem, and the correct lights should be
displayed. In some cases, you might also have to power down your broadband
modem and then power it up again. (Remember that the broadband modem
might be integrated with the router.) Once again, check to see whether the
correct lights are being displayed.

3. Verify that your hardware cable or phone connection is in place and has not
been pulled loose. Make corrections as needed. You should also verify that
all wireless units have network connections. Use the following steps to verify
wireless connectivity for Windows 10 or macOS:

e Windows 10: Go to Control Panel > Network and Sharing Center.
The wireless connection appears as enabled if there is a wireless
connection.

e macOS: Go to System Preferences > Network. Select the network
adapter from the left window and click Advanced > Hardware. Look
for the following indicators:

e If you are connected, the Wi-Fi status displays Connected with a
green indicator.
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Range Extender

A device that relays the
wireless signal from an
access point or wireless
router into areas with a
weak signal or no signal
atall

Hotspot

A limited geographic
area that provides
wireless access for the
public
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e [f the wireless Wi-Fi is on but is not connected to a network, the
Wi-Fi status displays On with an amber indicator.

o If the Wi-Fi is off, the Wi-Fi status displays Off with a red
indicator.

Also note that if you are connected to a wireless network, a radio wave
icon appears at the top of the screen in the menu bar to indicate that you are
connected to a wireless network.

4. Verify your network settings. You may need to do this if your computer has
lost the data for the settings. In such a case, follow the steps provided by the
manufacturer of your broadband modem or your ISP.

The following are the basic steps for establishing a wireless connection for a
wireless notebook computer running Windows 10 or macOS:

e Windows 10: Go to Control Panel > Network and Sharing Center > Set
Up a New Connection or Network. You need to choose the Connect to the
Internet option and then select Wireless to establish a wireless connection.

e macOS: Go to System Preferences > Network. Select the network adapter
from the left window, select the Wi-Fi connection, and then click Turn Wi-Fi
On. The available wireless networks appear under the Network Name
drop-down menu. Select a desired wireless network and enter the WEP/WPA/
WPA2/WPA3 password when prompted. If you are connected, a radio wave
should appear at the top of the screen in the menu bar, indicating that the
network is connected.

There are many choices of wireless technologies for configuring a wireless
network. The 802.11b, g, n, ac, and ax technologies are compatible with one
another even though they offer different data speeds. If compatible but different
wireless technologies are being used, the data transfer speeds are negotiated at

the rate specified by the slowest technology. For example, the 802.11n (that is,
Wireless-N) standard offers a faster data rate than 802.11g (that is, Wireless-G), but
when devices of both technologies are present, the data transfer rate is negotiated at
the Wireless-G data rate.

In some cases, the wireless signal might not be reaching all the areas that need
coverage. In such a case, you can use a device called a wireless range extender.
This device relays the wireless signals from an access point or wireless router into
areas with a weak signal or no signal at all. This improves the wireless remote
access from all points in the home. This same technology can also be used to
improve connectivity in stores and warehouses and can also be used to provide
excellent connectivity in public places such as hotspots. A hotspot is a limited
geographic area that provides wireless access for the public. A captive portal is a
web page that the user of a public access network is obliged to view and interact
with before being granted network access. Captive portals are typically used in
business centers, airports, hotel lobbies, coffee shops, libraries, schools, and other
venues that offer free Wi-Fi hotspots for Internet users.
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Securing a Home Network

Many potential security issues are associated with wireless networks. Securing a
wireless home network is extremely important because if a wireless signal is inter-
cepted by the wrong person, that person can possibly connect to the network. The
following are some basic measures you can take to help protect a home network:

o Change the default factory passwords. Home network equipment often
ships with default passwords that are set at the factory. These default settings
are known by the public, including people who would like to gain access to
your network and possibly change your settings. It is best to select your own
password that is a combination of alphanumeric characters.

o Enable MAC address filtering (MAC filtering). Every computer device has
a unique MAC address that identifies the device. This address can be used to
select which devices can be allowed access to the network. When MAC
address filtering (MAC filtering) is turned on, only wireless devices that have
specific MAC addresses are allowed access to the network.

e Change the default SSID. The service set identifier (SSID) is the name
used to identify your network that is used by your access point or wireless
router to establish an association. Establishing an association means that a
wireless client can join the network. The SSID can be up to 32 characters and
should be changed often so hackers who have figured out your SSID no
longer have access to your home network.

o Turn on encryption. It is important to turn on security features such as data
encryption. These options include Wired Equivalent Privacy (WEP), Wi-Fi
Protected Access (WPA), WPA2, and WPA3. WPA2 is a product certifica-
tion issued by the Wi-Fi Alliance that uses a stronger encryption than WPA
and is also backward compatible with adapters using WPA. WPA3, which is
the latest Wi-Fi security standard, is interoperable with WPA?2 devices. Wi-Fi
Protected Setup (WPS) simplifies the configuration process, enabling the user
to set up a WPA pre-shared key (PSK) without having to enter a long string
of symbols, random numbers, or letters. Although WPS helps protect wireless
networks, it is susceptible to brute-force attacks.

o Turn off the SSID broadcast. Wireless systems broadcast the SSID so that a
network can be easily identified as an available network. Hackers can use this
information to possibly gain access to a network, so you should turn off the
SSID broadcast. The exception to this is in hotspots where public access is
available. Note that hotspots make it easy for the user to gain wireless
access, but hackers can also be on the same network, so it is important to
have encryption turned on.

N

Service Set
Identifier (SSID)

A name that is used to
identify your wireless
network and is used

by your access point

or wireless router to
establish an association

J
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Firewall Protection

A type of protection used
to prevent unauthorized
access to a network

Stateful Packet
Inspection (SPI)

A type of firewall that
inspects incoming data
packets to make sure
they correspond to an
outgoing request

Virtual Private
Network (VPN)

A secure network
connection that helps
protect a LAN’s data
from being observed by

outsiders

Another important security concern is limiting outside access to your home network
via your connection to the ISP. The following are some things you can do to protect
a home network from outside threats:

o Network address translation (NAT): With NAT, an outsider sees only
the router’s ISP-assigned IP address, and the IP addresses of the internal
networking devices are not provided on the Internet. A home network
typically uses a private address that is not routable on the Internet. (Private
IP addresses are blocked by the ISP.)

e Firewall protection: A common practice is to turn on firewall protection.
The purpose of a firewall is to prevent unauthorized access to a network.
Firewall protection is available in both the Windows and macOS operating
environments. A type of firewall protection is stateful packet inspection
(SPI). This type of protection involves inspecting incoming data packets to
make sure they correspond to an outgoing request. For example, if you are
exchanging information with a website, data packets that are not requested
may be rejected. Firewalls are covered in more detail in Chapter 11,
“Network Security.”

o VPN connections for transferring sensitive information: A virtual private
network (VPN) establishes a secure network connection and helps protect
a LAN’s data from being observed by outsiders. The VPN connection
capability is available with Windows 10 and macOS. A VPN connection
enables a remote or mobile user to access the network as if he or she were
actually physically at the network. In addition, the VPN connection is
encrypted, providing privacy for the data packets being transmitted.

. J
IP Addressing in a Home Network
How is IP addressing handled for all the computers connected to the Internet? A
home network typically has only one connection to the ISP, but multiple computers
can be connected to the Internet at the same time. IP addressing for a home network
is managed by the router or wireless router that connects to the ISP. (Figure 1-19
provides an example of a wireless router that connects to an ISP.)
The ISP issues an IP address to the router from an available pool of IP addresses
4 Network Address ) managed by the ISP. The computers in the home network are issued private IP
Translation (NAT) addresses via a DHCP program on the home router (applicable ranges are 10.0.0.0—
A technique that 10.255.255.255, 172.16.0.0-172.31.255.255, and 192.168.0.0-192.168.255.255).
involves translating These private IP addresses are translated into the ISP’s assigned IP address using
a private IP address network address translation (NAT).
]EO a pUb.hc address The routable public IP address that the ISP issues for the wireless router enables all
or routing over the . ) .
Internet computers in the home network to access the Internet. The wireless router issues
N\ _/  private addresses to all computers connected to the network.
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FIGURE 1-19 A home network using a wireless router connected to the ISP.

You can use NAT to translate a private IP address to a public address for routing
over the Internet. For example, computer 1 in the home network shown in

Figure 1-20 might establish a connection to an Internet website. The wireless
router uses NAT to translate computer 1’s private IP address (192.168.0.64) to
the public IP address (128.123.246.55) assigned to the router. The router uses a
technique called overloading, in which NAT translates the home network’s private
IP addresses to the single public IP address assigned by the ISP. In addition, the
NAT process tracks a port number for the connection; this technique is called
port address translation (PAT). The router stores the home network’s IP address
and port number in a NAT lookup table. The port number differentiates the
computer that is establishing a connection to the Internet because the router uses
the same address for all computers. This port number is used when a data packet
is returned to the home network. The port number identifies the computer that
established the Internet connection, and the router can deliver the data packet to
the correct computer. Another application of NAT is port forwarding (also called
port mapping), in which packets from one IP address/port number are redirected
to another. This process is often used to make services on one part of a network
available to hosts on the opposite side of the network.

For example, if computer 1 in Figure 1-20 establishes a connection to a website
on the Internet, the data packets from the website are sent back to computer 1

using the home network’s routable public IP address. First, the network enables
the data packet to be routed back to the home network. Next, the router uses the

N

4 Overloading

A process that involves
translating a home
network’s private IP
addresses to a single
public IP address

Port Address
Translation (PAT)

A technique that
involves tracking a
port number with

the client computer’s
private address when
translating to a public
address

Port Forwarding (or
Port Mapping)

An application of NAT
in which packets from
one IP address/port
number are redirected
to another

~

J
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NAT lookup table and port number to translate the destination for the data packet
back to the computer 1 private IP address and original port number, which might be
different.

Figure 1-20 shows an example of the NAT process for a home network. The home
network has been assigned Class C private IP addresses (192.168.0.x) by the router.
The x is a unique number (from 1 to 254) assigned to each computer. The router
translates the private IP addresses to the public routable IP address assigned by

the ISP. In addition, the router tracks a port number with the public IP address

to identify the computer. For example, the computer with the private IP address
192.168.0.64 is assigned the public IP address 128.123.246.55:1962, where 1962 is
the port number tracked by the router.

128.123.246.55 : 1962 |

192.168.0.64

128.123.246.55 : 1970 |

192.168.0.65

Router
192.168.0.1

192.168.0.66

128.123.246.55 : 1973 |

FIGURE 1-20 NAT using PAT.

Section 1-5 Review

This section covers the following Network+ exam objectives.

1.2 Explain the characteristics of network topologies and network types.
The most common broadband connections to an ISP are via cable modem and
DSL. In some cases, the router, switch, and broadband modem are separate
devices, but most often they are integrated into one device.

1.4 Given a scenario, configure a subnet and use appropriate IP addressing
schemes.
This section presents an overview of both NAT (network address translation)
and PAT (port address translation). It also presents the concept of port
forwarding.

1.6 Explain the use and purpose of network services.
An important step in verifying connectivity between two networking devices is to
issue the ping command, using the destination IP address for the other device.
The ping command is available from the command prompt in Windows. Make
sure you know how to issue the command and the options available with the
command, such as implementing continuous pinging and setting the buffer size.

1.8 Summarize cloud concepts and connectivity options.
This section introduces the concept of a VPN, which is a secure network
connection that helps protect a LAN'’s data from being observed by outsiders.
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2.1 Compare and contrast various devices, their features, and their
appropriate placement on the network.
A cable modem is used to make a broadband network (also called cable
broadband) connection from a home network to an ISP by using a cable
connection.

2.2 Compare and contrast routing technologies and bandwidth
management concepts.
This section introduces NAT, which translates a private IP address to a public
address for routing over the Internet.

2.3 Given a scenario, configure and deploy common Ethernet switching
features.
This section shows a Power over Ethernet switch.

2.4 Given a scenario, install and configure the appropriate wireless
standards and technologies.
This section discusses the various wireless standards available today. There
are many choices of wireless technologies for configuring a wireless network.
It is very important that you understand the advantages and limitations of each
wireless standard.

3.1 Given a scenario, use the appropriate statistics and sensors to ensure
network availability.
This section examines the various data transfer speeds for wireless networks.

3.3 Explain high availability and disaster recovery concepts and
summarize which is the best solution.
This section discusses hubs, switches, wireless access points, and range
extenders. Make sure you understand the purpose of each.

4.3 Given a scenario, apply network hardening techniques
This section introduces MAC address filtering. When MAC address filtering is
turned on, only wireless devices that have specific MAC addresses are allowed
to access the network.

5.2 Given a scenario, troubleshoot common cable connectivity issues and
select the appropriate tools.
This section discusses the various wireless standards available today. There
are many choices of wireless technologies for configuring a wireless network.
It is very important that you understand the advantages and limitations of each
wireless standard.

5.3 Given a scenario, use the appropriate network software tools and
commands.
After you have verified that networking devices are physically connected,
you can use the ping command to verify that the networking devices are
communicating.

5.4 Given a scenario, troubleshoot common wireless connectivity issues.
A captive portal is a web page that the user of a public access network is
obliged to view and interact with before being granted network access.

1-5: HOME NETWORKING
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Test Your Knowledge

1. Which of the following issues should be considered when planning for a
home network?
a. Data speed
b. Public access
c. Cost

d. All of these answers are correct.
2. How does MAC address filtering help to secure a wireless network?

a. It helps prevent the theft of network interface cards.

b. It requires an additional login step in which the user enters a MAC
address.

c. MAC address filtering is seldom used anymore because of NIC
restrictions.

d. It can be used to select which networking devices can be allowed
access to the network.

3. Which of the following is an example of a wireless technology?

a. 802.11a
b. 802.11g
c. 802.11n

d. All of these answers are correct.
4. What does NAT stand for?
. Network asynchronous transfer

a
b. Network address translation

Network address transfer

& e

None of these answers are correct.

1-6 ASSEMBLING AN OFFICE LAN

This section guides students through the process of assembling, configuring, and
testing a simple office LAN. It helps students understand basic networking concepts
prior to bringing more complex networking hardware and architectures into the
picture. The concept of twisted-pair cable is introduced in this section and fully
explored in Chapter 2. This section also covers many of the networking numerics
used in computer networking, such as CAT6, RJ-45, and Mbps (megabits per
second). Students should understand the purpose of the link light and, if possible,
check the link light regularly. This section also discusses how to configure a
computer’s IP address and provides an example.

This section presents an example of assembling an office-type LAN. In this
example, the Ethernet protocol is used for managing the exchange of data in the
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network, and the networking devices are interconnected in a star (also called hub-
and-spoke) topology. There are many options for assembling and configuring a
LAN; this example presents a networking approach that is simple and consistent
with modern computer networking. It also provides a good introduction to the
networking topics presented throughout this book.

For this example, three computers and one printer are configured in a star topology.
Each device in the network should be assigned an IP address from the private
address space. The following steps guide you through the process of assembling,
configuring, and testing an office LAN:

Diagram the Network

The first step in assembling an office-type LAN is to document the devices to be
connected in the network and prepare a simple sketch of the proposed network.
Each device’s MAC and IP addresses should be included in the network drawing
documentation.

Figure 1-21 provides an example of a small office LAN. It lists the desired IP
addresses and the actual MAC addresses for each computer and printer. Remember
that each NIC has a unique MAC address, and IP addresses are locally assigned

by the network administrator. You can view the MAC addresses by entering the
ipconfig /all command at the command prompt in Windows 10 (see Table 1-9).
Repeat this step for all computing devices connected to the LAN. Each networking
device should be assigned an IP address, and Table 1-9 also lists the IP addresses
planned for the devices in this office LAN.

MAC Address 00-10-A4-13-99-2E
IP Address 10.10.10.1

R

‘n
- CAT6 cable
E CAT6 cable (——\ CAT6 cable [
............. I
Swnch
Laser pnnter
MAC Address 00-10-A4-13-6C-6E MAC Address 00-10-83-0B-A6-2F
IP Address 10.10.10.2 IP Address 10.10.10.20
- CAT6 cable
‘E ]

MAC Address 00-B0-D0-25-BF-48
IP Address 10.10.10.3

FIGURE 1-21 An example of a LAN star topology for a small office network.
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CAT6 (Category 6)
Twisted-pair cable,
capable of carrying up
to 1000Mbps (1Gbps) of
data up to a distance of
100 meters

RJ-45
The 8-pin modular
connector used with

~

TABLE 1-9 The MAC Addresses and Assigned IP Addresses for the Devices in an
Office LAN

Device (Hostname) MAC Address IP Address

Computer 1 00-10-A4-13-99-2E 10.10.10.1

Computer 2 00-10-A4-13-6C-6E 10.10.10.2

Computer 3 00-B0-D0-25-BF-48 10.10.10.3

Laser printer 00-10-83-0B-A6-2F 10.10.10.20
Note

In this example, you function as the network administrator. You must therefore know how to
obtain all IP and MAC address information for devices connected to the network. To do so, it
helps to keep good documentation on the network.

Connect the Network Devices

The next step in assembling an office-type LAN is to connect all the networking
devices by using the star topology shown in Figure 1-21. At the center of this star
topology network is a switch or hub. Recall that either a switch or a hub can be
used to connect the networking devices. The switch is the best choice in this case
because a hub broadcasts data it receives to all devices connected to its ports, and
a switch enables the devices to communicate directly. Although hubs are not as
sophisticated as switches and are not used often in modern computer networking,
they are still suitable for use in small networks.

The connections from the switch to the computers and the printer are achieved
using premade twisted-pair patch cables. The cable type used here is CAT6
(Category 6) twisted-pair cable. CAT6 twisted-pair cables have RJ-45 modular
connectors on each end, as shown in Figure 1-22, and are capable of carrying
1000Mbps (that is, 1Gbps) or more data up to a distance of 100 meters. If the
network hardware and software are properly set up, all computers can access the
printer and other computers.

Note

CATG/5e/5 cable Chapter 2 covers twisted-pair cable and its various category specifications (CATSE, CATS6,
Mbps CAT6A, CAT7), as well as issues associated with the proper cabling.
Megabits per second
. J
FIGURE 1-22  RJ-45 twisted-pair patch cables (courtesy of StarTech.com).
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The media used for transporting data in a modern computer network are either
wireless, twisted-pair, or fiber-optic cables. The principles involved in selecting, _
installing, and testing twisted-pair cabling are presented in Chapter 2. Table 1-10 Numerical

Numerics

lists the numerics commonly used to describe the data rates for the twisted-pair representations
media and the older-style copper coaxial cable used in a LAN. This table also lists
common physical media types for fiber-optic LANs. The names of each of these
physical media types provides an alphanumeric description of a technology. For
example, 100BASE-T refers to 100Mbps baseband, twisted-pair technology.
TABLE 1-10 Common Numerics for Ethernet LAN Cabling and Ethernet
Deployment Standards

10BASE2 10Mbps over coaxial cable up to 185 m, also called thinnet (seldom

used today)
10BASE5 10Mbps over coaxial cable up to 500 m, also called thicknet (seldom
used today)

10BASE-T 10Mbps over twisted-pair

10BASE-FL 10Mbps over 850 nm multimode fiber-optic cable

100BASE-TX 100Mbps over twisted-pair (also called Fast Ethernet)

100BASE-SX 10/100Mbps over multimode fiber-optic cable

100BASE-FX 100Mbps over multimode fiber-optic cable

1000BASE-T 1000Mbps over twisted-pair

1000BASE-SX 1000Mbps over multimode fiber-optic cable

1000BASE-LX 1000Mbps over single-mode fiber-optic cable

10GBASE-T 10Gbps over twisted-pair

10GBASE-SR 10Gbps over multimode fiber-optic cable

10GBASE-LR 10Gbps over single-mode fiber-optic cable

40GBASE-T 40Gbps over twisted-pair
The RJ-45 plugs connect to the switch inputs via RJ-45 jacks. Figure 1-23(a) shows
a simple eight-port switch. The inputs to the switch, which are also called input ™\
ports, are the interfaces for the networking devices. The switch inputs marked with Crossover
an X, as shown in Figure 1-23(b), indicate that these devices are cross-connected, A cable in which the
meaning the transmit and receive pairs on the twisted-pair cable are crossed to transmit and receive
properly align each for data communication. The term for a cable that has cross- signal pairs are crossed

to properly align the

connected TX/RX data lines is crossover. Some switches might have the port
labeled “uplink,” which indicates the cross-connect capability. Furthermore, some
newer switches are equipped with automatic crossover detection, so you don’t have signal on the other

to worry about whether to use a straight-through cable or a crossover cable. T —

Chapter 2 provides examples of straight-through and crossover cables. . J

transmit signal on one
device with the receive

1-6: ASSEMBLING AN OFFICE LAN 41



N

4 Straight-through

~

Aninputin which the
transmit and receive
signal pairs are aligned
end-to-end

Uplink Port

A port that allows the
connection of a switch to
another switch without
requiring a crossover
cable

J

N

/Link Light

~

An indicator on a switch
or hub that shows
whether the transmit
and receive pairs are
properly aligned

Link Integrity Test

A test used to verify that
a communication link
has been established
between two Ethernet
devices

Link Pulses

Pulses sent by two
connected devices via
twisted-pair cables
when data is not being
transmitted to indicate
that the link is still up

Client

A computer connected
to a network that
accesses services from
the server

Peer

A computer that uses
and provides resources
to a network

Peer-to-Peer
Network

A networkin which all the
computers provide similar
services, including server

functions
J

RJ-45 Jack

[

X
(cross-connected input)

(b)

The switch used to connect the networking devices

(a)

FIGURE 1-23  (a) The switch used to connect the networking devices (Jiri Pavlik/Shutterstock);
(b) close-up view of Xinput, indicating an uplink port.

Figure 1-24(a) provides an example of cross-connection. A switch usually has at
least one port that can be switched or selected for use as either a cross-connected or
straight-through input. A straight-through port, also called an uplink port, allows
for the connection of a switch to a switch or hub without the use of a special cable.
Computers, printers, and routers are examples of devices requiring cross-connected
input ports. Uplink connections to other switches or hubs, on the other hand,
require straight-through connections. Figure 1-24(b) provides a block diagram
illustrating the concept of straight-through input.

(@ (b)
FIGURE 1-24 (a) An example of the wiring on a cross-connect input on a switch; (b) an

example of straight-through wiring.

You can verify a networking connection by examining the link light on the switch
or hub. The presence of a link light indicates that the transmit and receive pairs are
properly aligned and the connected devices are communicating. Absence of the light
indicates a possible cabling or hardware problem. The Ethernet protocol uses a link
integrity test to verify that a communication link between two Ethernet devices has
been established. The link light remains lit when communication is established, and
it remains lit as long as there is a periodic exchange of link pulses from the attached
devices. Link pulses are sent by each of the connected devices via the twisted-pair
cables to indicate that the link is up, but the link pulses are not part of the Ethernet
packet and are sent at regular intervals when data is not being transmitted.

When the connection to the network is made, a client/server network or a peer-to-
peer network is created. The two network types have advantages and disadvantages.
A client is a computer connected to a network that uses services from the server.

A peer is a computer that uses and provides resources to the network. In a peer-
to-peer network, all computers connected in the network use and provide similar
services. The client computer can also function as a server for the network. The
small office LAN shown in Figure 1-25 is an example of a peer-to-peer network.
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In a client/server network, the server handles multiple requests from multiple o ™\
clients for multiple services. In addition to being a peer-to-peer network, the LAN Client/Server

in Figure 1-25 is an example of a client/server network. Network

A network in which

the server handles

MAC Address 00-10-A4-13-99-2E MAC Address 00-B0-D0-25-BB-93 .
IP Address  10.10.10.1 IP Address  10.10.10.4 multiple requests
— — from multiple clients for
|| | | multiple services
P | | .
‘$| | | ‘_| '| '| \_ J

Windows

Server
CAT6 Cable
| CAT6 Cable CAT6 Cable Laser
: : | oo J Printer
2 Switch =
——— E
el MAC Address 00-10-83-0B-A6-2F
MAC Address 00-10-A4-13-6C-6E IP Address  10.10.10.20
IP Address  10.10.10.2 —— CAT6 Cable
‘ | | |
| ] | |
L

MAC Address 00-B0-D0-25-BF-48
IP Address 10.10.10.2

FIGURE 1-25 An example of a client/server or peer-to-peer network.

It isn’t practical to say which network choice—peer-to-peer or client/server—is
best for all applications. Both types are used, and it is up to the users and the LAN
administrator to make the choice. Each has definite advantages and disadvantages,
as outlined in Table 1-11.

TABLE 1-11  Advantages and Disadvantages of Peer-to-Peer and Client/Server Networks

Type of Network Advantages Disadvantages
Peer-to-peer Easy network setup Resource sharing can affect the performance
network No centralized network of the computers
administration Poor security
Low cost Users must administer their own computers
Users control the resource sharing No central file server
No centralized administration of the computer’s
resources
Client/server Centralized file storage Client/server software and licenses can be expensive
network Centralized network security Server hardware can be expensive
Easy sharing of the network Requires a network administrator
resources Network bandwidth/resource requirements
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Configure the Computers to Operate on the LAN

The next step in assembling an office-type LAN is to configure the IP address
settings on each computer. In order to configure the computers to operate on the
LAN, you need to ensure that each computing device is assigned an IP address. To
configure the computers in the office LAN using Windows 10 or macOS, you use
the IP addresses from Table 1-9 and the following procedures:

e Windows 10: Go to Control Panel > Network and Internet—Network and
Sharing Center. Click Local Area Connection and select Properties and then
click Continue. In the Local Area Connection Properties menu, double-click
Internet Protocol Version 4 (TCP/IPv4). From the Properties menu, select Use
the Following IP Address, enter the IP address and subnet mask, and click OK.

e macOS: Go to System Preferences > Network. Select the network adapter
from the left window and select the Ethernet or USB Ethernet connection.
From the Configure IPv4 drop-down menu, select Manually. (This option
lets you manually set the IP address and subnet mask.) Enter the desired IP
address and subnet mask in the fields that now appear and click Apply.

As shown in Table 1-9, the IP address for computer 1 is 10.10.10.1, and in this example,
the subnet mask 255.255.0.0 is being used. Chapter 6 examines subnet masking in
detail. For now, leave the remaining fields empty; you’ll learn more about them in later
chapters. Your network configuration for computer 1 should now be complete, and you
can repeat these steps for computers 2 and 3 in this LAN example.

Section 1-6 Review

This section covers the following Network+ exam objectives.

1.3 Summarize the types of cables and connectors and explain which is
the appropriate type for a solution.
CAT6 UTP cable, 100BASE-T, and RJ-45 plugs and jacks are introduced in
this section. The RJ-45 type of connector is used on all computer networks.
Table 1-10 provides a good description of the common networking cable types.

1.8 Summarize cloud concepts and connectivity options
Examples in this section show private IP addressing.

2.1 Compare and contrast various devices, their features, and their

appropriate placement on the network.
Network connections to hubs, switches, and routers are discussed in this section.

2.3 Given a scenario, configure and deploy common Ethernet switching

features.
The typical speeds for CAT6 UTP cable are discussed in this section.

3.3 Explain high availability and disaster recovery concepts and
summarize which is the best solution.
Each NIC contains a unique MAC address, and IP addresses are locally
assigned by a network administrator.
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4.5 Explain the importance of physical security.
While not a security issue, some newer switches are equipped with automatic
crossover detection, so you don’t have to worry about whether to use a straight-
through cable or a crossover cable.

5.2 Given a scenario, troubleshoot common cable connectivity issues and

select the appropriate tools.
A cable that has cross-connected TX/RX data lines is called a crossover cable.

5.4 Given a scenario, troubleshoot common wireless connectivity issues.
The typical speed and distance requirements for CAT6 are presented in this section.

Test Your Knowledge

1. True or false: The “X” on the input to a switch represents a router-only
port.
a. True
b. False

2. A cross-connected input port .

a. has the transmit and receive pairs crossed
b. is used only on connections to routers
c. indicates that the cable is wired incorrectly
d. must be avoided on hub and switch port inputs
3. What does a lit link light indicate?
a. The link integrity test is operational.
b. Link pulses are being shared by all devices in the LAN.
c. A 10Mbps data link has been established.
d. A 100Mbps data link has been established.

1-7 TESTING AND TROUBLESHOOTING A LAN

A critical step in computer networking is to verify that the network has
connectivity. Students should learn to do the following after initial network setup:

o Check the link lights at each end (if possible).
e Use the ping command to verify that a link has been established.

The office network used as an example in this section is small, and it should be easy for
students to verify connectivity. It is important that students develop the habit of always
confirming network connections, and doing so becomes critical when network connec-
tions become more complex. The command structure of the ping command is presented
in this section, along with examples of replies and “request timed out”” messages.

When the network configurations on the computers are completed and the cable
connections are in place, you need to test and possibly troubleshoot the network.

1-7: TESTING AND TROUBLESHOOTING A LAN
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First, you need to verify that the computers are properly connected on the network.
You do this by verifying that you have link lights on the switch ports connected to

a computer or other networking device. Figure 1-26 shows an example of a switch

with link lights activated.

FIGURE 1-26  An example of the link lights on a switch.

After you have verified that the networking devices are physically connected, you
can use the ping command in the Windows command window to verify that the
devices are communicating. ping uses Internet Control Message Protocol (ICMP)
echo requests and replies to test that a device on the network is reachable. The
ICMP protocol verifies that messages are being delivered. The command structure
for the ping command is as follows:

Usage pingl[-t] [-a] [-n count) [-1 size] [-f -1 TTL] [-v TOS] [-r count]
[-s count]
[[-j host-list]:[-k host-list] [-w timeout] destination-list
Options
-t Ping the specified host until stopped
To see statistics and continue, type Control-Break
To stop, type Control-C
-a Resolve addresses to host-names
-n count Number of echo requests to send
-1 size Send buffer size
-f Set Don't Fragment flag in packet
-I
TTL Time To Live v
TOS Type Of Service
r count Record route for count hops
s count Timestamp for count hops
j host-list Loose source route along host-list
k host-list Strict source route along host-list
w timeout in milliseconds to wait for each reply
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For example, to ping the IP address for computer 1, you use the command

ping 10.10.10.1 (because 10.10.10.1 is the IP address of computer 1). To ping
computer 3, you use ping 10.10.10.3. (Refer to Table 1-9 and Figure 1-25 for the
IP addresses of the computers in the sample network.)

The following is an example of pinging another computer on the network to verify
that the computers are communicating:

ping 10.10.10.2

Pinging 10.10.10.2 with 32 bytes of data:
Reply from 10.10.10.2: bytes 32 time<lms TTL 128
Reply from 10.10.10.2: bytes 32 time<lms TTL 128
Reply from 10.10.10.2: bytes 32 time<lms TTL 128
Reply from 10.10.10.2: bytes 32 time<lms TTL 128
Ping statistics for 10.10.10.2:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = Oms, Maximum = Oms, Average = 0ms

Note

Remember that the ping command is executed from the command window.

In this example, computer 1 pings computer 2. The text of this example shows

32 bytes of data being sent to the computer with the IP address 10.10.10.2. “Reply
from 10.10.10.2” indicates that computer 2 received the message. However, if the
computer at [P address 10.10.10.2 does not respond, the message “Request timed
out.” is displayed:

ping 10.10.10.2
Pinging 10.10.10.2 with 32 bytes of data:
Request timed out.
Request timed out.
Request timed out.
Request timed out.
Ping statistics for 10.10.10.2:
Packets: Sent = 4, Received = 0, Lost= 4
(100% loss),

You might at some point want to verify the IP address of the computer you are
working on. You can obtain the IP address by entering the command ipconfig at
the command prompt. You don’t need to include the /all switch after the ipconfig
command unless you also want to see the MAC address information. Figure 1-27
shows an example of displaying the IP address for computer 1.

ipconfig

A command used to
display a computer’s
address
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Windows IP Configuration
Ethernet adapter Local Area Connection:

Connection-specific DNS Suffix .:

IP Address.............10.10.10.1
Subnet Mask........... : 255.255.0.0
Default Gateway .........:

(a)
1072707 ZZ6 PM
Configuration Name A | Interface Type IP Address
AirPort enl AirPort 128.123.244.53
Bluetooth Bluetooth-Modem PPP (PPPSerial)
Built-in Ethernet end Ethernet 10.10.20.1
Internal Modem modem PPP (PPPSerial)
| Built-in Ethernet:
~ Interface: enl
Type: Ethernet
IP Address: 10.10.20.1
Subnet Mask: 255.255.255.0
Broadcast Address: 10.10.20.255
Ethernet Address: 00:0d:93:c2:d8:74
(b)

FIGURE 1-27 (a) An example of displaying the IP address for computer 1 by using the

ipconfig command in Windows; (b) an example of the displayed IP address in macOS for the
built-in Ethernet connection.

Section 1-7 Review

This section covers the following Network+ exam objectives.

1.2 Explain the characteristics of network topologies and network types.
This section demonstrates the steps for verifying connectivity in a network.

1.5 Explain common ports and protocols, their application, and encrypted
alternatives.
After you have verified that the networking devices are physically connected,
you can use the ping command to verify that the networking devices are commu-
nicating. ping uses Internet Control Message Protocol (ICMP) echo requests
and replies to test whether a device on the network is reachable.
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1.6 Explain the use and purpose of network services.
This section shows the use of the ping command and the TTL messages
generated.

5.3 Given a scenario, use the appropriate network software tools and
commands.
An important step in verifying connectivity between two networking devices is to
issue the ping command, using the destination IP address for the other device.
The ping command is available from the command window in Windows. Make
sure you know how to issue the command and the options available with the
command, such as implementing continuous pinging and setting the buffer size.

Test Your Knowledge

1. A network administrator needs to verify a network connection. Which of
the following steps should be taken? (Select two.)
a. Verify the link lights.
b. Use the ping command to verify network connectivity.
c. Perform an ARP request.
d. Ping the MAC address.
2. What does the ping -t ip address command do?
a. It pings the host at the specified IP address until the command is
canceled.
b. It pings the MAC address of the host at the specified IP address.
c. It allows the ping command to pass through routers.

d. It allows the ping command to be executed from the command
prompt.
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SUMMARY

This chapter introduces the basic concepts of computer networking. It presents the
technologies and techniques for assembling a computer network using the Ethernet
protocol. You should now understand the following major topics:

The various LAN topologies

The concept of CSMA/CD in the Ethernet protocol
The structure of an Ethernet frame

The purpose of a network interface card

The purpose of a MAC address

How to determine the MAC address for a computer
The purpose and structure of an IP address

The concept of private IP addresses

The OSI model

The network topologies and technologies used to implement twisted-pair
computer networks

How to configure and verify a computer’s IP address
How to configure a home network and an office LAN
The purpose of the link light

The purpose of using ping to test a network connection

QUESTIONS AND PROBLEMS
Section 1-1

1.

State whether each of the following network descriptions describes a MAN, a
WAN, or a LAN:
a. A network of users who share computer resources in a limited area
LAN

b. A network of users who share computer resources across a metropolitan
area
MAN

c. A network that connects local area networks across a large geographic

area
WAN
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Expand the acronym NIC.

Network interface card

. Expand the acronym MAC.

Media access control
Expand the acronym LAN.
Local area network
Expand the acronym WAN.

Wide area network

Section 1-2

6.

10.

Define the term protocol.

A protocol is a set of rules established for users to gain control of the network
to exchange information.

Define the term fopology.
Topology is the architecture of a network.
Define the term deterministic.

Deterministic refers to a way of providing access to a network by giving each
network device a fixed time interval to access the network.

A disadvantage of Token Ring is that if an error changes the token pattern,
it can cause the token to stop circulating. This issue can be eliminated by
adding which of the following?

a. Router

b. Multiport repeater

c. Token passer

d. Token Ring hub

Name each network topology shown in Figure 1-28 (bus, star, ring, or mesh).
a. Mesh
b. Bus

c. Ring
d. Star/hub-and-spoke

QUESTIONS AND PROBLEMS
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FIGURE 1-28 The networks for question 10.

11. What is the difference between a hub and a switch?

A hub broadcasts the data it receives to all devices connected to its ports. A
switch forwards the data it receives directly to its destination address when
the associated port is known.

Section 1-3
12. What are the seven layers of the OSI model?
Physical
Data link
Network
Transport
Session

Presentation

N kv =

Application
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13.

14.

15.

16.

17.

18.

19.

20.

21.

22.

23.

Which OSI model layer is responsible for adding a header that includes rout-
ing information?

Layer 3: Network layer

Which OSI model layer is considered the media access control layer?
Layer 2: Data link layer

Which OSI model layer combines messages or segments into packets?
Layer 3: Network layer

At what layer does a router work?

Layer 3: Network layer

Which OSI model layer is responsible for the mechanical connection to the
network?

Layer 1: Physical layer

Which OSI model layer is responsible for data compression and encryption?
Layer 6: Presentation layer

TCP functions at what layer of the OSI model?

Layer 4: Transport layer

HTTP functions at what layer of the OSI model?

Layer 7: Application layer

IP and IPX are examples of protocols that operate at what layer of the OSI
model?

Layer 3: Network layer

A network interface card operates at what layer of the OSI model?

Layer 1: Physical layer

Why are the layers of the OSI model important to a network administrator?

Knowledge of the OSI model layers can help isolate network problems.

Section 1-4

24.

25.

What does CSMA/CD stand for, and what protocol uses CSMA/CD?

CSMA/CD stands for carrier-sense multiple access with collision detection,
and Ethernet uses CSMA/CD.

‘What information is not included in an Ethernet frame?

a. Frame size
b. Source MAC address
Pad

Frame check sequence

&~ o

QUESTIONS AND PROBLEMS
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26.

217.

28.

29.

30.

31.

32.

33.

What is the minimum size of the data payload in an Ethernet frame?
46 bytes
An Ethernet packet size greater than 1500 bytes is called .

a. abad frame

b. ajumbo frame
an MTU

d. All of the above

e. None of the above

i

What does OUI stand for, and where is an OUI used?

OUI stands for organizationally unique identifier. The OUI is found in the
first 3 bytes of a MAC address.

What does an OUI represent?

The OUI identifies the manufacturer of a network device.

In Windows 10, how can you find the Ethernet (MAC) address?

At the command line, type ipconfig /all.

INTERNET SEARCH: Find the device manufacturer for each of the

following Ethernet devices.
a. 00-C0-4F-49-68-AB
Dell Computer Corporation
b. 00-0A-27-B7-3E-F8
Apple Computer, Inc.
c. 00-04-76-B6-9D-06
3Com Corporation
d. 00-00-36-69-42-27
Atari Corporation

Indicate the class of address (A, B, or C) for each of the following
IP addresses:

a. 46.39.4205___ A

b. 220.244.38.168 ___ C
c. 198.1.04__ C

d. 126.87.12.34 A

e. 99.150.200.251 A
f. 128.64.32.16 B

Expand the acronym TCP/IP

TCP/IP stands for Transmission Control Protocol/Internet Protocol.
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Section 1-5

34.

35.

36.

37.

38.

39.

40.

41.

42.

43.

What are three advantages of a wireless network?

User mobility, ease of installation, no cables

What does it mean for a wireless networking device to be Wi-Fi compliant?
It means the wireless equipment is compliant with the 802.11x standards.

What are the most common types of equipment that are used to establish
broadband connections to ISPs?

Cable and DSL modems
Name six issues that should be considered when planning a home network.

Data speed, cost, ease of implementation, appearance, home access, public
access

Why is checking the lights of a networking device that connects to an
ISP important?

Incorrect lights can indicate a connection problem with the cable modem, the
DSL modem, or the phone connection, or they might indicate that the ISP is
experiencing technical difficulties.

What is the purpose of a range extender?

This device relays the wireless signal from an access point or a wireless
router into areas with a weak signal or no signal at all.

What is a hotspot?

A hotspot is a limited geographic area in which wireless access is provided
for the public.

List five steps that can be used to protect a home network.
Change the default factory passwords.

Change the default SSID.

Turn on encryption.

Turn off SSID broadcast.

Enable MAC address filtering.

A e

You have the choice of selecting a networking device with WEP or a device
with WPA. Which offers better security and why?

WPA offers stronger encryption and is supported with most new Wi-Fi
systems.

What are the potential problems related to using the default factory
passwords?

Wireless equipment is shipped with default passwords that are set at the
factory. These default settings are known by the public, including people who
would like to gain access to your network and possibly change your settings.

QUESTIONS AND PROBLEMS
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44.

45.

46.

47.

48.

49.

50.

What is the purpose of the SSID, and what can a network administrator do to
protect a network from hackers who might have learned the SSID?

The SSID is the name used to identify a network and is used by an access
point or a wireless router to establish an association so that a wireless client
can join the network. The SSID can be up to 32 characters and should be
changed often so hackers who have figured out the SSID lose access to the
network.

What is the purpose of MAC filtering on a wireless network?

MAC filtering can be used to select what devices can be allowed access to the
network. When MAC address filtering is turned on, only wireless devices that
have allowed MAC addresses are granted access to the network.

How does NAT (network address translation) help protect outsider access to
computers in a home network?

The bad guy sees only the router because the IP addresses of the internal
networking devices are not provided on the Internet; only the IP address

of the router is provided. A home network typically uses private address
space that is not routable on the Internet. (Private [P addresses are blocked by
the ISP.)

What is stateful packet inspection?

Stateful packet inspection is a type of firewall protection that involves
inspecting incoming data packets to make sure they correspond to an
outgoing request. Data packets that are not requested are rejected.

What is a VPN, and how does it protect the data transferred over a wireless
network?

VPN stands for virtual private network, and a VPN connection enables a
remote or mobile user to access a network as if he or she were actually
physically at the network. In addition, the VPN connection is encrypted,
providing privacy for the data packets being transmitted.

How is IP addressing typically handled in a home network?

IP addressing for a home network is managed by a router or wireless router
that connects to the ISP. The ISP issues an IP address to the router from an
available pool of IP addresses managed by the ISP. The computers in the
home network are issued private IP addresses by the router.

What is port address translation (PAT)?

With PAT, a port number is attached to the network connection. This port
number identifies the device that is establishing a connection to the Internet.
This number is used when a data packet is returned to the home network. The
port number identifies the device that established the Internet connection so
the router can deliver the data packet to the correct device.

56

CHAPTER 1: INTRODUCTION TO COMPUTER NETWORKS



51.

A router on a home network is assigned the IP address 128.123.45.67. A com-
puter in the home network is assigned the private IP address 192.168.10.62.
This computer is assigned the public IP address 128.123.45.67:1922. Which
IP address is used for routing data packets on the Internet? Is overloading
being used?

The IP address 128.123.45.67:1922 is used for routing the data packets on
the Internet. Yes, overloading is being used because one routable IP address is
being shared by the home network.

Section 1-6

52.

53.

54.

55.

56.

57.

Which of the following is not a step in building an office LAN?

a. Obtaining proper government permits
b. Configuring the network settings
c. Connecting the devices together

d. Creating network documentation
What is RJ-45?
a. A 45-pin connector for CAT6
b. An IEEE standard for data speed
¢. An 8-pin modular connector for twisted-pair Ethernet
d. A protocol used to verify a communications link
What is an uplink port?

An uplink port is a port on a hub or switch that can be used as either a cross-
connected or straight-through input. It is used to connect multiple hubs/
switches together.

What are the maximum speed and length for Category 6 cabling?

CAT6 cable is capable of supporting a data rate of 1000Mbps (or greater)
over a distance of 100 meters.

What do the link lights on a hub indicate?

The link lights indicate whether the transmit and receive pairs of the cable are
properly aligned.

What does cross-connected mean?

When the transmit and receive pairs on CATS5 or greater cable are crossed
to properly align each for data communication, they are said to be cross-
connected.

QUESTIONS AND PROBLEMS
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58. DOCUMENTATION: Draw a network diagram similar to Figure 1-29, con-
sisting of three computers, a switch, and a printer. Use the MAC addresses
given in Table 1-9. Assign each network device an IP address from the private
address space 192.168.5.x. Assume that you are the network administrator
and may choose the host address for each device.

MAC Address: 00-10-A4-13-99-2E
IP Address: 192.168.5.1

N

MAC Address: 00-10-A4-13-6C-6E
IP Address: 192.168.5.2

3
=

CAT6 cable

ﬁ CAT6 cable [~

Switch B
MAC Address: 00-10-83-0B-A6-2F

IP Address: 192.168.5.4

CAT6 cable

MAC Address: 00-B0-D0-25-BF-48
IP Address: 192.168.5.3

FIGURE 1-29 The sample network diagram for question 58.

Section 1-7

59. What command would you use to ping 10.3.9.42 indefinitely?

ping -t 10.3.9.42

60. What command would you use to ping 192.168.5.36 20 times with 1024

bytes of data?
ping -n 20 -1 1024 192.168.5.36
61. Expand the acronym TTL.

TTL stands for time to live.
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Certification Questions
62. In terms of computer security, a switch offers better security than a hub. Why
is this the case?
a. A hub requires a special pin to activate the connection.

b. A hub forwards the data it receives to every device connected to the
hub. It is possible for network devices to pick up data intended for
a different device. A switch eliminates this by only forwarding data
packets to the correct device whenever possible.

c. A switch forwards the data it receives to every device connected to the
switch. It is possible for network devices to pick up data intended for a
different device. A hub eliminates this by only forwarding data packets
to the correct device whenever possible.

d. The use of the switch guarantees that all devices connected to it share
link integrity pulses. This sharing of the pulses strengthens the security
of the connection.

63. What networking protocol does Ethernet use?
a. Ethernet uses a Token Ring passing scheme. The computer devices
must possess the ring to be able to pass a token.
b. Ethernet uses carrier-access multiple sensing with collision detection.
c. Ethernet uses carrier-sense multiple access with collision detection.
d. Ethernet uses collision-sense carrier access with multiple pairing.
64. A network interface card has the MAC address 00-00-86-15-7A. Based on
this information, what is the OUI?
a. There is not sufficient information to specify the OUIL.
b. The OUI is 86-15-7A.
c. The OUI is 86-00-00.
d. The OUI is 00-00-86.

65. An IP address for a computer is assigned by which of the following?

a. Internet Assigned Numbers Authority
b. The local network administrator
c. The user of the computer

d. Internet Address Numbers Authority

QUESTIONS AND PROBLEMS 59



66. Which network topology is shown in the following diagram?

a
b.

C.

o

. Star

Token Ring
Bus
Mesh

. None of these answers are correct.

67. Which network topology is shown in the following diagram?

ISHE

°©

i

Star

Token Ring
Bus

Mesh

. None of these answers are correct.

68. Which network topology is shown in the following diagram?

<

o

3060666

o

o

Star

Token Ring
Bus

Mesh

None of these answers are correct.
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69. The pad field in an Ethernet packet .
a. isused to bring the total number of bytes up to 46 if the data file is less
than 46 bytes

b. is used to bring the total number of bytes up to 64 if the data file is less
than 64 bytes

c. is not required with CSMA/CD
d. provides grouping of the information for transmission
70. The IP address 10.10.20.250 is an example of which of the following? (Select
all that apply.)
a. A Class A address
b. A Class B address
c. A private IP address
d. A routable IP address
e. A non-routable Internet IP address

71. Which of the following are true of an intranet? (Select all that apply.)

It uses class E addressing.

a.
b. Itis used in high-speed (Gigabit) Ethernet.

e

It is an internal network that provides file and resource sharing.

o

It enables Fast Ethernet connections.

e. Itis not accessed from the Internet.

QUESTIONS AND PROBLEMS
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Chapter OQutline

2-1 Introduction

2-2 Structured Cabling

2-3 Twisted-Pair Cable

2-4 Terminating Twisted-Pair Cables
2-5 Cable Testing and Certification

Objectives
o Describe the six subsystems of a
structured cabling system
o Define horizontal cabling
o Define UTP and STP
o Define the categories of UTP cable

e Describe the difference in the TS68A and
T568B wire color orders

e Describe the procedure for placing RJ-45
plugs and jacks on twisted-pair cable

2-6 10 Gigabit Ethernet over Copper
2-7 Troubleshooting Cabling Systems
Summary

Questions and Problems

o Describe how to terminate twisted-pair
cable for computer networks

o Define the basic concepts of planning a
cable installation for an office LAN

o Describe the procedure for certifying a
twisted-pair cable for CAT6 and CATSe

o Describe the issues related to running
10 Gigabit Ethernet over copper

o Describe the basic steps for
troubleshooting cable problems

Key Terms

physical layer cabling equipment room (ER) CAT5e

angled physical contact telecommunications closet balanced mode
(APC) telecommunications room Fast Ethernet

ultra-physical contact (TR) network congestion
(UPC) backbone cabling bottlenecking

EIA horizontal cabling Gigabit Ethernet

TIA TCO full-duplex

campus network work area CAT7/7a and CAT6a

TIA/EIA 568-B main cross-connect (MC) 10GBASE-T

Gigabit Ethernet intermediate cross- STP

full-duplex connect (IC) EMI

CAT6a cross-connect TS68A

10GBASE-T horizontal cross-connect TS68B

coaxial (HC) etk e

BIX work area outlet (WO) TX

RJ-45 terminated RX

RJ-11 detic straight-through cable

F-type patch cable e

building entrance UTP SEReEE el

entrance facilities (EF) CAT6/6a




Physical Layer
Cabling

The media
interconnecting
networking devices

~

Key Terms continued
link IEEE 802.3an- ELTCTL
full channel 2006 LCL
attenuation 10GBASE-T TCTL
near-end crosstalk Alien crosstalk multilevel
(NEXT) (AXT) encoding
crosstalk PSANEXT hybrid echo
10GBASE-T PSAACRF cancellation
F/UTP circuit
TCL

N

This chapter examines the twisted-pair media used to link computers together to
form a local area network (LAN). This media is called physical layer cabling. The
term physical layer describes the media interconnecting networking devices. In this
chapter you will gain an introductory understanding of the cable media, including
the category types, the steps for terminating cables, cable testing, certification, and
troubleshooting. The main focus is on the use of UTP cable in computer networks,
although an overview of shielded twisted-pair (STP) is presented as well. (Fiber-
optic cable, which also plays an important role in modern computer networks, is
thoroughly examined in Chapter 3, “Physical Layer Cabling: Fiber Optics.”) A
network technician or engineer needs to have a good understanding of how physical
layer cable is being used and its specific application.

/

Other types of cabling you might encounter in computer networking are RG-6 and
possibly RG-59. These types of cables, called coaxial cables, are primarily used

to connect satellite systems or cable television and modems. Cable terminations

for these types of cable include F-type and BNC connector types. Another type of
coax cable is called twinaxial. This is a type of coaxial cable that contains two inner
conductors rather than one.

The following are some of the connector types used with physical layer cabling:

o UTP coupler: This small device, which is used to connect two UTP cables, is
also called an inline coupler. UTP couplers can be used to couple twisted-pair

Ve R\ cabling and RJ-11 phone lines but can introduce signal degradation.
Angled Physical . .
Contact (APC) e BNC connectors: BNC stands for Bayonet Neill-Concelman. This type of
. connector is a quick-connect connector for coaxial cable that was commonly
A green fiber connector ) . )
wlhese andiam s used with thinnet Ethernet cabling.
polished and has an o Fiber coupler: These couplers come in a variety of styles that support single-
p P y y PP g
Szl mode and multimode fibers. These devices allow a single fiber to be split into
Ultra-Physical two outputs, and multiple input fibers can be combined into one output fiber.
Contact (UPC) e APC and UPC: The difference between these two types of connectors is the
A blue fiber connector fiber endface. An angled physical contact (APC) endface is polished and has
o et s an 8-degree angle. An ultra-physical contact (UPC) endface is polished and
polished and has no o . .
angle has no angle. APC and UPC connectors are easily identified by their color:
g J APC adapters are green, and UPC adapters are blue.
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o Fiber-to-coaxial connector: This device is used to convert an optical signal
carried over fiber to an electrical signal carried over coaxial cable. A typical
application for this type of connector is coupling cabling that carries digital
optical signal to a digital coaxial cable.

2-1 INTRODUCTION

This chapter begins with an overview of structured cabling. This section defines
the six subsystems of a structured cabling system and focuses on the basic issues
associated with horizontal cabling or wiring a LAN. Next, the basic operational
characteristics of UTP cable are examined. The discussion includes an exami-
nation of the various categories of UTP cable currently available. Following that
is an overview of constructing twisted-pair patch and horizontal link cabling. This
chapter discusses the tools and techniques for properly terminating UTP cabling
for twisted-pair Ethernet such as CAT5e, CAT6, CAT6a, CAT7, and CATS. It also
provides an introduction to testing and certifying Ethernet cables. This chapter
includes several examples of cable test data and how to interpret the test results.
The chapter concludes with a section on troubleshooting computer networks, with a
focus on cable or physical failures.

Table 2-1 outlines the CompTIA Network+ objectives related to this chapter and
identifies the chapter section that covers each objective. At the end of each chapter
section you will find a review with comments on the Network+ objectives presented
in that section. These comments are provided to help reinforce your under-

standing of each Network+ objective. The chapter review also includes “Test Your
Knowledge” questions to help you understand key concepts before you advance to
the next section of the chapter. At the end of the chapter you will find a complete
set of questions as well as sample certification exam-type questions.

TABLE2-1 Chapter 2 CompTIA Network+ Objectives

Domain/Objective Domain/Objective Description Section Where
Number Objective Is Covered
1.0 Networking Fundamentals
1.2 Explain the characteristics of network topologies and 2-2
network types.
1.3 Summarize the types of cables and connectors and explain 2-2,2-3,2-4,2-6
which is the appropriate type for a solution.
1.4 Given a scenario, configure a subnet and use appropriate 2-2
IP addressing schemes.
1.6 Explain the use and purpose of network services. 2-2
1.7 Explain basic corporate and datacenter network architecture. 2-2,2-4
2.0 Network Implementations
2.1 Compare and contrast various devices, their features, and their ~ 2-4

appropriate placement on the network.

2.3 Given a scenario, configure and deploy common Ethernet 2-3,2-5,2-6
switching features.
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Domain/Objective

Number

Domain/Objective Description

Section Where

Objective Is Covered

3.0 Network Operations

3.1 Given a scenario, use the appropriate statistics and sensors to 2-3,2-5,2-6
ensure network availability.

3.3 Explain high availability and disaster recovery concepts and 2-4
summarize which is the best solution.

5.0 Network Troubleshooting

5.2 Given a scenario, troubleshoot common cable connectivity 2-3, 2-4, 2-5, 2-6, 2-7
issues and select the appropriate tools.

5.3 Given a scenario, use the appropriate network software tools 2-4
and commands.

- " 2-2 STRUCTURED CABLING
Electronic Industries

Alliance, a trade
organization that
represents the interests
of manufacturers of
electronics-related
equipment.

TIA

Telecommunications
Industry Association,
a trade organization
that represents

the interests of the
telecommunications
industry

Campus Network

Interconnected LANs
within a limited
geographic area

TIA/EIA 568-B

The standard that
defines the six
subsystems of a
structured cabling
system

N

&

J

Building Entrance

The point where the
external cabling and
wireless services
interconnect with the

internal building cabling

This section defines the six subsystems of a structured cabling system. Students
should be able to identify the purpose of each subsystem. The focus of this section
is on issues associated with horizontal cabling.

The first major standard describing a structured cabling system for computer networks
was TIA/EIA 568-A, implemented in 1995. EIA is the Electronic Industries Alliance, a
trade organization that lobbies for the interests of manufacturers of electronics-related
equipment. TIA is the Telecommunications Industry Association, a trade organization
that represents the interests of the telecommunications industry. The wiring standards
for modern computer networks are defined by the TIA/EIA 568 standard. The most
important addendum to the TIA/EIA 568-A standard is Addendum 5, published in
1999, which defines the transmission performance specifications for four-pair 100-ohm
Category Se twisted-pair cabling. TIA/EIA adopted Category 6 (CAT6) cable specifica-
tions in June 2002 as part of TIA/EIA 568-B. This is the type of cabling recommended
for use in today’s computer networks. CAT6a was adopted in 2018 for 10Gbps speed.
CAT7 and CATS twisted-pair cables are the latest additions but are not in wide use. The
latest TIA/EIA standard is TIA/EIA 568-D.

The TIA/EIA 568-A standard defines the minimum requirements for the internal
telecommunications wiring in buildings and between structures in a campus network.
A campus network consists of interconnected LANs within a limited geographic

area such as a college campus, military base, or group of commercial buildings. As
mentioned earlier, TIA/EIA 568-A has been revised and updated many times, and in
2000 the standard TIA/EIA 568-B was published. TIA/EIA 568-B has three parts:

o TIA/EIA 568-B.1: Commercial Cabling Standard, Master Document
o TIA/EIA 568-B.2: Twisted-Pair Media
o TIA/EIA 568-B.3: Optical Fiber Cabling Standard

Within the TIA/EIA 568-B Commercial Standard for Telecommunication Pathways and
Spaces are guidelines defining the six subsystems of a structured cabling system:

e Building entrance: The building entrance is the point where the external
cabling and wireless services interconnect with the internal building cabling
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in the equipment room. It is used for both public and private access (for
example, telco, satellite, cable TV, security). The building entrance is also
called the entrance facilities (EF). Both public and private network cables
enter the building at this point, and typically there are separate facilities for
the different access providers.

e Equipment room (ER): The ER is a room that contains complex electronic
equipment such as network servers and telephone equipment.

o Telecommunications closet: The telecommunications closet is the location of
the cabling termination points that includes the mechanical terminations and
the distribution frames. The connection of the horizontal cabling to the back-
bone wiring is made at this point. This is also called the telecommunications
room (TR), or telecommunications enclosure (TE). In some older systems, the
network administrator might encounter two types of punchdown blocks in the
telecommunications closet: a 66 block and a 110 block. These types of termi-
nations use insulation-displacement connectors (IDCs) to terminate twisted-
pair cables and are commonly used in telephone systems but not computer
networks. The wire termination on IDCs requires the use of a punchdown
tool. Other tools that can be used are the Krone tool, which is a punchdown
tool used for inserting wire into punchdown blocks and insulation displace-
ment connectors. Another tool is the BIX tool, which is used to terminate
various wires on BIX blocks and connection products.

Note

One room can serve as the entrance facility, the equipment room, and the telecommunications
closet.

e Backbone cabling: Backbone cabling is cabling that interconnects
telecommunications closets, equipment rooms, and cabling entrances in the
same building and between buildings.

e Horizontal cabling: Horizontal cabling is cabling that extends out from the
telecommunications closet into the LAN work area. Typically, the horizontal
wiring is structured in a star configuration running to each area’s telecommu-
nications outlet (TCO), which is the wall plate where the fiber or twisted-pair
cable terminates in the room. In some cases, the TCO terminates telephone,
fiber, and video in addition to data into the same wall plate.

Note

Cable management—which involves keeping cables in order and tangle free—is important with
any type of physical layer cabling. A well-managed cable system helps extend the life of cables
and is more reliable.

e Work area: The work area is the location of computers and printers, patch
cables, jacks, computer adapter cables, and fiber jumpers.

N

Entrance Facilities
(EF)

Another name for the
building entrance

Equipment Room (ER)

A room that contains
complex electronic
equipment such as
network servers and tele-
phone equipment

Telecommunications
Closet

The location of the cabling
termination points that
includes the mechanical
terminations and the
distribution frames

Telecommunications
Room (TR)

Another name for the
telecommunications
closet

N

Backbone Cabling
Cabling that intercon-
nects telecommunica-
tions closets in the same
building and between
buildings

Horizontal Cabling
Cabling that extends out
from the telecommuni-
cations closet into the
LAN work area

TCO

Telecommunications
outlet, the wall plate
where the fiber or
twisted-pair cable
terminates in a room

J

N

4 Work Area

~

The location of
computers and printers,
patch cables, jacks,
computer adapter cables,
and fiber jumpers

J
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Main Cross-Connect
(MC)

Also called the main
distribution frame (MDF)
or main equipment room
or campus distributor
(CD), an area that
usually connects two

or more buildings and

is typically the central
telecommunications
connection point for a
campus or building

Intermediate
Cross-Connect (IC)
Also called the building
distributor (BD), the
building’s connection
point to the campus
backbone, which links
the MC to the horizontal
cross-connect (HC)

N

~

Cross-Connect

A space where one or
multiple cables are
connected to equipment
or other cables

Horizontal
Cross-Connect (HC)

Also called the floor
distributor (FD), the
connection between the
building distributors and
the horizontal cabling
to the work area or
workstation outlet

Work Area Outlet (WO)

Also called the
telecommunications
outlet (TO), the
workstation used to
connect devices (for
example, PCs, printers,
servers, phones,
televisions, wireless
access points) to the
cable plant, typically
with CAT5, CAT5e, CAT6,
CAT6a, CAT7, CAT8, and

\_ various coaxial cables )

Figure 2-1 shows an example of the structure for a telecommunications cabling
system. It shows the connection of the carriers (telco, ISP, and so on) coming into
the ER, which is the space set aside for the carrier’s equipment contained in the
main cross-connect (MC) or intermediate cross-connect (IC). The EF consists

of the cabling, connector hardware, and protection devices that are used as the
interface between any external building cabling and wireless services with the
equipment room. This area is used by both public and private access providers (for
example, telco, satellite, cable TV, security). The ER and EF space is typically
combined with the MC equipment room.

Between the MC and the IC is the campus backbone cabling (listed in Figure 2-1 as
the interbuilding backbone cabling), which provides connections between the MC
and IC. A cross-connect is a space where one or multiple cables are connected to
equipment or other cables. For example, you could be bringing in 60 UTP cables,
with 50 that are cross-connected to a switch and 10 that are cross-connected to a
backbone cable going to another location. Typical connections between the MC
and IC are single-mode and multimode fibers and possibly coax for cable TV,
although most installations are migrating to fiber. The building backbone cabling
(that is, intrabuilding backbone cabling) makes the connection between the IC and
the telecommunications closet (TC) and horizontal cross-connect (HC). Today

this connection is CAT6 UTP or better, although it might be single- or multimode
fiber or some combination. Fiber is the best choice for making these connections,
although copper is still commonly used. The horizontal cabling is the cabling
between the HC and the work area. It is usually CAT6 UTP or better or fiber. The
standard currently specifies CAT6. Fiber is gaining acceptance for connecting to the
work area outlets (WOs).

Building 1
TC/HC
WO | (WO
Intrabuilding
| | Backbone Cabling
1 1
TC/HC IC
Building 2
Interbuilding W
Backbone Cabling
ER & EF MC IC yy TC/HC
< Interbuildingl
Backbone Cabling Intrabuilding
Building 3 Backbone Cabling
Carriers
Telco, ISP, : :
Cable TV, etc. TC/HC IC
Intrabuilding

Backbone Cabling

FIGURE 2-1 Telecommunications cabling system architecture.
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Figure 2-2 provides a more detailed view of the cabling from the MC to the IC and
the HC. This drawing shows the three levels of the recommended backbone hier-
archy cabling for a computer network. The first level of the hierarchy is the MC.
The MC connects to the second level of the hierarchy, the IC. The backbone cabling
connects the MC to the IC and the IC to the TC/HC. The HC connects the hori-
zontal cabling to the work area and to the WO.

Note

The focus of this chapter is on issues associated with the horizontal cabling and the work area
(LAN) subsystems. This chapter addresses all six subsystems of a structured cabling system at
the point where the networking concepts and related hardware are introduced. Many of the
concepts covered in each structured cabling subsystem require that you have a firm grasp of
basic networking to gain a full appreciation of how each network piece fits into a structured
cabled system.

Legend

MC Main Cross-Connect
IC  Intermediate Cross-Connect

MC HC Horizontal Cross-Connect

Campus WO Workstation Outlet
Backbone

Cabling A el

IC Backbone Cabling IC

Building

Backbone / \

Cabling
_— HC HC HC HC
Horizontal

Gabing / \U N N

[wo| [wo| [wo| ([wo] [wo| [wo| [wo]| [wo]

FIGURE 2-2 Campus network hierarchical topology.

Horizontal Cabling

Permanent network cabling within a building is considered horizontal cabling, defined
as cabling that extends out from the telecommunications closet into the LAN work area.
It is important to take time to plan for a horizontal cabling installation because this is
where users interface with the network. There is always a substantial installation cost
associated with horizontal cabling, and there is even greater cost in having to replace

or upgrade a cable installation. You don’t want to have to re-cable a system very often.
Careful attention should be given to planning for the horizontal cabling of a LAN. It is
important to make sure you fully understand your current networking needs and that
your proposed plan meets the needs. You should also ensure that your plan addresses the
future needs and growth of your network.

Figure 2-3 illustrates the basic blocks of a horizontal cabling system from the tele-
communications closet to the computer in the LAN. The figure shows the following
components, which are typically found in the telecommunications closet:

A. Backbone cabling interconnecting this closet with other closets

B. Switch or hub
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Patch panels/patch bay

Patch cables

Cabling to the LAN (horizontal cabling)
Wall plate

Q o m 9 0

Patch cable connecting the computer to the wall plate

Item E in Figure 2-3 shows the cabling leaving the telecommunications closet.

The cable extends to where it is terminated at the wall plate (item F) in the LAN

or work area. The term terminated describes where the cable connects to a jack in

a wall plate, a patch panel, or an RJ-45 modular plug. In this case, the cable termi-
nates into an RJ-45 jack in the wall plate. Figure 2-4 shows an example of an RJ-45
wall plate and patch panel.

A technique for troubleshooting cable termination is to use a toner probe. A toner
probe injects a tone on a cable in a process called tone generation. You can use

a speaker/sensor to verify that a tone is present at the other cable end. This tech-
nique is also very useful when you need to locate a cable end: The cable you are
searching for transmits the tone.

Telecommunications

ﬁl Closet

B

LAN (Work Area)

oo
oo
oo
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FIGURE 2-3  Block diagram of a horizontal cabling system.

Note

The proper term for the RJ-45 modular plug used in computer systems is actually 8P8C for
8p8C both male and female connectors. 8P8C, which stands for 8 position 8 conductor, is defined
The proper term for an in ANSI/TIA-968-A and B. However, both professionals and end users typically use the term
RJ-45 modular plug RJ-45 instead
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An individual cable is used to connect each connector in an outlet to the patch panel
in the telecommunications closet (item F to item E in Figure 2-3). (Section 2-4,
“Terminating Twisted-Pair Cables,” provides more information on RJ-45 plugs and
jacks.) Another 8-pin connector that uses an 8P8C modular connector is the RJ-48.
This type of connector, which is commonly used with T1 data lines, typically works
with shielded twisted-pair cabling. Although the RJ-45 and RJ-48 connectors look
similar, they do not use the same wiring scheme, and they are intended for different
data transmission applications.

In a star topology, there is an individual cable run for each outlet in the wall plate.

This means that you assign one computer to each terminated outlet. A patch cable Patch Cable

(item G) is used to make the physical connection from the computer to the wall A cable used to make
plate, as shown in Figure 2-3. There is a 100-meter overall length limitation on the a physical connection
cable run from the telecommunications closet to a networking device in the work from a computer toa
area. This includes the length of the patch cables at each end (items D and G) plus wall plate

the cable run (item E). A general rule of thumb is to allow 90 meters for the cable
run from the telecommunications closet to the work area (item E). This allows 5
meters of cable length for the work area and 5 meters for the patch cables in the
telecommunications closet (item D) and the work area (item G). Figure 2-5 shows
an example of the inside of a telecommunications closet.

FIGURE 2-4 The Ortronics clarity twisted-pair system (Vlad Nordwing/Shutterstock).

Labeling is extremely important for all aspects of a computer network and data
center. Each rack should be labeled to identify the purpose of the equipment
installed in the rack (for example, telecommunication equipment that interfaces
with the WAN connection). In addition, it is important to label each server to
identify the purpose and possibly its name. Cabling should also be labeled. Both
cable ends or wall plates should be labeled with some identifying marks that
correspond to your building drawings. This type of labeling makes it possible for a
technician to easily identify a cable and its path.
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FIGURE 2-5 Inside a telecommunications closet.

Two types of labeling are commonly used in networks:

e Port labeling: When labeling your equipment and cabling, it is important
to develop a standardized format that contains all the information you will
need at a later time. Remember that your facility will eventually have a lot of
equipment and cables, and being able to easily identify them will be of great
benefit to the technical staff. Also make sure the labels correspond to your
drawings.

e System labeling: System labels are important because they ensure that
the technical staff are referencing the same system. A large facility will
eventually have many systems doing similar tasks, and being able to identify
the correct system will simplify your work.

Creating proper rack diagrams is also an extremely important part of documen-
tation and rack management for a system. Racks are used in a multitude of places in
network systems. Racks could be installed in closets, or there could be many racks
in a data center. You can also expect to have server rack frames with air blowing
over the devices for cooling. Racks must be securely installed and grounded. Rack
types vary for sites, but the most common are 19-inch rack frames. There also
two-post racks used for smaller telecommunication equipment. Four-post racks are
typically used for servers.
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A data center typically has locks on some racks for security reasons, and these
racks should be located in a well-monitored area. There are also “hot” and “cold”
aisles. The hot air from the equipment in the hot aisles is blown out of the racks
and recirculates to the ceiling ducts. In the cold aisles, the air is pulled through the
equipment by fans within that equipment.

Section 2-2 Review

This section covers the following Network+ exam objectives.

1.3 Summarize the types of cables and connectors and explain which is

the appropriate type for a solution.
This section introduces some of the categories of UTP (unshielded twisted-pair)
cabling.

1.7 Explain basic corporate and datacenter network architecture.
This section introduces concepts related to infrastructure and the network backbone.

Test Your Knowledge

1. What is the overall length limitation of a UTP cable run from a telecom-
munications closet to a networking device in a work area?
a. 10 meters
b. 100 meters
10,000 meters
d. 100,000 meters

@

2. True or false: The six subsystems of a structured cabling system are as
follows:

e Building entrance

e Equipment room

e Backbone cabling

e Telecommunications closet
e Vertical cabling

o Work area

False

3. Horizontal cabling consists of which of the following basic blocks?
(Select two.)

Switch or hub

a.
b. Routers

@

Backbone cabling

B

Patch panel
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UTP
Unshielded twisted-pair

2-3 TWISTED-PAIR CABLE

UTP cable is an important physical layer component in modern computer networks.
Many networks incorporate CAT6 in their installations. The section lists the

CAT6 specifications, but the fundamental issues of CAT6 are the same as for
CAT5e. Many networks are already wired with CAT5/5e, and some new network
connections are now installing CAT6 and higher. CAT6 provides improved network
performance, and students should understand this.

The main difference between CATSe and CAT6 has to do with transmission
performance. The bandwidth increases from 100MHz with CAT5e to 200MHz with
CAT6, and the CAT6 specifications provide for better noise performance to enable
increased data rates. Most new installations specify CAT6 cable; it is important

to use the best cable available for an installation, as long as the additional cost is
justified. CAT6 specifications require that patch cables be precisely manufactured
to maintain CAT6 performance. Also, CAT6 connectors look the same as CAT5e
connectors, but these connectors have significantly different performance specifica-
tions. This section describes the steps for terminating both CAT6 and CAT5e.

A good task would be for students to prepare a report on CAT6/6a/7/8 cable,
connectors, hardware, and testing. This would be a way for students to become
aware of the latest developments related to twisted-pair cable.

Unshielded Twisted-Pair Cable

Unshielded twisted-pair (UTP) cable plays an important role in computer
networking. The most common twisted-pair standards used for computer
networking today are Category 6 (CAT6), Category 6a (CAT6a), and Category
5e (CAT5e). CAT6 cable provides data rates up to 1000Mbps over a maximum
distance of 100 meters. CAT6a is an improved version of CAT6 that supports
10Gbps (10GBASE-T) Ethernet.

CAT5e cable is an enhanced version of CATS that provides improved performance.
CATG6 provides even better performance and bandwidth of 250MHz. CAT5/5e
twisted-pair cable contains four color-coded pairs of 24-gauge wires terminated
with an RJ-45 connector. Figure 2-6 shows an example of a CAT5e cable termi-
nated with an RJ-45 modular plug. CAT6 twisted-pair cable also contains four
color-coded wires, but the wire gauge is 23AWG. CAT6 cable has a stiffer feel than
CAT5e.

The precise manner in which the twist of CAT6/5e/5 cable is maintained, even at
the terminations, provides a significant increase in signal transmission performance.
CAT5/5e standards allow 0.5 inch of untwisted cable pair at the termination. CAT6
has an even tighter requirement and allows for only 0.375 inch of untwisted cable
at the termination. The termination is the point where the cable is connected to
terminals in a modular plug, jack, or patch panel.

CAT8/7/6/5e/5 twisted-pair cable contains four twisted wire pairs, for a total of
eight wires. In twisted-pair cable, none of the wires in the wire pairs are connected
to ground. The signals on the wires are set up for a high (+) and low () signal line.
The (+) indicates that the phase relationship of the signal on the wire is positive,
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and the (-) indicates that the phase of the signal on the wire is negative; both
signals are relative to a virtual ground. This is called a balanced mode of operation,
and the balance of the two wire pairs helps maintain the required level of perfor-

Balanced Mode

mance in terms of crosstalk and noise rejection. A mode in which neither
wire in a wire pair
Table 2-2 lists the various categories of twisted-pair cable defined by the TIA/EIA connects to ground

568-B standard. The table includes an application description and minimum band-
width for each category.

FIGURE 2-6  An example of an RJ-45 modular plug (Denis and Yulia Pogostins/Shutterstock).

TABLE 2-2 Categories for Twisted-Pair Cable, Based on TIA/EIA 568-B

Category Description Bandwidth/Data Rate
Category 3 (CAT3) Telephone installations, Class C Up to 16Mbps
networks
Category 5 (CAT5) Computer networks, Class D Up to 100MHz/100Mbps, 100 meter length
networks
Enhanced CAT5 Computer networks 100MHz/1000Mbps applications with improved noise
(CAT5e) performance in full-duplex mode
Category 6 (CAT6) Higher-speed computers Over 250MHz networks, Class E/1000Mbps networks
CAT6 supports 10Gbps but at distances shorter than
100 meters
Category 6a (CAT6a) Increased bandwidth Over 500MHz networks, Class EA/10Gbps networks
Category 7 (CAT7) International Organization for Up to 600MHz speed, computer networks,
Standardization (ISO) standard, Class F/10Gbps networks
not an TIA/EIA standard
Category 7a (CAT7a) IS0 standard, not an TIA/EIA Up to 1000MHz speed, computer networks,
standard Class FA/10Gbps networks
Category 8 (CAT8) Shielded UTP capable of 2000MHz /40Gbps

competing with fiber optics
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Fast Ethernet

An Ethernet system
operating at 100Mbps

N

Network Congestion

A slowdown in network
data traffic movement

Bottlenecking

Another term for
network congestion

4 Gigabit Ethernet

1000Mbps Ethernet

Full-duplex

Refers to the capability
to transmit and receive
at the same time

CAT6a

A UTP cable standard that
supports 10Gbps data
rates over a distance of
up to 100 meters

10GBASE-T

Twisted-pair copper
capable of 10Gbps

/

N

STP R

Shielded twisted-pair,
which has an added
shield to reduce the
potential for EMI

EMI

Electromagnetic
interference, which
originates from devices
such as motors and
power lines and from
some lighting devices,
such as fluorescent

lights
J

CAT1 and CAT?2 cable specifications are not defined in the TIA/EIA 568-B
standard. The first category specification is for CAT3, although CAT3 has been
replaced with CATS5e or better. CAT4 is not listed in the table because the category
was removed from the TIA/EIA 568-B standard as its data capacity specification

is outdated. The Category 5 cable standard was established in 1991, and many
computer networks are still using older CATS cables. Certified CATS5 cabling works
well in both Ethernet and Fast Ethernet networking environments that run 10Mbps
Ethernet and 100Mbps Fast Ethernet data rates. Note that the term Fast Ethernet is
used to describe the 100Mbps data rate for Ethernet networks.

In some cases, users on networks experience network congestion, or bottlenecking,
of data due to increased file transfer sizes and limited network bandwidth. These
terms describe excessive data traffic that is slowing down computer communica-
tions even in Fast Ethernet networks. Basically, the demands on the network exceed
the performance capabilities of the CATS5 cable. In fact, CAT 5 cabling is no longer
recommended. The slowdown of data is of major concern in computer networks.
Slowdowns mean file access time is delayed, productivity is affected, and the time
required to complete a task is increased. A slowdown in a network could cost a
company money. Can you imagine the consequences if a slowdown in your network
caused a delay in the company’s billing?

TIA/EIA ratified the CAT5e cabling specification in 1999 to address the continuing
need for greater data-handling capacity in computer networks. The enhanced

CATS cable (CATS5e) provides an improvement in cable performance, and if all
components of a cable installation are done according to specification, CAT5e
supports full-duplex Gigabit Ethernet (1000Mbps Ethernet) using all four wire
pairs. Full-duplex means that the computer system can transmit and receive at the
same time. TIA/EIA ratified the CAT6 cabling specification in June 2002. CAT6
cable provides even better performance and 250MHz of bandwidth, and it main-
tains backward compatibility with CAT5/5e. CAT6 can support 10Gbps data rates
over a distance of less than 100 meters. CAT6a supports 10Gbps data rates up to 100
meters. The 10Gbps standard over copper is called 10GBASE-T.

Shielded Twisted-Pair Cable

In some applications, a wire screen or metal foil shield is placed around twisted-
pair cable. Cable with the addition of a shield is called STP (shielded twisted-pair)
cable. The addition of this shield reduces the potential for electromagnetic inter-
ference (EMI) as long as the shield is grounded. EMI originates from devices such
as motors and power lines and from some lighting devices, such as fluorescent
lights.

The shield on the twisted-pair cable does not eliminate all potentially interfering
noise (EMI), but it does greatly reduce noise interference. There is an active debate
in the networking community about whether UTP or STP is superior. It is important
to note that the objective of both types of cables is to successfully transport data
from the telecommunications closet to the work area. Industry testing on STP cable
has shown that the addition of a shield does increase the usable bandwidth of the
cable by increasing the noise rejection between each of the wire pairs. However,
tests have shown that there is not a significant advantage to placing a shield over

a properly installed four-pair 100-ohm UTP cable. In addition, STP is more
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expensive, and the increased cost may not justify the benefits. For now, most manu-
facturers are recommending the use of UTP cable for cabling computer networks
except in very noisy environments.

Category 7 (CAT7) and Category 8 (CATS) are both shielded twisted-pair cables.
Because they are shielded, they are able to operate at higher bandwidth or
frequency. CAT7 can operate up to 600MHz, and can operate up to 1000MHz (that
is, 1IGHz). Both are capable of supporting 10Gbps up to 100 meters. CATS8 can
operate over a operate up to 2000Mhz (that is, 2GHz) and is capable of supporting
up to 40Gbps over a distance of 30 meters. This is because copper cabling attenu-
ation in twisted-pair significantly increases with higher frequency. Therefore, the
effective length of CATS has been reduced and optimized to 30 meters to reduce
attenuation. The physical characteristics, cost, and speed of CAT7 and CATS8 make
these options suitable for data center cabling.

A common question when selecting twisted-pair cabling is whether to use PVC
or plenum. PVC (polyvinyl chloride) is commonly used as a cable insulation or
jacket that consists of chemical compounds that emit toxic smoke when burned.
Plenum-rated cable has special coating that emits less toxic smoke when burned.
It is important to check your local regulations to make sure you install the proper
cabling.

Section 2-3 Review

This section covers the following Network+ exam objectives.

1.3 Summarize the types of cables and connectors and explain this is the

appropriate type for a solution.
This section presents the various types of UTP cabling used in computer
networking.

2.3 Given a scenario, configure and deploy common Ethernet switching
features.
This section addresses the concept of duplex operation.

5.2 Given a scenario, troubleshoot common cable connectivity issues and
select the appropriate tools.
This section examines the properties of shielded and unshielded twisted-pair
cables.

Test Your Knowledge

1. What is the data rate for Fast Ethernet?

a. 10Mbps
b. 100Mbps
1000Mbps
10Kbps

e. None of these answers are correct.

& o
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2. What type of cable is currently recommended for LAN work areas?

a. STP

b. CAT6 STP
c. CAT 5e UTP
d. CAT6 UTP
e. CAT5 UTP

3. What is the benefit of shielded twisted-pair cable?

a. Ease of installation

b. Excellent EMI protection

c. Comparatively inexpensive

d. Preferred by the industry for all installations

e. None of these answers are correct.

2-4 TERMINATING TWISTED-PAIR CABLES

This section introduces techniques for terminating high-performance UTP cables.
It presents important concepts such as the wiring schemes for T568A and T568B.
It also discusses straight-through and crossover cables. Students should understand
the importance of properly aligning the TX and RX pairs and the link light. The
section concludes with the steps for terminating twisted-pair cable with RJ-45
connectors.

This section introduces techniques for terminating high-performance UTP cables.
The standards TIA/EIA 568-B.2 and 568-B.2-1 define the specifications for the
copper cabling hardware and copper termination. These standards specify cabling

a "\ components, transmission media, system models, and the measurement procedures
T568A . . . . .
] o needed for verification of balanced twisted-pair cabling.
Wire color guidelines
specified in the TIA/EIA Within the TTA/EIA 568-B standard are the wiring guidelines T568A and T568B,
568-A standard which specify the color of wire that connects to each pin on a connector. The speci-
5688 fication of the wire color that connects to each pin is called a color map. Table 2-3
. o shows the color maps specified by the TS68A and TS68B wiring guidelines.
Wire color guidelines
specified in the TIA/BIA | 45 ¢ ) 3 The Wiring Color Schemes for T568A and T568B
568-B standard
Color Map Pin Number T568A Wire Color T568B Wire Color
The specification 1 White-green White-orange
of which wire color 2 Green Orange
EETEE Gl e O 3 White-orange White—green
a connector
S 4 Blue Blue
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Pin Number T568A Wire Color T568B Wire Color

5 White-blue White-blue

6 Orange Green

7 White-brown White-brown
8 Brown Brown

Figure 2-7(a) shows the placement of the wire pairs in an RJ-45 modular plug

for the T568A standard; Figure 2-7(b) shows the placement of the wire pairs in

an RJ-45 modular plug for the T568B standard. The pin numbers for the RJ-45
modular plug are shown at the top of the figure, and a wire color table is provided
for reference. In the TS68A wire color scheme, as shown in Figure 2-7(a), a white—
green wire connects to pin 1, the wire color green connects to pin 2, the wire color
connected to pin 3 is white—orange, and so on. Similar information is provided in
Figure 2-7(b) for the T568B wiring standard. The color of the wire connected to
pin 1 is white—orange, pin 2 is orange, pin 3 is white—green, and so on. This infor-
mation is also shown in Table 2-3.

What is the difference between T568A and T568B? Basically, these are just two
different manufacturer standards used to wire modular connector hardware. There
is not a performance improvement with either one; each just specifies a particular
color order. The industry tends to favor the TS68A wiring order; however, either
order can be used, as long as it is maintained throughout the network.

Note

For the Network+ exam, you should be able to describe the difference between the T568A and
T568B wire color order. Also make sure you know what wire color configuration you are using
in a network (T568A or T568B) and be sure you can specify hardware that is compatible with
your selected color scheme.

Any incorrect pinout in either TS68A or T568B can lead to a nonfunctioning cable.

Computer Communication

As mentioned in Section 2-2, “Structured Cabling,” CAT8/7/6/5e cable contains four
twisted wire pairs. Figure 2-8 provides a picture of the four wire pairs. Figure 2-9
shows the signals and pin number assignments for an RJ-45 plug for CAT5e. Notice
in Figure 2-9 that the transmit signals are marked with (+) and (—). The receive (+)
and (-) signals are also marked in the same way. The (+) and (-) diagram symbols
are typically used to indicate the positive and negative sides of a balanced wire pair.
Recall from Section 2-3, “Twisted-Pair Cable,” that in a balanced mode of operation,
neither signal line is at ground.
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Connector Head

Bottom Side Up
1
2
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5 | White-Blue
6 | Orange
7 | White-Brown
8| Brown

(a)

Connector Head
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FIGURE 2-7 (a) The wiring of an RJ-45 connector and the wire color codes for the T568A
standard; (b) the wiring of an RJ-45 connector and the wire color codes for the T568B
standard (courtesy of StarTech.com).

FIGURE 2-8 The four wire pairs of CAT6/CAT5e.
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Pin No. Function
Pin 1 Transmit Out +
18848670 Pin 2 Transmit Out —
Pin 3 Receive In +
Pin 4 No Connection
Front View Pin5 No Connection
Pin 6 Receive In —
Pin 7 No Connection
Pin 8 No Connection
RJ-45 Modular Plug
Pin Assignments

FIGURE 2-9 The pin assignments and signal names for an RJ-45 modular plug with CAT5e.

For computers to communicate in a LAN, the transmit and receive pairs must be

properly aligned. This means the transmit (TX) (+) and (—) pins must connect to the
receive (RX) (+) and () pins, as shown in Figure 2-10. Notice in Figure 2-10 that >
pins 1-2 of device A connect to pins 3—6 of device B. Pins 1-2 of device B connect

. . . . .. . Abbreviation for
to pins 3-6 of device A. This configuration is always valid when the data rates are TR
10Mbps or 100Mbps.

RX

In a LAN, the proper alignment of the transmit and receive pairs is managed by
a switch or hub; it is not typically managed in the cable. Remember that in a star

Abbreviation for receive

topology, all network communication travels through a switch or hub. An “X” or
“uplink” on a switch or hub input port indicates a cross-connected input. This means
that transmit and receive pairs are internally swapped to maintain proper signal
alignment of the TX and RX pairs. Even if “X” or “uplink” is missing, the switch

or hub still properly aligns the TX and RX wire pairs. There is an exception to this
on many switches and hubs: Some switches and hubs have an input port that can be
selected to be “straight” or “crossed.” These ports are typically used in uplink appli-
cations when connecting a switch or hub to another switch or hub. If a device has a
cross-connected port, a straight-through cable is used because the device is providing
the alignment. Just remember that proper alignment of the transmit and receive pair
must be maintained in order for the computers to communicate. Also keep in mind
that if there is a TX/RX reversal of the wires, you will not see a link light.

Device A Device B
1.TX (+) TX (+) 1.
2.TX (-) TX (-) 2.
3.RX (+) RX (+) 3.
6.RX (-) RX (-) 6.

FIGURE 2-10 The proper alignment of the transmit and receive pairsin a CAT6/5e data link
operating at 10Mbps or 100Mbps.

There is a difference with the signal names for the UTP cable when operating

at 1Gbps and 10Gbps. At these higher data rates, the use of all four wire pairs is
required, and the data is bidirectional, which means the same wire pairs are used
for both transmitting and receiving data. Figure 2-11 shows the pin assignments and
signal names.
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Straight-Through

Cable

~

A cable in which the
wire pairsin the cable
connect to the same pin
numbers on each end

P 1000Mbps and 10/100 1000Mbps and P 1000Mbps and 10/100 1000Mbps
i 10Gbps Mbps 10Gbps i 10Gbps Mbps Signal
n Color (T568A) n Color (T568B) Signal
1 — TX+ BI_DA+ 1 — TX+ BI_DA+
green/white orange/white
2 _ TX- BI_DA- 2 _ TX- BI_DA-
green orange
3 RX+ 3 RX+ BI_DB+
orange/white green/white
H —— - BI_DC+ N — - BIDC+
blue blue
5 - BI_DC- 5 ) - BI_DC-
blue/white blue/white
6 —1 RX- BI_DB- 6 —1 RX- BI_DB-
orange green
" —— - BI_DD+ " —— - BI_DD+
brown/white brown/white
8 I B BI_DD- 8 I B BI_DD-
brown brown
(a) The pin assignments and signal names for (b) The pin assignments and signal names for
1Gbps and 10Gbps (T568A). 1Gbps and 10Gbps (T568B).

FIGURE 2-11  The pin assignments and signal names for 1Gbps and 10Gbps (T568A and
T568B).

Straight-Through and Crossover Patch Cables

Category 8/7/6/5¢e twisted-pair cables are used to connect networking components
to each other in a network. These cables are commonly called patch cables. This
section demonstrates a technique for terminating CAT 8/7/6/5e cables with RJ-45
modular plugs for two different configurations of patch cables: a straight-through
cable and a crossover cable. In a straight-through cable, the four wire pairs
connect to the same pin numbers on each end of the cable. For example, pin 1 on
one end connects to pin 1 on the other end. Figure 2-12 shows an example of the
wiremap for a straight-through cable. A wiremap is a graphical or text description
of the wire connections from pin to pin for a cable under test. Notice in Figure 2-12
that the transmit and receive pairs connect to the same connector pin numbers at
each end of the cable—hence the name straight, or straight-through, cable.

Wiremap
A graphical or text A B
description of the wire
connections from pin 1 1
to pin 2 2
N J 3 3
4 4
5 5
6 6
7 7
8 8
FIGURE 2-12 A wiremap for a straight-through cable.
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In some applications in 10/100Mbps data links, it is necessary to construct a cable
where the transmit and receive wire pairs are reversed in the cable rather than

reversed by a switch or a hub. This cable configuration is called a crossover cable,
which means the transmit pair of device A connects to the receive pair of device B, Crossover Cable
and the transmit pair of B connects to the receive pair of A. Figure 2-13 shows the A cable in which the

wiremap for a crossover cable. transmit and receive
wire pairs are crossed

>
w

O~NOO O~ WN =
ONOO O~ WN =

FIGURE 2-13 The wiremap for crossover cable 10/100Mbps links.

Note

The crossover cable diagram shown in Figure 2-13 is for 10/100Mbps. A Gigabit Ethernet crossover
cable requires that all four wire pairs be crossed. Although this is possible, it is not practical to
make a Gigabit Ethernet crossover cable because of the distance limit on untwisted wire.

Terminating CAT6 Horizontal Link Cable This section presents the steps
required for terminating a CAT6 cable using the AMP SL series termination
procedure, AMP SL tool, CAT6 cable, and AMP SL Series AMP-TWIST-6S
Category 6 modular jacks. In this example, an RJ-45 jack is used to terminate each
end of the cable. One end connects to a wall plate in the network work area. The
other end terminates into a CAT6 RJ-45 patch panel, which is typically located in

a LAN network closet. It is important to document your cable patching using some
form of patch management. It is much easier to look up your documentation than to
physically go to the site to verify the configuration.

The technical specifications and assembly requirements are more stringent with
CAT6 than with earlier cable categories. Therefore, you must take more care when
terminating a CAT6 cable. However, advancements in the tools and connectors have
actually made it easier to terminate CAT6 compared to using the old punchdown
tools.

The steps for terminating the CAT6 horizontal link cables are as follows:

1. Inspect the cable for any damage that might have occurred during installation.
Examples of damage to look for include nicked or cut wires and possible
stretching of the cable.

2. At the work area outlet end, add about 1 foot extra and cut the wire. (It is
good to leave a little extra in case you make an error in installation and have
to redo the termination. Remember that you can’t splice a CAT6 cable.) Then
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coil the extra cable and insert it in the receptacle box. At the distribution end,
route the cable and create a slack loop—extra cable looped at the distribution
end that is used if the equipment must be moved. In cases where you are hav-
ing the cable pulled through ductwork or conduit by an installer, make sure
to specify that extra cable length will be run. The amount will vary for each
installation. In general, allow 5 meters extra in the telecommunications closet
and 5 meters extra in the work area.

3. Place a bend-limiting strain-relief boot on the cable, as shown in Figure 2-14(a).
(This boot is used in the last step to secure the RJ-45 jack.) Then strip approxi-
mately 3 inches of cable jacket from the UTP cable, as shown in Figure 2-14(b).
Be careful not to nick or cut the wires as you do this.

(b)

FIGURE 2-14 (a) Placing a bend-limiting strain-relief boot on the cable and (b) stripping
off 3inches of jacket from the UTP cable.

4. Remove the jacket from the UTP cable. Bend the cable at the cut, as shown in
Figure 2-15(a), and remove the jacket to expose the four wire pairs, as shown
in Figure 2-15(b).

FIGURE 2-15 (a) Separating the cut jacket from the wire pairs and (b) removing the jacket
and exposing the four wire pairs.
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5. Cut the plastic pull line and the string as shown in Figure 2-16(a). The plastic
line adds strength to the cable for pulling, and the string is used to remove
extra cable jacket, as needed. Place a lacing fixture on the cable, as shown
in Figure 2-16(b), and sort the wires in the correct color order (according to
either TS68A or T668B) so that you can match up the sorted wire pairs with
colors provided on the lacing fixture for TS68A and T568B, as shown in
Figure 2-17.

(a)

FIGURE 2-16 (a) Removing the plastic pull line and (b) placing the lacing tool on the cable
with the color-sorted cable pairs.

FIGURE 2-17 The sides of the lacing tool, showing the T568A and T568B wire color
connections.

6. Place the wires in the slots of the lacing tool, as shown in Figure 2-18,
ensuring that the wire colors are in the order (T568A/T568B) displayed on
the sides of the lacing tool.

7. Align an RJ-45 jack with the lacing fixture, as shown in Figure 2-19(a). The
RJ-45 jack must be properly aligned with the wires on the lacing fixture to
maintain proper color order. Figure 2-19(b) provides a close-up picture of the
AMP SL series AMP-TWIST-6S modular jack. This picture shows the loca-
tions of the displacement connectors on the modulator jack.
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FIGURE 2-18 The routed cable wires on the lacing tool. The wire order shown here is T568B.

8. Insert the RJ-45 modular jack into the AMP SL tool as shown in Figure 2-20(a)
and then insert the RJ-45 jack into the AMP SL tool as shown in Figure 2-20(b).
Press the wires into the eight displacement connectors on the RJ-45 jack using
the AMP SL tool, as shown in Figure 2-20(c). This technique enables you to
maintain the pair twist right up to the point of termination. In fact, the untwisted-
pair length is less than or equal to 0.25 inch.

Displacement
Connectors

Displacement
Connectors

AMP SL Series AMP-TWIST-6S
Category 6 Modular Jack

(b)

FIGURE 2-19 (a) Aligning the RJ-45 jack and the lacing fixture and (b) a close-up view of
the AMP-TWIST-6S CAT6 modular jack.
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FIGURE 2-20 (a) Aligning the R3-45 jack with the lacing tool, (b) inserting the RJ-45 jack
and the lacing toolinto the AMP SL tool, and (c) using the AMP SL tool to crimp the RJ-45 jack
onto the eight displacement connectors and cut the wires.

9. Connect the bend-limiting strain-relief boot to the RJ-45 jack as shown in
Figure 2-21(a). Figure 2-21(b) shows the completed termination.

(a) Connecting the bend-limiting strain relief boot to the RJ-45 jack. (b) The finished RJ-45 jack termination.

FIGURE 2-21 (a) Connecting the bend-limiting strain-relief boot to the RJ-45 jack and
(b) the finished RJ-45 termination.

Assembling the Straight-Through CAT5e/5 Patch Cable This section
presents a technique for assembling a straight-through CATS5e/5 patch cable. In a
straight-through patch cable, the wire pairs in the cable connect to the same pin
numbers on each end of the CATS5e/5 patch cable. Figure 2-22 shows a CAT5e
patch cable with RJ-45 modular plugs.
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FIGURE 2-22  CAT5e patch cable with RJ-45 modular plugs (courtesy of StarTech.com).

The steps for making a straight-through patch cable are as follows:

1. Inspect the cable for any damage that might have occurred during installation,
such as nicked or cut wires or stretching of the cable.

2. Measure the cable to length, add about 6 inches extra, and cut the wire. (It is
good to have a little extra in case you make an error in installation and have
to redo the termination. Remember that you can’t splice CAT5e/5 twisted-
pair cable.)

3. Use a cable stripper to strip approximately 0.75 inch of the cable jacket from
the end of the cable. (Figure 2-23 illustrates how to use a cable stripper.)
Remove the cable insulation by rotating the insulation stripper around the
wire until the wire jacket is loose and easily removable. (Note that these cable
strippers must be periodically adjusted so that the blade cuts through the outer
insulation only. If the blades are set too deep, they will nick the wires, and the
process must be repeated after the damaged portion of the cable is cut away.
You need to be careful to not nick the insulation.)

FIGURE 2-23 An example of using the cable jacket stripper to remove the insulation.
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4. Sort the wire pairs so that they fit into the connector and orient the wire in
the proper order for either TS68A or T568B, as shown in Figures 2-24(a)
and 2-24(b). Be careful to avoid creating a split pair connection (that is,
using a wire from one pair and a wire from another pair to make a connec-
tion). A split pair connection may create interference and crosstalk problems,
thus preventing the cable from passing a certification test. This problem is
discussed in Section 2-5, “Cable Testing and Certification.”

(b)

FIGURE 2-24 (a) Separating wire pairs and (b) orienting the wires.

5. Clip the wires so that they are even and insert the wires onto the RJ-45
modular plug, as shown in Figure 2-25.

FIGURE 2-25 The clipped wires, ready for insertion into the RJ-45 plug.

6. Push the wires into the connector until you can see the end of each wire
through the clear end of the connector. The wires are visible through the plas-
tic connector, as shown in Figure 2-26. Verify that the wire order is correct.

7. Use a crimping tool (also called a crimper) to crimp the wires onto the RJ-45
plug. Insert the RJ-45 plug into the crimping tool until it stops, as shown in
Figure 2-27(a). Squeeze the handle on the crimping tool all the way until it
clicks and releases, as shown in Figure 2-27(b), to crimp the wire onto the
insulation displacement connector pins on the RJ-45 jack.

8. Repeat steps 1-7 for the other end of the twisted-pair cable.

The next step is to test the cable, as discussed in the next section.
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FIGURE 2-26 Wires pushed into the RJ-45 plug.

(a) (b)

FIGURE 2-27 (a) Inserting the connector and (b) crimping the connector.

Section 2-4 Review

This section covers the following Network+ exam objectives.

1.3 Summarize the types of cables and connectors and explain which is
the appropriate type for a solution.
The termination standards for UTP cable are presented in this section.

1.7 Explain basic corporate and datacenter network architecture.
Remember that you can’t splice a CAT6 cable. At the distribution end, you must
route the cable and create a slack loop—extra cable looped at the distribution
end that is used if the equipment must be moved.

2.1 Compare and contrast various devices, their features, and their
appropriate placement on the network.
In some applications in 10/100Mbps data links, it is necessary to construct a
cable in which the transmit and receive wire pairs are reversed in the cable
rather than by the switch or the hub. This cable configuration is called a
crossover cable, which means the transmit pair of device A connects to the
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receive pair of device B, and the transmit pair of B connects to the receive pair
of A.

3.3 Explain high availability and disaster recovery concepts and summa-
rize which is the best solution.
This section presents the pin assignments and the signal names for wiring
twisted-pair cables. Figure 2-10 shows the proper alignment of the transmit and
receive pairs. This is an important concept when configuring cable. This section
also covers the concept of a split pair.

5.2 Given a scenario, troubleshoot common cable connectivity issues and
select the appropriate tools.
The concept of a crossover cable is presented.

5.3 Given a scenario, use the appropriate network software tools and
commands.
At the distribution end, you must route the cable and create a slack loop—extra
cable looped at the distribution end that is used if the equipment must be moved.

5.4 Given a scenario, troubleshoot common wireless connectivity issues.
This section discusses a split-pair connection that can create interference and
crosstalk problems, thus preventing the cable from passing a certification test.

Test Your Knowledge
1. True or false: The following table shows a color map and pin numbers for

T568A.
Pin Number Wire Color
1 White-green
2 Blue
3 White-orange
4 Green
5 White-blue
6 Orange
7 White-brown
8 Brown

False

2. True or false: The following table shows a color map and pin numbers for

T568B.
Pin Number Wire Color
1 White-orange
2 Orange
3 White-green
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Link
The point from one cable
termination to another

Full Channel

All the link elements
from a wall plate to a
hub or switch

Attenuation

Also called insertion
loss, the amount of loss
in signal strength as it
propagates down a wire
or fiber strand

Near-End Crosstalk
(NEXT)

A measure of the level
of crosstalk or signal

coupling within a cable,
with a high NEXT (dB)

value being desirable
\ ’ J

~

Pin Number Wire Color

4 Blue
5 White-blue
6 Green
7 White-brown
8 Brown
True

3. How many wires are in a CAT5e/6 twisted-pair cable?

a. 12 wires
b. 8 wires
c. 4 wires

d. 6 wires

2-5 CABLETESTING AND CERTIFICATION

This section discusses issues and specifications for certifying CAT6 cable. It also
examines the parameters that are defined by the TIA/EIA 568-B channel specifi-
cations. The specifications presented define the basis for most twisted-pair certi-
fication. CAT7 and CATS promise improved performance capability, and a good
task would be to ask students what is unique about certifying CAT7 or CATS cable.
Students are likely to say that the cable and the connectors have improved perfor-
mance specifications—and this is correct. This section concludes with examples of
conducting CAT6 cable tests.

The need for increased data rates is pushing the technology of twisted-pair cable to
even greater performance requirements and placing greater demands on accurate
testing of the cable infrastructure. Twisted-pair copper cable now allows data
speeds up to 40Gbps. The TIA/EIA 568-B standard defines the minimum cable
specifications for twisted-pair categories.

The CAT8/7/6/5e designations are minimum performance measurements of the
cables and the attached terminating hardware, such as RJ-45 plugs, jacks, and patch
panels. The link (the point from one cable termination to another) and the full
channel (which consists of all the link elements from the hub or switch to the wall
plate) must satisfy minimum attenuation loss and near-end crosstalk (NEXT) for

a minimum frequency of 100MHz. Figure 2-28 provides a graphical representation
of the link and the full channel. Table 2-4 lists the CATS5e, CAT6, CAT6a, CAT7,
CAT7a, and CATS8 TIA/EIA 568-B channel specifications for UTP cables.
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Full Channel

oo
Switch Patch Panel T

Link

FIGURE 2-28 The link and channel areas for cable testing.

TABLE 2-4 TIA/EIA 568-B CAT5e, CAT6, CAT6a, CAT7, CAT7a, and CAT8 Channel Specifications at 100 MHz

Parameter Category 5e Category 6 Category 6a Category 7/7a Category 8
Class Class D Class E Class EA Class F/FA Class I/II
Bandwidth 100MHz 250MHz 500MHz 600MHz/1000MHz 2000MHz
Insertion loss (dB) 24.0 21.3 20.9 20.8/20.3 6.5

NEXT loss (dB) 30.1 39.9 39.9 62.9/65.0 40.5
PSNEXT loss (dB) 27.1 371 37.1 59.9/62.0 37.1

ACR (dB) 6.1 18.6 18.6 42.1/46.1 39.74
PSACR (dB) 3.1 15.8 15.8 39.1/41.7 36.74
ACRF1 (ELFEXT) (dB) 17.4 23.3 23.3 44.4)47.4 32
PSELFEXT (dB) 14.4 20.3 20.3 41.1/44.4 32.0
Return loss (dB) 10.0 12.0 12.0 12.0/12.0 16.0
PANEXT loss (dB)* n/s n/s 60.0 n/s/ 67.0 75
PSAACRF (dB)* n/s n/s 37.0 n/s/52.0 61

TCL (dB)* n/s n/s 20.3 20.3/20.3 20
ELTCTL (dB)* n/s n/s 0.5 0/0 5
Propagation delay (ns) 548 548 548 548/548 176.8
Delay skew (ns) 50 50 50 30/30 50

*These parameters are discussed in Section 2-6, “10 Gigabit Ethernet over Copper.”

The list that follows describes some of the parameters listed in Table 2-4:

e Attenuation (insertion loss): This parameter defines the amount of loss in
signal strength as the signal propagates down the wire. It is caused by the
resistance of the twisted-pair cable, the connectors, and leakage of the elec-
trical signal through the cable insulation. Attenuation also increases with an
increase in frequencies due to the inductance and capacitance of the cable.
The cable test results will report a margin. Margin for attenuation (insertion
loss) is defined as the difference between the measured value and the limit for
the test. If the margin shows a negative value, the test has failed. A negative
value is produced when the measured value is less than the limit. The limit
for attenuation (insertion loss) at 100 MHz for CAT6 is 21.3 dB, for CAT6a is
20.9dB, for CAT7 is 20.8dB, for CAT7a is 20.3dB, and for CATS8 is 6.5dB.
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Crosstalk
Signal coupling in a
cable

It is also important to note that for UTP cables, there is a limit on how
much the cable can be bent. This limit, called the bend radius, is four
times the outer jacket diameter. Bends exceeding this limit can introduce
attenuation loss.

NEXT: When current travels in a wire, an electromagnetic field is created.
This field can induce voltage in adjacent wires, resulting in crosstalk.
Crosstalk is signal coupling within a cable. On analog land-line telephones,
users could sometimes faintly hear another conversation; this is where the
term crosstalk originated. Near-end crosstalk, or NEXT, is a measure of the
level of crosstalk. The measurement of NEXT is called near-end testing
because the receiver is more likely to pick up the crosstalk from the transmit
to the receive wire pairs at the ends. The transmit signal levels at each end are
strong, and the cable is more susceptible to crosstalk at this point. In addi-
tion, the receive signal levels have been attenuated due to normal cable path
loss and are significantly weaker than the transmit signal. A high NEXT (dB)
value is desirable.

Figure 2-29 graphically depicts NEXT. The shaded areas show where the
near-end crosstalk occurs. The margin is the difference between the measured
value and the limit. A negative number means the measured value is less than
the limit, and therefore the measurement fails. Crosstalk is more problem-
atic at higher data rates (for example, 1Gbps, 10Gbps) than at lower rates.
Figure 2-30 shows that CAT6 cable has a built-in separator to help minimize
crosstalk among wire pairs. This separator is used to keep each wire pair a
minimum distance from other wire pairs. This separator reduces crosstalk at
higher frequencies and helps provide improved signal bandwidth; the cable
therefore supports faster data rates. This separator also helps improve the far-
end crosstalk. Note, however, that not all cable manufacturers use separators.

Near-end crosstalk

=
o

FIGURE 2-29 A graphical depiction of near-end crosstalk.

e Power-sum NEXT (PSNEXT): Enhanced twisted-pair cable must meet

four-pair NEXT requirements, called PSNEXT testing. Basically, power-sum
testing measures the total crosstalk of all cable pairs. This testing ensures that
the cable can carry data traffic on all four pairs at the same time with minimal
interference. A higher PSNEXT value is desirable because it indicates better
cable performance.
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spacer

Twisted-pair

| CAT®6 cross-section |

FIGURE 2-30 A cross-section of a CAT6 cable, showing the separator used to minimize
crosstalk problems.

Equal-level FEXT (ELFEXT): This measurement differs from NEXT in
that it is for the far end of the cable. In addition, the ELFEXT measurement
does not depend on the length of the cable. This is because ELFEXT is
obtained by subtracting the attenuation value from the far-end crosstalk
(FEXT) loss. Higher ELFEXT values (dB) indicate that the signals at the far
end of the cable are larger than the crosstalk measured at the far end. A larger
ELFEXT (dB) value is desirable. A poor ELFEXT value can result in data
loss. Data loss prevention begins with properly terminating your cabling.

Power-sum ELFEXT (PSELFEXT): PSELFEXT uses all four wire pairs to
obtain a combined ELFEXT performance measurement. This value is the dif-
ference between the test signal level and the crosstalk measured at the far end
of the cable. A higher PSELFEXT value indicates better cable performance.

Attenaution to Crosstalk Ratio (ACR): This measurement compares the
signal level from a transmitter at the far end to the crosstalk measured at
the near end. A larger ACR value indicates that the cable has a greater data
capacity and also indicates the cable’s ability to handle a greater bandwidth.
Essentially, it is a combined measurement of the quality of the cable. A
higher ACR value (dB) is desirable.

Power-sum ACR (PSACR): PSACR uses all four wire pairs to obtain the
measure of the attenuation/crosstalk ratio. This is a measurement of the
difference between PSNEXT and attenuation (insertion loss). The difference
is measured in dB, and higher PSACR dB values indicate better cable
performance.

Return loss: An important twisted-pair cable measurement is return loss.

This measurement provides a measure of the ratio of power transmitted into
a cable to the amount of power returned or reflected. The signal reflection is
due to impedance changes in the cable link and the impedance changes con-
tributing to cable loss. Cables are not perfect, and there will always be some
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reflection. Examples of the causes of impedance changes are non-uniformity
in impedance throughout the cable, the diameter of the copper, cable han-
dling, and dielectric differences. A low return loss value (dB) is desirable.

o Propagation delay: This is a measure of the amount of time it takes for a
signal to propagate from one end of the cable to the other. The delay of the
signal is affected by the nominal velocity of propagation (NVP) of the cable.
NVP is some percentage of the velocity of light and is dependent on the type
of cable being tested. The typical delay value for CAT5/5e UTP cable is
about 5.7 ns per meter. The TIA/EIA specification allows for 548 ns for the
maximum 100 meter run for CAT5e, CAT6, CAT6a, CAT7, and CAT7a.

e Delay skew: This is a measure of the difference in arrival time between the
fastest signal and the slowest signal in a UTP wire pair. It is critical in high-
speed data transmission that the data on the wire pair arrives at the other end
at the same time. If the wire lengths of different wire pairs are significantly
different, the data on one wire will take longer to propagate along the wire
and arrive at the receiver at a different time and potentially create distortion
of the data and data packet loss. The wire pair with the shortest length typi-
cally has the least delay skew.

Note

The power-sum measurements are critical for high-speed data communication over UTP. It has
also been shown that twisted-pair cable can handle Gigabit data rates over a distance up to
100 meters. However, the Gigabit data rate capability of twisted-pair requires the use of all
four wire pairs in the cable, with each pair handling 250Mbps of data. The total bit rate is

4 x 250Mbps, or 1Gbps—hence the need to obtain the combined performance measurements
of all four wire pairs.

Section 2-5 Review

This section covers the following Network+ exam objectives.

3.1 Given a scenario, use the appropriate statistics and sensors to ensure
network availability.
As discussed in this section, a larger ACR indicates that the cable has a greater
data capacity and also indicates the cable’s ability to handle greater bandwidth.

5.2 Given a scenario, troubleshoot common cable connectivity issues and
select the appropriate tools.
This section introduces some very important cable concepts. Make sure you
have a good understanding of near-end crosstalk, far-end crosstalk, attenuation,
and distance limitations.
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Test Your Knowledge

1. True or false: A full-channel test involves testing all the link elements
from the computer through the patch panel to the wall plate.

False

2. True or false: NEXT stands for near-end crosstalk, and a low NEXT (dB)
value is desirable.

False

3. True or false: Signals travel in a cable at some percentage of the velocity
of light. The term for this is nominal velocity of propagation.

True

2-6 10 GIGABIT ETHERNET OVER COPPER

Even though CATS can deliver 40Gbps (40 Gigabit Ethernet), it is not widely
adopted in the industry because network equipment is not available to deliver
40Gbps. 10Gbps is the maximum speed over twisted-pair that network equipment
can deliver. 40Gbps is more typically available over fiber-ready interfaces. This
section focuses on the widely used 10Gbps Ethernet over copper. The increase

in the required bandwidth for transporting a Gigabit data transfer rate is placing
increased demands on the copper cable as well as the hardware used for terminating
the cable ends and for connecting to the networking equipment. Three improve-
ments are required for transmitting the higher data bit rates over copper cabling:

e Improve the cable so it can carry greater bandwidth.
e Improve the electronics used to transmit and receive (recover) the data.

o Utilize improvements in both the cable and electronics to facilitate greater
bandwidths and distances

Alien crosstalk (AXT), which is an important issue at higher data rates such as
with 10GBASE-T, is unwanted signal coupling from one permanent link to another.
Basically, it is the coupling of a signal from one four-pair cable to another four-pair
cable. Cable manufacturers are starting to offer CAT6 and higher grades of twisted-
pair cable with foil over each of the four wire pairs. The designation for this type
of cable is foil twisted-pair (F/UTP). Students should investigate the latest UTP
cabling improvements.

Ethernet over copper is available for 10Mbps (Ethernet), 100Mbps (Fast Ethernet),
1000Mbps (Gigabit Ethernet), 10Gbps (10 Gigabit Ethernet), and now 40Gbps

(40 Gigabit Ethernet). The increase in the required bandwidth for transporting a
40Gbps data transfer rate is placing greater demands on copper cable as well as the
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hardware used for terminating the cable ends and for connecting to the networking
equipment. Three improvements are required for transmitting the higher data bit
rates over copper cabling:

e Improve the cable so it can carry greater bandwidth
e Improve the electronics used to transmit and receive (recover) the data

e Utilize improvements in both the cable and electronics to facilitate greater
bandwidths and distance

This section examines the changes in technology that are required to enable

10 Gigabit (10GBASE-T) data transmission over copper. It first presents an
overview of 10 Gigabit Ethernet over copper. Then it examines the modifications
required to the technical specs (CAT6a and CAT7/7a) for testing and certifying
twisted-pair copper cable transporting 10 Gigabit data rates. Finally, this section
examines how 10 Gigabit data is actually transmitted.

Overview

The standard for 10Gbps is IEEE 802.3an-2006 10GBASE-T. This standard was
developed to support running 10Gbps data over twisted-pair cabling. It requires

the bandwidth to be increased from 250MHz to SO0MHz. In addition, this standard
supports distances up to 100 meters. At one time, most people assumed that higher
data rates would be limited to fiber optics. While that is still true for lengthy runs
(over 100 meters), twisted-pair copper is finding a place in the horizontal runs from
telecommunications closets to work areas.

Alien Crosstalk

Alien crosstalk (AXT) is unwanted signal coupling from one permanent link to
another; it is an important issue at higher data rates, such as with I0GBASE-T.
Basically, AXT is the coupling of a signal from one four-pair cable to another four-
pair cable. Figure 2-31 depicts the AXT from one four-pair cable to another four-
pair cable. The other key measurements for I0GBASE-T are NEXT (PSANEXT),
FEXT (PSAACREF), and return loss. PSANEXT (power-sum alien near-end crosstalk)
and PSAACRF (power-sum alien attenuation to crosstalk ratio) are new measure-
ments for NEXT and FEXT that incorporate measures for AXT. AXT is considered
to be the main electrical limiting parameter for 10 Gigabit Ethernet. AXT causes
disturbances in the neighboring cable. It is difficult for the electronics to cancel the
AXT noise created; therefore, new cables have been developed to support 10Gbps
data rates. The newer cables have improved cable separation, and new connector
types have also been developed to help meet the required specifications to support
10 Gigabit Ethernet.
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Alien Crosstalk (AXT)

Switch Host NIC

DSP DSP

Return Loss

DSP = Digital Signal Processing

FIGURE 2-31  Alien crosstalk from a neighboring four-pair cable.

Cable manufacturers offer CAT6 and higher grades of twisted-pair cable with foil

over each of the four wire pairs. The designation for this type of cable is F/UTP.
There are two main advantages to using a shielded cable:

o A shielded cable offers better security because there is less chance that the
data will radiate outside the cable.

e The foil shield helps improve immunity from EMI, radio frequency
interference (RFI), and (most importantly) AXT.

F/UTP

Foil over twisted-pair
cabling, a higher grade
of twisted-pair cable

with foil over each of the

four wire pairs

Transmission of data over twisted-pair cabling relies on the signals being
“balanced” over the wire pairs. The balance, or symmetry, of the signal over the

wire pairs helps minimize unwanted leakage of the signal. Two parameters are

defined for CAT6 and better cabling that address the issue of balanced data: TCL /TCL R

(transverse conversion loss) and ELTCTL (equal-level transverse conversion transfer Transverse conversion

loss). The TCL measurement is obtained by applying a common-mode signal to loss

the input and measuring the differential signal level on the output. TCL is some-

times called LCL (longitudinal conversion loss). The ELTCTL value (expressed in ELTCTL

dB) is the difference between the TCTL (transverse conversion transfer loss) and the Equal-level transverse

differential mode insertion loss of the pair being measured. TCTL is the loss from a GBI SRS (055

balanced signal at the near end to the unbalanced signal at the far end. LCL

Newer tests include additional power-sum tests, as described earlier in this chapter: Longitudinal conversion

PSANEXT (power-sum alien near-end crosstalk) and PSAACRF (power-sum alien loss

attenuation crosstalk ratio far-end). These tests have been developed to help ensure TCTL

cable compatibility with data transmission and reception that require the use of all o A S o

four wire pairs. Both Gigabit and 10 Gigabit Ethernet require the use of all four s (Ees

wire pairs. g J
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Signal Transmission

10GBASE-T requires the use of all four wire pairs, as shown in Figure 2-32.
This system splits the 10Gbps of data into four 2.5Gbps (that is, 250Mbps) data
channels. This same technique is also used for 1000Mbps (that is, 1Gbps) data
rates, except that the 1000Mbps signal is split into four 250Mbps data channels.

Multilevel Encodin
. g The system requires the use of signal conditioners and digital signal processing
A technique used to . .S . .
. (DSP) circuits for both transmission and reception. The data transmission for 10
reduce the bandwidth

required to transport Gigabit uses a multilevel encoding technique, as illustrated in Figure 2-33. The
data advantage of this type of encoding is that it reduces the bandwidth required to
transport data.

Switch Host NIC

2.5 Gbps
L O O O O OO

T

<— ——
2D OB BDEBE 2
1 Gbps
10 Gbps DSP DSP
I DO ESE 3 10 Gbps
— T =

i >SS 4

FIGURE 2-32 The four wire pairsin UTP cabling required for transporting 10GBASE-T data.
This same technique is used for 1000Mbps, except the data rate for each of the four channels
is 250Mbps.

2- level

4- level

FIGURE 2-33  An example of multilevel encoding of the data streams to reduce the required
bandwidth.

10GBASE-T data transmission also requires the use of DSP compensation tech-
niques. The DSP circuitry provides many functions, such as signal conditioning

Hybrid Echo and echo cancellation. Any time a signal is transmitted down a cable, part of the
Cancellation Circuit signal is reflected. This reflection adds to overall signal degradation and limits the
A S R rETavEs performance of the system. In I0GBASE-T, the transmit and receive signals share
the transmitted signal the same wire pair. This is called full-duplex transmission and requires the use of
from the received signal a device called a hybrid echo cancellation circuit. The hybrid circuit removes the

transmitted signal from the receive signal.

The final issue with I0GBASE-T signal transmission is the performance of the
cable. As mentioned previously, return loss, insertion loss, and crosstalk are all key
limiting issues for I0GBASE-T. Crosstalk is the most important factor. The types of
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crosstalk observed are AXT, NEXT, FEXT, and ELFEXT. The cabling systems that
support I0GBASE-T operation with links up to 100 meters are CAT6 with the foil
screen, augmented CAT6 (CAT6a), CAT7, and CAT7a.

Section 2-6 Review

This section covers the following Network+ exam objectives.

1.3 Summarize the types of cables and connectors and explain which is
the appropriate type for a solution.
This section looks at running data over UTP cable at 10Gbps, based on the
10GBASE-T Ethernet standard. Probably one of the most important concepts
associated with 10Gbps over twisted-pair is alien crosstalk (AXT), which is
unwanted signal coupling from one permanent link to another.

2.3 Given a scenario, configure and deploy common Ethernet switching
features.
In 10GBASE-T, the transmit and receive signals share the same wire pair. This
is called full-duplex transmission.

3.1 Given a scenario, use the appropriate statistics and sensors to ensure
network availability.
This section introduces multilevel encoding, which is a technique used to reduce
the bandwidth required to transport data.

5.2 Given a scenario, troubleshoot common cable connectivity issues and
select the appropriate tools.
This section looks at running data over UTP cable at 10Gbps, based on the
10GBASE-T Ethernet standard. One of the most important concepts associated
with 10Gbps over twisted-pair is alien crosstalk (AXT), which is unwanted
signal coupling.

Test Your Knowledge

1. The term for unwanted signal coupling from one permanent link to
anotheris .
a. near-end crosstalk
b. alien crosstalk
c. far-end crosstalk
d. None of these answers are correct.
2. 10GBASE-T requires the use of which of the following in the transmis-
sion of data over UTP?
a. High data lines
b. Pins 4-5 and 7-8 only
All four wire pairs

10 Gigabit is not possible over UTP.

& o
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2-7 TROUBLESHOOTING CABLING SYSTEMS

This section presents some test results taken from several CAT6/5e cable tests. The
objective is to acquaint students with possible test results and problems they might
encounter on the job.

This section examines some of the cable considerations and common issues that

a network administrator may face with both CAT6 and CAT5e cable tests. It is
important that a network administrator monitor all parts of a cable installation,
from pulling to terminating the cable ends. A cable may fail a certification test due
to multiple types of problems, such as problems with installation, cable stretching,
and the cable failing to meet manufacturer specifications. This section discusses
these types of problems and describes how to use certification reports to understand
failures of CAT6 and CAT5e cabling.

If you obtain bad power-sum measurements or NEXT or FEXT measurements
during network testing, there might be a problem with the installation. The certifi-
cation report provided in Figure 2-34 indicates that this cable does not pass CAT6
certification, as shown by the X in the upper-right corner of the report. This test
indicates a NEXT failure, which is most likely due to a problem at the terminations.
This error is commonly due to the installer allowing too much untwisted cable at
the termination point. Remember that the twist in UTP cable must be maintained to
less than 0.375 inch. This certification test result should prompt you to inspect the
terminations to see whether any terminations have too much untwisted cable and
verify whether there is a procedure problem with the installation.

Cable Stretching

It is important to avoid stretching UTP cable because doing so changes the elec-
trical characteristics of the cable, increasing the attenuation and crosstalk. The
maximum pulling tension (expressed in Ib-ft) is specified in the manufacturer’s data
sheets.

Cable Failing to Meet Manufacturer Specifications

Occasionally, manufacturers experience problems with cable failing to meet
specifications. For example, a bad production run may cause the cable to fail to
meet minimum specifications. Repeated test failures with no apparent cause could
indicate that the problem is with the cable. This rarely happens, but a bad cable
production run could be the culprit. As a network manager, you need to isolate the
source of the problem.

Figure 2-35 shows a CAT6 certification report which indicates that the cable failed
due to excessive insertion loss. The certification report shows that the cable length
for pair 7-8 is 311 feet. The maximum cable length for a permanent link is 295
feet. Therefore, this cable run is too long to be certifiable.
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LINKWARE

CABLE TEST MANAGEMENT SOFTWARE

Cable ID: CHAMISA D1011

Date / Time:

Headroom: -0.4 dB (NEXT 36-45)

Test Limit: TIA Cat 6 Channel

Cable Type: Cat 6 UTP

Wire Map (T568B)

Operator: J.O.

Software Version: 1.3100
Limits Version: 1.0200
NVP: 69.0%

X

Test Summary: FAIL

Model: DTX-1800

Main S/N: 9234019

Remote S/N: 9234020

Main Adapter: DTX-CHA001
Remote Adapter: DTX-PLAQO1

PASS
1 - —— - —
2 2 Length (ft), Limit 328 [Pair78] 46 dB Insertion Loss
S e~ & | Prop: Delay(ns); Lifit'555 [Pairds] 72 60
4 4 Delay Skew (ns), Limit 50 [Pair 45] 5 48
5 - ——5 Resistance (ohms) [Pair45] 23 36
e D 24
s s Insertion Loss Margin (dB) [Pair 36] 30.7 127~
Frequency (MHz) [Pair 36] 250.0 e
Limit (dB) [Pair36]  35.9 0 Frequency (MHz) 250
Worst Case Margin ~ Worst Case Value
FAIL AN SRTMAN SR % NEXT Sy X @Remote
Worst Pair 36-45 36-45 36-45 36-45
NEXT (dB) -0.4F 1.8 06 46
Freq. (MHz) 62.3 62.3 2485 187.0
Limit (dB) 43.4 43.4 332 35:3
Worst Pair 36 36 36 36
PSNEXT (dB) 17 42 23 7.5 0 0
Freq. (MHz) 62.8 623 248.0 2475 o Frequency (MHz) 250, o Frequency (MHz) 250
Limit (dB) 40.6 40.6 30.2 30.2
dB ELFEXT dB ELFEXT @ Remote
PASS MAIN SR MAIN SR 100] 100
Worst Pair 36-45 4536 36-45 45-36
ELFEXT (dB) 134 183 152 14.9
Freq. (MHz) i 1.3 2495 2495
Limit (dB) 62.2 61.3 15.3 1533
Worst Pair 45 45 45 36
PSELFEXT (dB) 15.7 15.7 178 17.9
Freq. (MHz) 11 1.0 2495 2495 Frequency (MHz) 250
Limit (dB) 59.2 60.3 12.3 12.3
NA MAN SR | MAIN SR ACR @ Remote !
Worst Pair 36-45 36-45 36-45 36-45
ACR (dB) 8.4 9.9 315 379 -
Freq. (MHz) 7.9 68 | 2485 2485 %
Limit (dB) 52.7 54.2 -2.7 -2.7
Worst Pair 36 36 36 36 § i —
PSACR (dB) 9.7 10.7 33.0 382 20 20
Freq. (MHz) 7:5 7.0 248.0 248.0 0 Frequency (MHz) 250, 0 Frequency (MHz) 250
Limit (dB) 50.6 51.3 -56 -5.6
RL @ Remote
PASS MAIN SR MAIN SR
Worst Pair 78 45 45 45
RL (dB) 35 49 5.0 5.0
Freq. (MHz) 1245 2170 2085 2325
Limit (dB) 11.0 8.6 8.8 8.3
0 Frequency (MHz) 250, 0 Frequency (MHz) 250,
*Measurement is within the accuracy limits of the instrument.
- —— LinkWare Version 3.01
roject:
Site: CHAMISA A2000 FLL’KE
chamisa.flw e

FIGURE 2-34 DTX-1800 certification report: Failure due to a termination problem.
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—
%) LINKWARE X
CABLE TEST MANAGEMENT SOFTWARE
Cable ID: CHAMISA 2065 Test Summary: FAIL
Date / Time: Operator: J.0. Model: DTX-1800
Headroom: 4.4 dB (NEXT 12-36) Software Version: 1.3100 Main S/N: 9234019
Test Limit: TIA Cat 6 Perm. Link Limits Version: 1.0200 Remote S/N: 9234020
Cable Type: Cat 6 UTP NVP: 69.0% Main Adapter: DTX-PLA0O1
Remote Adapter: DTX-PLA001
Wire Map (T568B)
PASS |
1 - — 1 == =
2 2 Length (ft), Limit 295 [Pair78] 311 dB Insertion Loss
Smioteadedobibbacdr oy Prop. Delay (ns), Limit 498 [Pair45] 494 60
4 4 Delay Skew (ns), Limit 44 [Pair 45] 36 48
5 - ——5 Resistance (ohms) [Pair36] 14.7 36
[ s ms ] 24
s s Insertion Loss Margin (dB) [Pair36] -0.1*F | |12
Frequency (MHz) [Pair 36] 34 0
Limit (dB) [Pair36] 3.2 0 Frequency (MHz) 250
Worst Case Margin ~ Worst Case Value
PASS MAN SR | MAN SR % NEXT o @ Remele
Worst Pair 12-36 1236 36-78 12-36
NEXT (dB) 6.1 4.4 89 44
Freq. (MHz) 99.0 2395 2440 2395
Limit (dB) 41.9 35.6 355 35.6 - =
Worst Pair 36 36 36 36 20 20
PSNEXT (dB) 82 6.2 94 6.2 0 0
Freq. (MHz) 99.0 2895 2220 2395 o Frequency (MHz) 250, o Frequency (MHz) 250
Limit (dB) 39.4 33.0 336 33.0
dB ELFEXT dB ELFEXT @ Remote
PASS MAIN SR MAIN SR 100 100
Worst Pair 45-36 4536 12-78  12-78 80 [
ELFEXT(dB) 106 105 177 174 o Rk J sl
Freq. (MHz) 85.5 93.5 2490 2495 \ SOV AT -
Limit (dB) 256 248 16.3 16.2 S - 0= wﬂ&
Worst Pair 36 36 12 12 20 = — 20 e
PSELFEXT (dB) 127 13.0 19.8 19.0 0 0
Freq. (MHz) 85.5 93,5 2470 249.0 0 Frequency (MHz) 250, 0 Frequency (MHz) 250
Limit (dB) 26 218 133 13.3
A AN = AN =R dB ACR dB ACR @ Remote
Worst Pair 12-36  12-36 36-78 12-36
ACR (dB) 6.6 5.8 114 6.2
Freq. (MHz) 99.0 2395 2445 2455
Limit (dB) 234 513 48 4.7
Worst Pair 36 36 36 36
PSACR (dB) 8.7 7.6 123 8.1 0 :
Freq. (MHz) 99.0 2395 2440 2455 0 Frequency (MHz) 250
Limit (dB) 20.9 27 22 21
dB RL @ Remote
PASS MAIN SR MAIN SR 60
Worst Pair 45 12 45 45 48 ] Jﬁ“m
RL (dB) 43 51 43 54
Freq. (MHz) 2440 35 | 2440 2455 36 i “/\W
Limit (dB) 10.1 21.0 10.1 10.1 24— AT
12 = i
0
0 Frequency (MHz) 250, 0 Frequency (MHz) 250,
- R —— LinkWare Version 301
roject:
Site: CHAMISA A2000 FLUKE
chamisa.flw e

FIGURE 2-35 DTX-1800 certification report: Failure due to excessive insertion loss.

CAT5e Cable Test Examples

This section presents test results for several CAT5e cable tests. There are many
CAT5e horizontal cable runs already in place, and these runs support 100Mbps data
rates. Therefore, it is important for a network administrator to have a good under-
standing of how to certify CAT5e links. The goal of this section is to acquaint you
with possible CAT5e test results and problems you might encounter on the job. The
procedures presented are the same for CAT6 except that the test mode of the cable
analyzer must be set to CAT5e performance specifications. The testers used
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for conducting the CAT5e certification reports in this section are the Fluke

OMNIScanner and OMNIRemote.

Test1 UTP cable testing is not restricted to long cables. Short patch cables

(around 3 feet) can and should also be tested. It’s a good idea to have a record of

even short patch cables meeting CATS5e requirements.

Figure 2-36 shows an OMNIScanner certification report which verifies that the
cable passes the CAT5e link test. This report shows that the length of the cable

tested is 3 feet.

T
Scanner’

g PASS
OMNIScanner2 Certification Report -
Circuit ID: Pre-cut OMNIScanner OMNIRemote
Project: TIA Project 50D99L00377 SW: V06.00 SOE99L00037
Owmer: OMNISCANNER 2 Adapter Adapter
—— Cat SE Link Ciilg\l 5/5E/6 CHA_N 5/5’_
Cable Cat 5E UTP - ‘
NVP. 72 I H g
ite: Las Cruces = & e
:unfldlng' Manufacturing Limit 2 ® 4 %
o 4 Sed Length ft (308) 3 3 3 3
Gloset: 5K Delay (ns): 18 4 4 4 4
Resistance (Ohms): —) —_ _— -— _—
Wiremap Expected Actual
OMN: 12345678 12345678  Skew (ns): (45) 0
Remote: 12345678 12345678  Bandwidth (MHz): =
Attenuation Overall Margin (dB)* 199 Return Loss Overall Margin (dB)' -
OMNiScanner OMNIRemote
Pairs dB Margin  MHz Pairs dB Margin MHz dB  Margin  MHz
12 03 210 974 12 238 114 907 234 112 990
3% 04 201 907 36 232 104 808 25 100 889
4 04 210 974 4 231 101 747 242 110 707
78 03 199 884 78 239 115 913 241 120 990
NEXT Overall Margin (dB)' 30| ACR Overall Margin (dB)*  —
OMNIiScanner OMNIRemote OMNiScanner
Pairs dB Margin MHz dB Margin  MHz Pairs  dB Margin MHz dB Margin MHz
123 625 187 196 617 140 113 LT J— - - —_— = p—
1246 592 218 486 466 143 999 1248  — — — —_—
1278 931 331 12 524 200 992 1278 — — —_ - —
3645 505 86 259 49 30 26 3645  — = e = = =
3678 560 133 232 535 90 181 3678 — — — - —_
4678 516 146 516 473 149 990 | 45m8 — —_ - - —_
ELFEXT Overall Margin (dB)'  153| PSNEXT Overall Margin (dB)' 4.9
OMNIRemote OMNIRemote
Pairs dB Margin MHz dB Margin  MHz Pairs  dB Margin MHz dB  Margin MHz
1236 600 220 127 0.1 221 127 12 657 204 104 48 155 999
12/46 553 169 120 746 16.9 14 36 491 103 259 447 49 26
1278 698 306 109 853 304 19 4 498 110 259 461 60 219
M2 601 21 127 600 220 127 7y S0k UAE W0 Soe ne 262
3645 461 200 495 768 204 16 PSELFEXT Overall Margin (dB)' 155
3678 642 282 160 489 286 974 OMNIRemote
45112 746 168 14 733 169 16 Pairs  dB Margin MHz dB  Margin  MHz
46136 767 203 16 459 200 511 12 736 188 14 542 187 120
4578 719 155 16 730 153 14 3% 759 212 14 758 211 14
78M2 853 304 19 699 306 109 ;: :3': ::g :: z'g ::'g :':
78/36 488 286 974 642 282 160 . ! i .
7845 730 153 14 537 155 124 | PSACR Overall Margin (dB)'  —
OMNiScanner OMNIRemote
Pairs dB Margin  MHz dB  Margin MHz
27 — = = A =
36 - i . s - -
* Overall margin value is the worst margin for OMNI and Remote. 45 - - —_ — o —
L (R— —-— e —_ - —
M MICROTEST® Date: Page 1

FIGURE 2-36 The certification report for Test 1, showing that a short jumper cable passes

the CAT5e link test.
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Test2 A second test on the same 3-foot cable used in Test 1 shows that the cable
no longer meets CAT5e requirements (see Figure 2-37). The test results indicate
FAIL. In this case, careful inspection of the cable shows that it has been cut or
nicked. This underscores the importance of documenting the network installation
and having a record of the cable link having been certified. Test 1 showed that the
cable met specifications, but the cable has since been damaged and no longer meets
the CATS5e link specifications.

In this example, the cable has failed a wiremap test. Not only is the text highlighted,
but there is an exclamation point preceding the text that indicates a failure. A quick
check of the wiremap test shows that the number 4 wire was not detected at the

remote.
OMNIScanner2 Certification Report FAIL
Circuit ID: Cut OMNIScanner OMNIRemote
Project: TIA Project 50D99L00377 SW: V06.00 S0E99L.00037
Owner: OMNISCANNER 2 Adapter Adapter
Autotest: Cat 6E Link (?HAN 5/5E/6 CHAN SISEIS
Cable: Cat 5E UTP | " m m J
NVP: 72 [ 1H ) 3 ——
Site: Las Cruces o . B
ing: nufacturk Limit 12 36 45 8
:ﬂ‘:‘_"g' ::1 9 Length ft (308) 3 3 11 3
Closet: o nua_y (ns): (518) 4 4 4
Resistance (Ohms): (=) -— —_— — —
Wiremap Expected Actual
OMNI: 12345678 ! 12345678 Skew (ns): (45) 3
Remote: 12345678 ! 123 5675 Bandwidth (MHz): -
Attenuation Overall Margin (dB)' ~ 20.0|  Return Loss Overall Margin (dB)* ~ —
OMNiScanner OMNIRemote
Pairs dB Margin MHz Pairs dB Margin MHz dB Margin MHz
12 03 204 925 12 238 1.4 916 233 1.1 976
3% 04 200 893 36 234 109 875 226 101 886
45 — - — 45 — — — — — —
78 03 208 958 78 234 13 99.0 237 116 979
NEXT Overall Margin (dB)'  11.2| ACR Overall Margin (dB)* ~ —
OMNIScanner OMNIRemote OMNiScanner OMNIRemote
Pairs dB Margin MHz dB Margin MHz Pairs dB Margin MHz dB Margin MHz
12136 627 16.8 145 59.2 141 163 12136 —_ —_ —— _— - -—
12/45 - — - - — — 12145  — — — — — —
1278 696 327 525 51.4 191 9.7 12178 —_ —_— — —_ — —_
36/45 - - — —_ - - 36/45 — — — —_ — -
36/78 57.9 146 21.2 55.0 1.2 196 36/78 - -— -— — — -
45178 - — — - — - 4578 — — - — — —
ELFEXT Overall Margin (dB)' ~ 220|  PSNEXT Overall Margin (dB)* 116
OMNiScanner ‘OMNIRemote OMNiScanner OMNIRemote
Pairs dB Margin MHz dB Margin MHz Pairs dB Margin MHz dB  Margin MHz
1236 610 20 13 60.3 20 122 12 — - - - - -
1245  — -~ - - - - % - — - -
1278  68.0 297 122 853 289 16 45 — - — - - -
36/12 603 220 122 60.9 220 13 78 - - - - - -
36/45 — — - - - - PSELFEXT Overall Margin (dB)® 99
36/78 67.0 279 1.1 66.3 285 129 OMNiScanner 'OMNIRemote
45112 —_ — — — — — Pairs dB Margin MHz dB  Margin MHz
45136 - — — - — — 12 — — — — — —
4578 - - - —_ —_ — 36 - - —_ — - —
7812 853 289 16 680 207 122 ;‘: - - - - - -
78/36 663 285 129 67.0 279 1.1 - _ - - - -
78/45 —_ — - — -— — PSACR Overall Margin (dB)* —
‘OMNIScanner OMNIRemote
Pairs dB Margin MHz dB Margin MHz
12 — — — — —_— —_
E T J— — — — — —
* Overall margin value is the worst margin for OMNI and Remote. 45 — —_ —_ —_ —_ —
78 — —_ — — — —
Date: Page 1

M MICROTEST®

FIGURE 2-37 The results for Test 2, showing that the cable failed the CAT5e link test.

106

CHAPTER 2: PHYSICAL LAYER CABLING: TWISTED-PAIR



Test 3 A third cable test, as shown in Figure 2-38, also generates the test result
FAIL. Examination of the attenuation and return loss menu shows that the cable
failed to meet CATS5e attenuation and return loss specifications. The permitted
attenuation in CAT5e cable is 24 dB. However, the 1-2 and 3-6 pairs have attenu-
ation losses of 38.0 dB and 41.1 dB. Both cases greatly exceed the permitted
maximum. An arrow points to these attenuation loss scores.

This cable also fails return loss testing for pairs 1-2 and 3—6. CAT5e cable permits
10 dB of return loss. The report shows that the pairs failed the return loss test at
both the OMNIScanner and the OMNIRemote test unit. This cable fails CAT5e
certification based on its attenuation or return loss. In fact, this cable also fails

the NEXT, ELFEXT, and PSELFEXT tests. Any of these failures is sufficient to
prevent this cable from being certified.

Test 4 Figure 2-39 shows the certification report for the cable tested in Test

4. Examination of the certification report shows that the cable failed the delay
skew test. This cable exceeds the maximum skew allowed by TIA/EIA 568-B. In
addition, this cable fails attenuation, ELFEXT, and PSELFEXT tests. The cable is
not certified.

The measured delay skew of 47 ns exceeds the tester setting of 45 ns. However, the
TIA/EIA 568-B standard permits a delay skew of 50 ns, so actually this cable meets
delay skew requirements for CAT5e cable. Should the cable have been certified?
Look at the length measurement for the 3—6 pair length. The cable is 1040 feet (317
meters) long. Remember that the maximum cable length for a CATSe cable run is
100 meters.

Summary of CAT5e Cable Test Examples  You have just seen a few examples
of CAT5e link tests that provide actual test data for various cable problems that
you might encounter on the job. In the tests where a failure was detected, the tester
displays a FAIL screen, and the certification report identifies the problem. The
following is a summary of the test results:

o Test 1: The certification report shows the test result PASS.

o Test 2: The certification report shows the test result FAIL. The report shows
that the cable failed the wiremap test.

o Test 3: This cable test generated the test result FAIL. Examination of the
attenuation and return loss shows that the cable failed to meet CAT5e attenu-
ation and return loss specifications. The cable also failed NEXT, ELFEXT,
PSNEXT, and PSELFEXT tests.

o Test 4: The certification report shows the cable failing the CAT5e link test.
Examination of the report shows that the cable failed the delay skew measure-
ment because the cable length exceeded the 100 meter maximum. The cable
also failed the attenuation, ELFEXT, and PSELFEXT tests.
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[N [[Scanner™|

OMNIiScanner2 Certification Report FAIL
Circuit 1D: Split Pairs OMNIScanner OMNIRemote
Project: TIA Project 50D98L00377 SW: V06.00 S50EQ9L00037
Owner: OMNISCANNER 2 Adapter Adapter
Autotest: Cat 5E Link CHAIj 5/5E/6 CHAN 5/5E/6
Cable: Cat 5E UTP | 4 ;
NVP: 72 ‘ ';
Site: Las Cruces Lmit 12
Floor: 3rd :;:‘:“' ﬂ' (::1)2) 2
Closet: 3158 2y (ns): &18)
Resistance {Ohms): (—) —
Wiremap Expected Actual
OMNI: 12345678 t 12345678 Skew (ns): (45) 3
Remote: 12345678 ! 12345678 Bandwidth (MHz):
Attenuation Overall Margin (dB)*  -195 Return Loss Overalt Margin (dB)* 5.4

Pairs dB Margin MHz

12 19807 464 994
3 411 495 gog
4 29 186 992
78 29 187 999

OMNiScanner
Pairs dB Margin MHz

OMNIRemote
dB Margin MHz

12 1106 53 293
36 104 5.4 298
45 184 6.1 68.0
78 203 33 14

105 53 295
1106 52 203
208 38 1.4
213 43 18

NEXT Overall Margin (dB)* 377 ACR Overall Margin (dB)'  —
OMNIScanner OMNIRemote OMNiIScanner OMNIRemote
Pairs d8 Margin MHz dB Margin MHz Pairs dB Margin MHz dB Margin  MHz
126 '223 377 16 1110 364 118 12136 — - — p— J— —_
12/46 566 54 68 542 35 73 12/45 B — —_ —_— —_ —
12778 €98 g9 19 702 109 21 1278 — — — f— — J—
36/45 394 49 741 561 39 58 36/45 - — — — —_ —
36/78 68.2 96 23 687 94 21 36178 - —_ —_ J— J— J—
4578 595 185 19.0 573 13.2 180 45/78 — —_ -— —_ — J—
ELFEXT Overall Margin (d8)'  -30.1)  PSNEXT Overall Margin (dB)'  -34.7
‘OMNIScanner OMNIRemote OMNiScanner OMNIRemote

Pairs dB Margin MHz

dB Margin MHz

12136 264 301 16
12/45 678 16.6 28
1278 800 223 1.4

368/12 1266 209 16
36/45 608 147 50
3678 799 22 14

4512 '86 414 99.4
45138 119 182 99.4
45778 503 155 183

7812 144 56 99.4
78/36 !10.4 97 999
781456 499 153 18.7

1266 209 16
372 16.6 838
80.1 223 1.4

1264 -30.1 16
354 130 76.3
57.9 212 147

1104 96 99.4
158 .142 999
498 15.2 187

192 108 294
233 33 999
50.4 156 183

Pairs dB Margin MHz

dB Margin MHz

12 !222 347 21
36 222 347 21
45 531 53 73
78 661 92 21

110 334 1.8
1110 334 138
520 37 6.8
663 9.4 21

PSELFEXT
OMNIScanner

Pairs dB Margin MHz

Overall Margin (dB)' -27.1
OMNIRemote
dB Margin MHz

12 1266 268 16
36 1264 271 16
45 689 142 14
78 720 173 1.4

1264 270 16
1266 269 16
336 142 763
721 17.4 1.4

PSACR

Overall Margin (dB)* ——

OMNIScanner OMNIRemote
Pairs dB Margin MHz dB Margin MHz
2 - — — - = —
36 — — — —_ — —
* Overall margin value is the worst margin for OMNI and Remote. 45 — —_ — — —_— _
7 J— — — — — —
Date: Page 1

M MICROTEST®

FIGURE 2-38 The Test 3 CAT5e link test, showing failures with attenuation.

You need to examine test results to find out why a cable has failed a test. You need
to know whether the problem is with the terminations, the cable layout, or the
way the cable is installed. Keeping a record of the cable tests will help you isolate

recurring problems.
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*2

OMNIScanner2 Certification Report FAIL
Circuit ID: Long Box OMNiIiScanner OMNIRemote
Project: TIA Project 50D99L00377 SW: V06.00 S0E99L00037
Owner: OMNISCANNER 2 Adapter Adapter
Autotest: Cat 5E Link CHAir:l 5/5E/6 CHAN 5/55/6
Cable: Cat 5E UTP J
NVP: 72 i
sn?: ) Las Cmce§ Limit 12 36 45 78
4
Floor: 3rd Length ft (308) 1068 11p4c 1050 107
Closet: 35 Delay (ns): (518) 1508 11459 1482 1516
) Resistance (Ohms): ) — —_— — —
Wiremap Expected Actual
OMNI: 12345678 12345678 Skew (ns): (45) 147
Remote: 12345678 12345678 Bandwidth (MHz): -
Attenuation Overall Margin (dB)*  -62.1|  Return Loss Overall Margin (dB)* 4.9
OMNiScanner ‘OMNIRemote
Pairs dB Margin MHz Pairs dB Margin MHz dB Margin MHz
12 1727 528 86.4 12 232 70 264 274 104 21
36 !745 541 898 36 252 82 1.4 233 91 50.7
45 1804 615 783 4 209 49 275 246 76 129
78 1324 621 89.1 78 254 8.4 23 246 86 28.0
NEXT Overall Margin (dB)* 76 ACR Overall Margin (dB)* —
OMNiScanner OMNIRemote OMNiScanner OMNIRemote
Pairs dB Margin MHz dB Margin MHz Pairs dB Margin MHz dB Margin MHz
1236 603 138 136 636 138 8.4 12/36 — — —_ — _— —_
12/45 441 101 785 538 157 41 12/45 —_— —_ —_ — — —
12778 484 86 349 59.6 82 6.6 12178 — - — — ——- -
36/45 661 8.1 25 626 76 39 36/45 —_— — —_ — — -
36/78 454 13.0 992 69.3 124 3.0 3678 — —_ —_— — — —_
45/78 638 130 73 69.4 16.9 57 45/78 — —_ — — — —
ELFEXT Overall Margin (dB)'  -21.1 PSNEXT Overall Margin (dB)* 9.4
OMNIScanner OMNIRemote OMNIScanner OMNIRemote
Pairs dB Margin MHz dB Margin MHz Pairs dB Margin MHz dB Margin MHz
12136 1514 157 916 175 -135 89.8 12 479 111 349 593 108 6.6
12/45 196 -11.1 925 144 178 783 36 643 10.2 3.0 62.2 10.0 39
12178 130 -180 89.1 106 -204 89.1 45 647 94 25 62.1 99 39
M2 1130 87 830 1112 91 964 T8 S85 107 73 595 110 66
3645 114 208 783 156 -161 828 PSELFEXT Overall Margin (dB)* -18.4
36/78 183 -126 90.4 117  -194 89.1 OMNIScanner OMNIRemote
45/12 177 136 86.4 183 130 86.4 Pairs dB Margin MHz dB Margin MHz
45/36 154 -163 828 181 -135 828 12 150 -133 86.4 162 -124 83.0
4578 113 -190 96.7 113 -197 89.1 36 113 165 916 134 -146 89.8
7812 136 131 830 167 -149 830 :: 143 ‘:;'3 ;g? to7 '13’; ;g'i
7836 147 -162 898 176 134 898 tos A7 - tog -7 -
78/46 111 211 783 149 172 783 PSACR Overall Margin (dB)'  —
OMNIiScanner OMNIRemote
Pairs dB Margin MHz dB Margin MHz
12 — —_ —_— j— -— —
36 —_ —_ —_— — . —
* Overall margin value is the worst margin for OMNI and Remote. 45 — — — — — —
78 — — — — —_ —
MMICROTEST® Date: Page 1

FIGURE 2-39 A CAT5e link test, showing failures with delay skew (Test 4).

Tests 1 and 2 demonstrate the importance of keeping a record of tests. In this case,
the cable was certified but later failed. The documentation provided by the certi-
fication report provides evidence that the cable was functioning properly and did
meet CATS5e specifications.
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Wired Connectivity and Performance Issues Summary There are many
other issues associated with troubleshooting wired connectivity and performance
issues, including the following:

e Open/short: A cable may have a wire connection that is open or shorted.
This issue is most often associated with patch cables and wall plates.

e Incorrect pin-out: This error should be easily detected when conducting a
wiremap test on a terminated cable. A cable tester provides a visual indicator
of the wiremap.

e Incorrect cable type: This problem usually occurs when data speeds
increase and a cable is not designed to support the higher data rate. In addi-
tion, an application might require a shielded twisted-pair cable or a plenum-
rated cable. It is important to make sure the proper cable has been used.

e Bad port: When troubleshooting, it might be discovered that a port is not
“hot,” meaning that it is not connecting to the network. You have to make sure
the cable to the switch port is connected and the cable link is good. Next, you
need to verify that the switch port or wall port is functional. If it isn’t, it needs
to be replaced.

o Damaged cables: This problem is usually associated with cable installation,
but it can be associated with patch cables. In either case, a cable tester can be
used to identify the problem.

e Bent pins: This condition can be associated with connectors on a computer
motherboard and with a connector cable such as a DTE V.35 cable or other
types of serial cables. If this condition occurs, you can carefully straighten
the cable pins with needle-nose pliers.

e Bad ports: A poorly terminated UTP plug can be susceptible to RFI that
could degrade data transfers and result in poor signal integrity. A bad or
broken UTP jack can cause an intermittent network connection.

A useful tool for verifying continuity with cable wiring is a multimeter. This device
is used to measure voltage, current, and resistance. A basic multimeter function
related to cabling is conducting a continuity check to verify that two ends are
connected.
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Section 2-7 Review

This section covers the following Network+ exam objectives.

5.2 Given a scenario, troubleshoot common cable connectivity issues and
select the appropriate tools.
This section presents several examples of tests and possible problems that might
be encountered. Problems may result from poor installation, bad connectors, or
bad cable, and a network administrator needs to have good documentation that
each cable has been certified, if possible.

Test Your Knowledge

1. True or false: Patch cables are too short to be tested.
False
2. A UTP certification report lists the following.

Pairs 12 36 45 78
Length 285 288 284 283

What do these results indicate?

a. The test must be repeated.

b. There is not enough information to obtain an answer.
c. The cable length is too long.

d. The cable passes the length test.

3. A data problem is reported to the network administrator. The problem
is found to be with the UTP network connection. Which steps could the
network administrator have taken to isolate the problem? (Select two.)

Visually inspect all UTP terminations.

a.
b. Run a cable test, using a cable tester.

@

Use the ping command to verify network connectivity.

&

Use pairs 4-5 and 7-8 to repair the connection.

e. Contact the installer of the UTP cable to obtain a certification
report.
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SUMMARY

This chapter introduces the basics of horizontal cabling and unshielded twisted-pair
cable. The major topics you should now understand include the following:

o The six subsystems of a structured cabling system

e The purpose of the telecommunications closet and the LAN work area

e The performance capabilities of CAT6/5e UTP

e The wiring color schemes for T568A and T568B

e The pin assignments for an RJ-45 modular plug

e The technical issues of copper over 10 Gigabit Ethernet

o The procedures for testing a CAT6/5e link

e The procedures for troubleshooting a CAT6/5e link

e How to examine and use the test results provided by a CAT6/5e link

certification report

QUESTIONS AND PROBLEMS

Section 2-2
1. What is an 8P8C connector?

a.
b.
c.
d.

An RJ-11 connector
An RJ-6 connector
An RJ-45 connector
An RS-232

2. What do EIA and TIA stand for?

EIA: Electronics Industries Alliance

TIA: Telecommunication Industry Association

3. What are the three parts of the TIA/EIA 568-B standard?
TIA/EIA-568-B.1 Commercial Cabling Standard
TIA/EIA-568-B.2 Twisted-Pair Media
TIA/EIA-568-B.3 Optical Fiber Cabling Standard

4. Identify the six subsystems of a structured cabling system.

1. Building entrance
2. Equipment room
3.
4

. Telecommunications closet

Backbone cabling
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5. Horizontal cabling
6. Work area

5. Which subsystem does permanent networking cabling within a building
belong to?

Horizontal cabling
6. What is a cross-connect?

A cross-connect is a space where one or multiple cables are connected to
equipment or other cables.

7. What is the main cross-connect?

The main cross-connect is the point that usually connects two or more
buildings.

8. A telco and an ISP usually connect to what room in the campus network
hierarchy?

Main cross-connect (MC)
9. What is a WO, and what is its purpose?

A WO is a work area outlet. It is the termination for a horizontal
cross-connect.

10. The patch cable from a computer typically terminates into which of the
following?

a. Jack in a wall plate
b. BNC connector

c. Thinnet

d. RJ-11 modular plug
e. RG-59

11. What is the overall length limitation of an individual cable run from the
telecommunications closet to a networking device in the work area?

100 meters

12. A general rule of thumb is to allow how many meters for the cable run from
the telecommunications closet to the work area?

90 meters

Section 2-3

13. How many pins does an RJ-45 modular plug have?
8 pins
14. What is the difference between CATS and CAT5e?

CAT5e is an enhanced cable capable of carrying data at a rate of 1000Mbps.
CATS5 can carry data at a rate of 100Mbps.
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15.

16.

17.

18.

19.

20.

What is the data rate for Ethernet?

10Mbps

What is the data rate for Fast Ethernet?

100Mbps

What improvements do CAT6, CAT7, and CAT8 cable provide?

They provide improved bandwidth, which leads to improved data rates.
What is the data rate for Gigabit Ethernet?

1000Mbps

What is a benefit of using shielded twisted-pair cabling?

The shield reduces the potential for electromagnetic interference (EMI).
Which cable type—UTP or STP—is preferred by the industry?

Testing shows little performance improvement using STP. The additional
cable and installation cost do not justify its use in all cases. Therefore, the
industry usually recommends the use of UTP cable. However, this can change
with higher data rates such as 10Gbps or 40Gbps.

Section 2-4

21.

22.

23.

What are the color maps and pin number assignments for TS68A and T568B?

Pin Number T568A Wire Color T568B Wire Color

1 White-green White-orange
2 Green Orange

3 White-orange White-green
4 Blue Blue

5 White-blue White-blue

6 Orange Green

7 White-brown White-brown
8 Brown Brown

What is the difference between TS68A and T568B?
T568A and T568B are two different standards for wiring modular connectors.
How many wires are in a CAT6 twisted-pair cable?

8 wires
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24.

25.

26.

27.

28.

29.

30.

How many wire pairs are in a CAT6 twisted-pair cable?
4 pairs

In regard to a CATG6 cable, what pins in an RJ-45 connecter are used to carry
data in a Fast Ethernet network?

TX (+)

TX (-)

RX (+)

RX (-)

What does an “X” on the input to a hub or switch represent?
It indicates a cross-connected input.

Define the term cross-connected input.

A cross-connected input is an input in which the transmit and receive pairs

are internally swapped to maintain proper alignment of the TX and RX pairs.

Draw a picture of properly aligned transmit and receive signals for a
computer’s data link that is running Ethernet data rates.

Device A Device B
1.TX (+) TX (+) 1.
2.TX () TX (-) 2.
3. RX (+) RX (+) 3.
6. RX (-) RX (-) 6.

What is the difference between straight and cross-connected input ports?
Straight =Tx-Tx Rx—Rx
Crossed = Tx-Rx Rx-Tx

Draw the wiremap for a crossover CAT6 UTP cable running Fast Ethernet.

A B

O~NO O~ WN =
O~NO O~ WN =

QUESTIONS AND PROBLEMS
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31.

32.

33.

34.

35.

36.

37.

38.

39.

40.

What is a UTP link test?
It is a test that evaluates a cable from one cable termination to another.
What is a UTP full channel test?

It is a test that evaluates all the link elements from a hub or switch through
the path panel to the wall plate.

What does NEXT stand for, and what does it measure?

NEXT stands for near-end crosstalk and is a measure of the level of crosstalk
within a cable.

A NEXT measurement of 59.5 dB is made on wire pairs 1-2 and 3-6. A
NEXT measurement of 51.8 dB is made on wire pairs 3—6 and 7-8. Which
cable pairs have the best measured NEXT performance?

1-2 and 3-6 have the best measured NEXT performance because a high
NEXT (dB) value is desirable.

Define power-sum measurements.

With power-sum measurements, all four-wire pairs are used to obtain a
combined performance measurement.

Define propagation delay.

Propagation delay is the amount of time it takes a signal to propagate from
one end of a cable to the other.

Signals travel in a cable at some percentage of the velocity of light. What is
the term for this?

Nominal velocity of propagation (NVP)
Why is delay skew critical?

If the wire lengths of different wire pairs are significantly different, then the
data on different wires will arrive at the receiver at different times, potentially
creating distortion of the data.

Why are power-sum measurements critical for high-speed data communica-
tion over UTP?

High-speed data communications (such as Gigabit) require the use of all four-
wire pairs, hence the need to obtain the combined performance measurement
of all four-wire pairs.

Should the expected + loss of a 20-meter UTP cable be greater than or less
than that of a 90-meter UTP cable?

The expected + loss of a 20-meter UTP cable should be less than that of a
90-meter UTP cable.
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41. What is 8P8C, and what connector type is most associated with it?

8P8C is an 8-pin connector. The RJ-45 plug and jack are the most common
8P8C connectors.

42. What are the pin assignments for 1Gbps and 10Gbps?
Refer to Figure 2-11.
43. What is the purpose of a lacing tool?

A lacing tool is used to properly align the wires to make sure the untwisted
wire is minimized.

Section 2-5

44. What is the limit on the bend radius for a UTP cable, and why is this limit
important?

The limit is four times the diameter of the cable. Bends exceeding this limit
can introduce attenuation loss.

45. Is a high PSNEXT measurement desirable?
Yes. It indicates better cable performance.

46. Define margin (dB) relative to cable measurements. What does it mean if the
margin lists a negative value?

The margin indicates the number of decibels by which the measured value
exceeds the limit. A negative value indicates a measurement lower than the
limit.

Section 2-6

47. Define alien crosstalk and draw a picture of how it can happen.

Basically, alien crosstalk (AXT) is an unwanted signal coupling from one
four-pair cable to another. See Figure 2-31 for an example of AXT.

48. What is F/UTP, and what is its purpose?

F/UTP is foil over twisted-pair cabling, and it provides improved security and
noise immunity.

49. Why is balance an issue in UTP cables, and what is TCL?

The balance or symmetry of the signal over wire pairs helps minimize
unwanted leakage of the signal when transmitting Gigabit data rates. TCL,
which stands for transverse conversion loss, measures the differential output
signal, given a common-mode signal on the input.
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50. Answer the following questions related to the certification report shown here.

CABLE TEST MANAGEMENT SOFTWARE
Cable ID: CHAMISA D1011 Test Summary: FAIL
Date/ Time: Operator: J.O. Model: DTX-1800
Headroom: -0.4 dB (NEXT 36-45) Software Version: 1.3100 Main SIN: 9234019
Test Limit: TIA Cat 6 Channel Limits Version: 1,0200 Remote S/N: 9234020
Cable Type: Cat 6 UTP ; Main Adapter: DTX-CHA001
Remote Adapter: DTX-PLA0O1
Wire Map (T5688) ——
PASS
Length (), Limit 328 [Pair78] 46 | [aB Insertion Loss
Prop. Delay (ns), Limit 555 [Pairds) 72 | |60
Delay Skew (ns), Limit 50 [Pairds] 5 | |48
Resistance (ohms) [Pairds] 23 %
24
Insertion Loss Margin (dB) (Pair36] 307 | |12 e
Frequency (MHz) [Pair 36] 250. () o
e 0 Frequency (MHz) 250
Worst Case Margin 7
FAIL “MAN SR [ MAN SR | |wei— 8B HEXT @ Remols
Worst Pair 3645 3645 | 3645 3645 [ .
NEXT (dB) 04F 18 06 46 \ \
Freq. (MHz) 623 623 |2485 1870 || ®
Limit (dB) 434 434 | 332 353 “© ©
Worst Pair % 3 ¥ % 2 2,
PSNEXT (dB) 17 42 23 75 0 o
Freq. (MHz) 628 623 | 2480 2475 0 FreqencyMH) 250 | 0 FreqwncyMH) 250
Limit (dB) 406 4086 302 302 .
PASS _ VAN SR [WMAN SR | |t S pp—SETe
Worst Pair 3645 4536 | 3645 4536 = \\ %
ELFEXT(dB) 134 133 | 152 149 N
Freq. (MHz) 11 13 | 2495 2495 OIS ®
 Limit (dB) 622 613 | 153 153 || 4" ©
Worst Pair 45 45 45 2 = Y =
PSELFEXT (dB) 157 157 | 178 179 o o
Freq. (MHz) 11 1.0 2495 2495 o Frequency (MHz) 250! o Frequency (MHz) 250,
Limit (dB) 502 603 | 123 123
T NA MAN SR | MAIN SR | |i0 AR It ACR@Rance
Worst Pair 3645 3645 | 3645 3645 ) @
ACR (dB) 84 99 | 315 379 6| eo| ¥
Freq. (MHz) 79 68 | 2485 2485 o> ©
Limit(dB) 827 842 | 27 27 ||z »
Worst Pair % 3% % % 5 - A =
PSACR (dB) 97 107 | 330 B2 || 2 »
Freq. (MHz) 75 70 |2480 2480 0 FreqencyMH) 250 | 0 FreawncyMH) 250
Limit (dB) 506 513 | 56 56
PASS MAI SR | MAN SR |
Worst Pair 7% 45 5 &
RL (dB) 35 49 50 50
Freq. (MHz) 1245 2170 | 2085 2325
Limit (dB) 10 86 88 83
0 Frequency (MHz) 250 0 Frequency (MHz) 250
= CHAMISA 2000 A LinkWare Version 3.01
roject: I
Site: CHAMISA A2000 FLUKE
chamisa.fiw s e

a. What is the length of pair 7-8?
46 feet

b. What is the length of pair 4-5?
72 feet

c. Why did this cable fail the test?
It failed the NEXT measurement.

118 CHAPTER 2: PHYSICAL LAYER CABLING: TWISTED-PAIR



51. Answer the following questions related to the certification report shown here.

" LINKWARE
CABLE TEST MANAGEMENT SOFTWARE
Cable ID: CHAMISA 2065 Test Summary: FAIL
Date/ Time: Operator; J.0. Model: DTX-1800
Headroom: 4.4 dB (NEXT 12-36) Software Version: 1.3100 Main SIN: 9234019
Test Limit: TIA Cat 6 Perm. Link Limits Version: 1.0200 Remote S/N: 9234020
Cable Type: Cat 6 UTP NVP: 69.0% Main Adapter: DTX-PLA001
Remote Adapter: DTX-PLA001
Wire Map (T5688) I
PASS
1 1 -
2 2 [ Length (), Limit 265 (Pair78] 311 | [dB Insertion Loss
i 3 | Prop. Delay (ns), Limit 498 (Pairds] 494 | (O |
% « | Delay Skew (ns), Limit 44 [Pairds] 36 | |48
5 5 Resistance (ohms) [Pair36] 147 36|
7 7 | e
8 8 24
s s | Insertion Loss Margin (dB) (Pair36) -0.1°F | | 12 1
Frequency (MHz) [Pair36] 34 0
Limit (dB) [Pair36] 32 0 Frequency MHz) 250
Worst Case Margin__ Worst Case Value 1 ]
PASS MAN SR |MAN SR | % =T 1 | (B
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Worst Pair % % 2 12
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Worst Pair 3% 36 % 36
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PASS MAIN SR__[ MAN SR
Worst Pair 5 12 5 a5
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Freq (MHz) 2440 35 | 2440 2455
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0 Frequency(MHz) 250 0 Frequency (MHz) 250
LinkWare Version 301
Project: CHAMISA 2000 A
Site: CHAMISA A2000 FLUKE
chamisa.fiw oo

a. What is the length of wire pair 7-8?

311 feet (which exceeds the maximum length for a permanent link)
b. What is the delay skew for pair 4-5?

36 ns
c. Why did this cable fail the wiremap test?

The cable is too long.
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52. Answer the following questions related to the certification report shown here.

S [Seanner” e

OMNIScanner2 Certification Report FAIL
Circuit ID: Grey 1 OMNIScanner OMNIRemote
Project: TIA Project 50099100377 SW: V0B.00 SOES9L00037
Owner: OMNISCANNER 2 Adapter Adapter
- — CHAN S/SE/8 CHA_NEISEIG
Cable: Cat SE UTP 1
NVE: 72 i I
site: Las Cruces —-; 2 =
- & Limd 12 3% 45 18
Foor: ¥ x . Length ft (308) 21 [ 2 12
2 315 Delay (ns): (518 30 o 3 3
Resistance (Ohms): ey o ol el B2
Wiremap Expected
OMNI: 12345678 1 12345678 Skew (ns): (45 3t
Remote: 12345678 ! 12547683 Bandwidth (MHz): B
Attenuation Overall Margin (dB)' 197  Retum Loss Overall Margin (dB)*  —
'OMNIScanner OMNIRemote
Pairs  dB Margin  MHz Pairs  dB Margin  MHz dB Margin  MHz
12 15 197 961 12 192 69 943 T 190 87 956
® - = . 3% - — = = o
45 - — - 45 — — l — — -
7. - — — m - — - - —
NEXT Overall Margin (48)" —| Acr Overall Margin (dB)' -~
OMNIScanner
Pairs 6B Margin  MHz dB Margin MHz | Palrs dB Margin  MHz 48 Margin Mz
12136 - < = | e = ot 1236 — = EES R e z=
1M — vy =2 o= o] rams = = = - = =
2w - - = £ £ w| obmge s e e
45— - - - - —| oeue — - - B
WA — - - - - —| w2 — - - - - -
4508 — - — - - —| a3 — -  — - = -
ELFEXT Overal Margin () —| PSNEXT Overall Margin (dB)' 8.7
‘OMNIScanner oM
Pairs  dB Margin MHz dB Margin MHz | Pairs dB Margin MHz dB Margin MHz
s — — — - = — [ J— - - - - -
2 - — - - = - ¥ - = = =
27 - - - - = - [ — - — = = —
.M2 — —_ — -— - o ™ = - — —_ pE —
wE - - = - = —| PSELFEXT Overall Margin (dB)'  10.3
3878 e = - = -
sz — - - - - _ | Pairs dB Margin MHz 4B Margin MHz
e - — - - = = 2 Mg = & s & =
s - - - - s — - - S o
& _ _ - - —
W™z - - - -
[ - - e s = = =
L - —  —[ PsAcrR Overall Margin (dB)'  —
Pairs  dB Margin Mz 4B Margin MHz
L - = e | & 2T
P T R P R e
* Overall margin value is the worst miargin for OMNI and Remote. s — - - = o
78 i s e £ s
MMICROTEST* sl

a. Why did the cable fail the test?
There are multiple errors with cable wiring.
b. Draw the wiremap diagram for this cable.
1-15-7
2-2 6-6
3-57-8
4-48-3
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Section 2-7
53. A data problem is reported to the network administrator. The problem is
found to be with the UTP network connection. What steps could the network
administrator have taken to isolate the problem? (Select two.)
a. Visually inspect all UTP terminations.
b. Run a cable test using a cable tester.
c. Use the ping command to verify network connectivity.
d. Use pairs 4-5 and 7-8 to repair the connection.

e. Contact the installer of the UTP cable to obtain a certification report.

Certification Questions
54. A NEXT measurement of 59.5 dB is made on wire pairs 1-2 and 3-6. A
NEXT measurement of 51.8 dB is made on wire pairs 3—6 and 7-8. True or
false: Pairs 3—6 and 7-8 have the best NEXT performance measurement.
a. True
b. False
55. True or false: In regard to CAT5e/CAT6 cable operating in half-duplex mode
for Ethernet or Fast Ethernet, pins 1-2 and 3—-6 are used to carry the data.
a. True
b. False

56. True or false: A CATS5e/6 link test tests from one termination to another.

a. True
b. False
57. True or false: Only two wire pairs are used to obtain a proper power-sum
measurement.
a. True
b. False
58. True or false: Delay skew is critical because if the wire lengths of different
wire pairs are significantly different, the data will arrive at the receiver at dif-
ferent times, potentially creating distortion of the data.
a. True
b. False

59. Permanent networking cabling within a building .

a. is vertical cabling
b. belongs to the work area

c. belongs to the equipment room

d. None of these answers are correct.
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60. How many pins does an RJ-45 modular plug have?

a.
b.

d.

c.

4
6
8
16

None of these answers are correct.

61. Which of the following best defines horizontal cabling?

a.

€.

Cabling that extends out from the telecommunications closet into the
LAN work area

Cabling that extends out from the work area into the LAN
Cabling that extends out from the backbone into the LAN work area

Cabling that extends out from the equipment room into the LAN work
area

None of these answers are correct.

62. A UTP certification report lists the following.

Pair

12 36 45 78

Length 1310 308 1311 307

What do these results indicate?

IS

a. The cable fails the certification test.
b.

Pairs 3-6 and 7-8 will be certified.
Pairs 1-2 and 4-5 will be certified.
The cable passes the certification test.

The ! sign indicates that the cable pair meets or exceeds power-sum test
criteria.

63. The length difference in wire pairs for UTP .

a.
b.
c.
d.

indicates that the cable should not be certified
indicates that the cable should be certified
is due to the difference in the cable twists for each wire pair

is due to poorly manufactured cable
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Recent advances in the development and manufacture of fiber-optic systems have
made them the latest frontier in the field of optical networking. These systems
are being used extensively for both private and commercial data links and have
replaced a lot of copper wire. The latest networking technologies to benefit from
the developments in optical networking are Gigabit Ethernet and 10 Gigabit
Ethernet.

3-1 INTRODUCTION

This chapter presents a thorough introductory examination of fiber optics and
optical networking. The material presented examines the fundamentals of fiber
optics through system design. You might choose to focus on Section 3-5, “Optical
Networking,” if the students have already had an introduction to fiber optics.

A fiber-optic network is surprisingly simple, as shown in Figure 3-1. It is composed
of the following elements:

o A fiber-optic transmission strand can carry the signal (in the form of a modu-
lated light beam) a few feet or even hundreds or thousands of miles. A cable
may contain three or four hair-like fibers or a bundle of hundreds of such
fibers.

e A source of invisible infrared (IR) radiation—usually a light-emitting diode
(LED) or a solid-state laser—light beam can be modulated by digital data or
an analog signal.

e A photosensitive detector converts the optical signal back into an electrical
signal at the receiver.

o Efficient optical connectors are at the light-source-to-cable interface and
at the cable-to-photo detector interface. These connectors are critical when
splicing the optical cable due to the fact that excessive loss can occur at
connections.

The advantages of optical communication links compared to copper conductors are
enormous and include the following:

o Extremely wide system bandwidth: The intelligence is impressed on the
light by varying the light’s amplitude. The best LEDs have a 5 ns response
time and provide a maximum bandwidth of about 100MHz. With laser light
sources, however, data rates over 10Gbps are possible with single-mode fiber.
The amount of information multiplexed on such a system—in the hundreds of
gigabits per second—is indeed staggering.

o Immunity to electrostatic interference: External electrical noise and light-
ning do not affect energy in a fiber-optic strand. However, this is true only
for the optical strands and not the metallic cable components or connecting
electronics.
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FIGURE 3-1  Fiber-optic communication system. (From Modern Electronic Communication 9/e,
by J.S. Beasley & G. M. Miller, 2008, p. 781. Copyright © 2002 Pearson Education, Inc.
Upper Saddle River, NJ.)

o Elimination of crosstalk: The light in one glass fiber does not interfere with,
nor is it susceptible to, the light in an adjacent fiber. Recall that crosstalk
results from the electromagnetic coupling between two adjacent copper wires.

o Lower signal attenuation than with other propagation systems: Typical
attenuation of a 1GHz bandwidth signal for optical fibers is 0.03 dB per
100 feet, compared to 4.0 dB for RG-58U coaxial.

e Lower costs: Optical fiber costs are continuing to decline, and the costs of
many optical systems are decreasing as fiber is used more and more.

o Safety: In many wired systems, the potential hazard of short circuits requires
precautionary designs. In addition, the dielectric nature of fiber optics
eliminates the spark hazard.

e Corrosion: Given that glass is basically inert, the corrosive effects of certain
environments are not a problem.

e Security: Due to its immunity to electromagnetic coupling and radiation,
optical fiber can be used in most secure environments. Although interception
and tapping are possible, they are very difficult to do.

3-1: INTRODUCTION
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This chapter examines optical networking. Section 3-2, “The Nature of Light,”
presents an overview of optical fiber fundamentals, including a discussion on
wavelengths and types of optical fibers. Section 3-3, “Fiber Attenuation and
Dispersion,” examines the two distance-limiting parameters in fiber-optic
transmission: attenuation and dispersion. Optical components are presented in
Section 3-4, “Optical Components,” including the various types of connectors
currently used on fiber. Section 3-5, “Optical Networking,” provides an overview
of SONET and FDDI, as well as optical Ethernet. It also includes a discussion
on setting up a building and campus distribution for fiber. Safety is extremely
important when working with fiber. A brief overview of safety is presented in
Section 3-6, “Safety.” Section 3-7 “Troubleshooting Fiber Optics” examines traces
obtained from OTDR tests.

Table 3-1 outlines the CompTIA Network+ objectives related to this chapter and
identifies the chapter section that covers each objective. At the end of each chapter
section you will find a review with comments on the Network+ objectives presented
in that section. These comments are provided to help reinforce your understanding of
each Network+ objective. The chapter review also includes “Test Your Knowledge”
questions to help you understand key concepts before you advance to the next
section of the chapter. At the end of the chapter you will find a complete set of
questions as well as sample certification exam-type questions.

TABLE 3-1 Chapter 3 CompTIA Network+ Objectives

Domain/Objective Domain/Objective Description Section Where
Number Objective Is Covered
1.0 Networking Fundamentals
1.2 Explain the characteristics of network topologies and network 3-5
types.
1.3 Summarize the types of cables and connectors and explain which ~ 3-2, 3-4, 3-5
is the appropriate type for a solution.
1.6 Explain the use and purpose of network services. 3-5
1.7 Explain basic corporate and datacenter network architecture. 3-5
2.0 Network Implementations
2.1 Compare and contrast various devices, their features, and their 3-2,3-5

appropriate placement on the network.

2.2 Compare and contrast routing technologies and bandwidth 3-4
management concepts.

2.3 Given a scenario, configure and deploy common Ethernet 3-2,3-5
switching features.

2.4 Given a scenario, install and configure the appropriate wireless 3-4
standards and technologies.
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Domain/Objective Domain/Objective Description Section Where

Number Objective Is Covered

3.0 Network Operations

3.1 Given a scenario, use the appropriate statistics and sensors to 3-2,3-3,3-4,3-5
ensure network availability.

3.2 Explain the purpose of organizational documents and policies. 3-5

3.3 Explain high availability and disaster recovery concepts and 3-4,3-5
summarize which is the best solution.

4.0 Network Security

4.3 Given a scenario, apply network hardening techniques. 3-4

4.5 Explain the importance of physical security. 3-5

5.0 Network Troubleshooting

5.2 Given a scenario, troubleshoot common cable connectivity issues  3-2, 3-3, 3-4, 3-5, 3-6
and select the appropriate tools.

5.4 Given a scenario, troubleshoot common wireless connectivity 3-3
issues.

5.5 Given a scenario, troubleshoot general networking issues. 3-6

3-2 THE NATURE OF LIGHT

This section provides an introduction to the basics of light refraction and reflection.
The concepts presented in this section are important because many of them are used
when fiber is described in the literature or data sheets. Key concepts are multimode
fiber, single-mode fiber, and pulse dispersion.

Before you can understand the propagation of light in a glass fiber, it is necessary
to review some basics of light refraction and reflection. The speed of light in free
space is 3 x 108 meters per second but is reduced in other media, including fiber-
optic cables. The reduction as light passes into denser material results in refraction
of the light. Refraction causes the light wave to be bent, as shown in Figure 3-2(a).
The speed reduction and subsequent refraction are different for each wavelength,
as shown in Figure 3-2(b). The visible light striking the prism in this figure

causes refraction at both air/glass interfaces and separates the light into its various
frequencies (colors), as shown. This same effect produces a rainbow, with water
droplets acting as prisms to split the sunlight into the visible spectrum of colors

(that is, the various frequencies). Refractive Index

The amount of bend provided by refraction depends on the refractive index of the The ratio of the speed of
two materials involved. The refractive index, n, is the ratio of the speed of light lightin free space to its
in free space to the speed in a given material. It is slightly variable for different speed in a given material

frequencies of light, but for most purposes, a single value is accurate enough.
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/Infrared Light
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FIGURE 3-2 Refraction of light. (From Modern Electronic Communication 9/e, by
J.S. Beasley & G. M. Miller, 2008, p. 782. Copyright ©2002 Pearson Education, Inc.
Upper Saddle River, NJ.)

In the fiber-optics industry, spectrum notation is stated in nanometers (nm) rather
than in frequency (Hz) simply because it is easier to use, particularly in spectral-
width calculations. A convenient point of commonality is that 3 x 10'“Hz, or
300THz, is equivalent to 1 um, or 1000 nm. This relationship is shown in

Figure 3-3. The one exception to this naming convention is when discussing dense
wavelength division multiplexing (DWDM), which is the transmission of several
optical channels, or wavelengths, in the 1550 nm range, all on the same fiber. For
DWDM systems, notations and channel separations are stated in terahertz (THz).
Wavelength division multiplexing (WDM) systems are discussed in Section 3-5.
An electromagnetic wavelength spectrum chart is provided in Figure 3-3. The
electromagnetic light waves just below the frequencies in the visible spectrum
extending from 680 nm up are called infrared light waves. Whereas visible light
has a wavelength from approximately 430 nm up to 680 nm, infrared light extends
from 680 nm up to the microwaves. The frequencies from the infrared on up are
termed the optical spectrum.

These are the commonly used wavelengths in today’s fiber-optic systems:

e Multimode fiber: 850 and 1310 nm
o Single-mode fiber: 1310 and 1550 nm
o Fiber-to-the-home/fiber-to-the-business: 1600-1625 nm

Figure 3-4 shows the typical construction of an optical fiber. The core is the portion
of the fiber strand that carries the transmitted light. The cladding is the material
surrounding the core. It is almost always glass; plastic cladding of a glass fiber is
available but rarely used. In any event, the refraction indexes for the core and the
cladding are different. The cladding must have a lower index of refraction to keep

to keep the light in the - . : X ) )
core the light in the core. A plastic coating surrounds the cladding to provide protection.
. J Figure 3-5 shows examples of fiber strands from a fiber bundle.
130 CHAPTER 3: PHYSICAL LAYER CABLING: FIBER OPTICS



Visible light

i Vio Blue Grn Yel Orng Red
Ultraviolet Fib ) Infrared
Far Near [CEICRLCE Near Middle Far

300 390 455 492 577 597 622 770 850 1310 16201800 6000 40000
Gamma
rays
Long
Cosmic X Micro- Radi ele_ctri_cal
rays rays waves ECOMEES oscillations

N I I
107 10 10® 10 10 102 10" 10° 10" 102 10 10* 10° 10° 107 108 10° 10”’10”1012 ‘1013‘1014‘1015‘1016‘1017
im ]103 10° Meters

<+Wmlength+>
| 3000H,—Audio

| 1000kH, AM broadcast
<+—Frequency * 3({10”H,—Radio/30MH,/VHF
p— 3{10°H,—Radio/300MH,/UHF

3(10°H,—Microwave radio/3GH,

. 3(10"H,
values in this row
are in nanometers 3(10"H, —§

FIGURE 3-3 The electromagnetic wavelength spectrum. (From Modern Electronic
Communication 9/e, by J.S. Beasley & G. M. Miller, 2008, p. 784. Copyright ©2008 Pearson
Education, Inc. Upper Saddle River, NJ.)
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FIGURE 3-4 Single-fiber construction. (From Modern Electronic Communication 9/e, by
J.S. Beasley & G. M. Miller, 2008, p. 785. Copyright ©2008 Pearson Education, Inc.
Upper Saddle River, NJ.)

Another measure of a fiber’s light acceptance is numerical aperture, which is a
basic specification provided by the manufacturer that indicates the fiber’s ability to
accept light and shows how much light can be off-axis and still propagate.

Several types of optical fibers are available, and there are significant differences in
their characteristics. The first communication-grade fibers (in the early 1970s) had
light-carrying core diameters about equal to the wavelength of light. They could
carry light in just a single waveguide mode.

Numerical Aperture

A measure of a fiber’s
ability to accept light

3-2: THE NATURE OF LIGHT
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Multimode Fiber

A fiber that supports
many optical waveguide
modes

FIGURE 3-5 Fiber strands (focal point/Shutterstock).

The difficulty of coupling significant light into such a small fiber led to the
development of fibers with cores of about 20 to 100 um. These fibers support
many waveguide modes and are called multimode fibers. The first commercial
fiber-optic systems used multimode fibers with light at 800-900 nm wavelengths.
A variation of multimode fiber, termed graded-index fiber, was subsequently
developed and afforded greater bandwidth capability.

As the technology became more mature, the single-mode fibers were found to provide
lower losses and even higher bandwidth. This led to their use at 1300 nm, 1550 nm,
and up to 1625 nm in many telecommunication and fiber-to-the home applications.
The new developments have not made old types of fiber obsolete. The application now
determines the type used. The following major criteria affect the choice of fiber type:

e Signal losses
o Ease of light coupling and interconnection
e Bandwidth
Figure 3-6 illustrates a fiber with three modes (that is, multimode) of propagation:
e The lowest-order mode is traveling along the axis of the fiber.
e The middle-order mode is reflected twice at the interface.

o The highest-order mode is reflected many times and makes many trips across
the fiber.

As a result of these variable path lengths, the light entering the fiber takes a variable
length of time to reach the detector. This results in a pulse-broadening or dispersion
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characteristic, as shown in Figure 3-6. This effect, termed pulse dispersion,

limits the maximum distance and rate at which data (pulses of light) can be
practically transmitted. In addition, the output pulse has reduced amplitude as well
as increased width. The greater the fiber length, the more pronounced this effect.
As a result, manufacturers rate their fiber in bandwidth per length. For example,
the rating 400MHz/km means the fiber can successfully transmit pulses at the rate
of 400MHz for 1 kilometers, 200MHz for 2 kilometers, and so on. In fact, current
networking standards limit multimode fiber distances to 2 kilometers. Longer
transmission paths are attained by locating regenerators at appropriate locations.
Step-index multimode fibers are rarely used in networking due to their very high
amounts of pulse dispersion and minimal bandwidth capability.

High-order mode

Y

>

PN
vx\va/m\

Input pulse
pulse \ \

Low-order mode Middle-order mode

Pulse Dispersion

Stretching of received
pulse width because of
multiple paths taken by
the light

FIGURE 3-6 Modes of propagation for step-index fiber. (From Modern Electronic
Communication 9/e, by J.S. Beasley & G. M. Miller, 2008, p. 787. Copyright ©2008 Pearson
Education, Inc. Upper Saddle River, NJ.)

Graded-Index Fiber

In an effort to overcome the pulse-dispersion problem, graded-index fiber was
developed. In the manufacturing process for this fiber, the index of refraction is
tailored to follow the parabolic profile shown in Figure 3-7. This results in low-
order modes traveling through the constant-density material in the center. High-
order modes see a lower index of refraction material farther from the core, and thus
the velocity of propagation increases away from the center. Therefore, all modes,
even though they take various paths and travel different distances, tend to traverse
the fiber length in about the same amount of time. These fibers can therefore handle
higher bandwidths and/or provide longer transmission distances before pulse
dispersion effects destroy intelligibility and introduce bit errors.

Low-order
mode ray
v sl
P
0
Input \ Output
pulse ) ) pulse
Middle-order High-order
mode ray mode ray

Graded-Index Fiber

Fiber in which the index
of refraction is gradually
varied with a parabolic
profile

FIGURE 3-7 Modes of propagation for graded-index fiber. (From Modern Electronic
Communication 9/e, by J.S. Beasley & G. M. Miller, 2008, p. 788. Copyright ©2008 Pearson
Education, Inc. Upper Saddle River, NJ.)
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Single-Mode Fiber

Fiber cables with core
diameters of about

7-10 pm, in which light

follows a single path

Long Haul

Refers to transmission
of data over hundreds or

thousands of miles

Graded-index multimode fibers with 50 um-diameter cores and 125 pm cladding are
used in many telecommunication systems at up to 300Mbps over 50 km ranges without
repeaters. Graded-index fiber with up to a 100 um core is used in short-distance applica-
tions that require easy coupling from the source and high data rates, such as for video
and high-speed local area networks (LANs). The larger core affords better light coupling
than the 50 pm core and does not significantly degrade the bandwidth capabilities.

In the telecommunications industry, there are two commonly used core sizes for
graded-index fiber: 50 um and 62.5 pm. Both have 125 um cladding. The large
core diameter and the high numerical aperture (NA) of these fibers simplify input
cabling and make it possible to use relatively inexpensive connectors. Fibers are
specified by the diameters of their core and cladding. For example, the fibers just
described would be called 50/125 fiber and 62.5/125 fiber.

Single-Mode Fibers

A technique used to minimize pulse dispersion effects is to make the core extremely
small—on the order of a few micrometers. This type of fiber accepts only a low-
order mode, thereby allowing operation in high-data-rate long-distance systems.
This fiber is typically used with high-power, highly directional modulated light
sources such as lasers. Fibers of this variety are called single-mode (or monomode)
fibers. Core diameters of only 7-10 pum are typical. Figure 3-8 provides a graphical
summary of the three types of fiber discussed in this section, including typical
dimensions, refractive index profiles, and pulse-dispersion effects.

Single-mode fibers are widely used in long-haul and wide area network (WAN)
applications. They permit transmission of about 10Gbps and repeater spacing of up
to 80 km. These bandwidth and repeater spacing capabilities are constantly being
upgraded with new developments.

Input light Fiber Refractive index (n) Cable side view Output
pulse cross section profile showing light path light pulse
/\ I I /L
(a) [ ]
Core
7-10m Single-mode step index
/\ ; I E E I
®) | ]
Core
50-100 m Multimode step index
© /\ :> @ @ é /\
Core
50-85m Multimode graded index

FIGURE 3-8 Types of optical fiber. (From Modern Electronic Communication 9/e, by
J.S. Beasley & G. M. Miller, 2008, p. 789. Copyright ©2008 Pearson Education, Inc.
Upper Saddle River, NJ.)
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When describing the core size of single-mode fibers, the term mode field diameter
is commonly used. Mode field diameter is the actual guided optical power
distribution diameter. In a typical single-mode fiber, the mode field diameter is
approximately 1 um larger than the core diameter. The actual value depends on

the wavelength being transmitted. In fiber specification sheets, the core diameter

is stated for multimode fibers, but the mode field diameter is typically stated for
single-mode fibers.

Section 3-2 Review

4 Mode Field

Diameter

The actual guided
optical power
distribution, which is
typically a micron or
so larger than the core
diameter; single-mode
fiber specifications
typically list the mode

field diameter

This section covers the following Network+ exam objectives. \_ J
1.3 Summarize the types of cables and connectors and explain which is
the appropriate type for a solution.

This section introduces the concept of multimode fiber and examines the three

modes of operation.

2.1 Compare and contrast various devices, their features, and their
appropriate placement on the network.

This section examines single-mode fibers, which are widely used in long-haul

and WAN applications. They permit transmission of about 10Gbps and

repeater spacing of up to 80 kilometers. These bandwidth and repeater spacing
capabilities are constantly being upgraded with new developments.
2.3 Given a scenario, configure and deploy common Ethernet switching
features.

This section examines the concept of refractive index, which is the ratio of the

speed of light in free space to its speed in a given material.

3.1 Given a scenario, use the appropriate statistics and sensors to ensure
network availability.

The concept of bandwidth of the various fiber cables are examined in this section.
5.2 Given a scenario, troubleshoot common cable connectivity issues and
select the appropriate tools.

This section examines the various limitations on distance for various types of fiber.

Test Your Knowledge

1. What light waves are just below the frequencies in the visible spectrum?
a. Sub-light waves
b. Infrared light waves
c. Refractive waves
d. Multimode waves
e. Polar waves
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Loss due to light breaking
up and escaping into the
cladding

2. What is the name for the material surrounding the core of an optical
waveguide?

a. Cladding
b. Aperture

c. Mode field
d. Step-index

e. Graded-index

3. True or false: Single-mode fiber cables have a core diameter of about
7—-10 micrometers.

True

3-3 FIBER ATTENUATION AND DISPERSION

The two distance-limiting parameters in fiber-optic transmission, attenuation
and dispersion, are presented in this section. Students need to become familiar
with these concepts. A good understanding of these topics will make it easier for
students to work with system design issues (covered in Section 3-6).

There are two key distance-limiting parameters in fiber-optic transmissions:
attenuation and dispersion.

Attenuation

Attenuation is the loss of power introduced by fiber. This loss accumulates as
the light is propagated through the fiber strand. The loss is expressed in dB/km
(decibels per kilometer) of length. The attenuation, or loss, of the signal is due
to the combination of four factors: scattering, absorption, macrobending, and
microbending. There are also two types of attenuation: intrinsic and extrinsic.

Scattering is the primary loss factor over the three wavelength ranges. Scattering
in telecommunication systems accounts for 96% of the loss and is the basis of the
attenuation curves and values, such as that shown in Figure 3-9, and industry data
sheets. Scattering known as Rayleigh scattering is caused by refractive index fluctua-
tions. Rayleigh scattering decreases as wavelength increases, as shown in Figure 3-9.

The second loss factor, absorption, is a composite of light interaction with the
atomic structure of the glass. It involves the conversion of optical power to heat.
One portion of the absorption loss is due to the presence of OH hydroxoyl ions
dissolved in the glass during manufacture. They cause the water attenuation or OH
peaks, shown in Figure 3-9, and other attenuation curves.

Macrobending is loss caused by the light mode breaking up and escaping into the
cladding when the fiber bend becomes too tight. As the wavelength increases, the
loss in a bend increases. Although losses are in fractions of a dB, the bend radius in
small splicing trays and patching enclosures should be minimal.
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Microbending is a type of loss caused by mechanical stress placed on the fiber
strand, usually in terms of deformation resulting from too much pressure being
applied to the cable. For example, excessively tight tie wraps or clamps contribute
to this loss. This loss is noted in fractions of a decibel.

Attenuation
in db/km MM fiber
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0.6t01.2 SM fiber
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Wavelength in nanometers

l l l

Multimode Multimode Single-mode
Single-mode

Microbending

Loss caused by very
small mechanical
deflections and stress on
the fiber

FIGURE 3-9 Typical attenuation of cabled fiber strands. (From Modern Electronic Communication
9/e, by J.S. Beasley & G. M. Miller, 2008, p. 792. Copyright ©2008 Pearson Education, Inc.
Upper Saddle River, NJ.)

Dispersion
Dispersion, or pulse broadening, is the second of the two key distance-limiting

parameters in a fiber-optic transmission system. It is a phenomenon in which the
light pulse spreads out in time as it propagates along the fiber strand. This results

in a broadening of the pulse. If the pulse broadens excessively, it can blend into the
adjacent digital time slots and cause bit errors. Figure 3-10 illustrates the effects of

dispersion on a light pulse.
There are three types of dispersion:
e Modal dispersion: The broadening of a pulse due to different path lengths
being taken through the fiber by different modes.

e Chromatic dispersion: The broadening of a pulse due to different
propagation velocities of the spectral components of the light pulse.

o Polarization mode dispersion: The broadening of a pulse due to the
different propagation velocities of the X and Y polarization components
of the light pulse.

Dispersion

Broadening of a light
pulse as it propagates
through a fiber strand
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FIGURE 3-10 Pulse broadening or dispersion in optical fibers. (Adapted from Modern Electronic
Communication 9/e, by J.S. Beasley & G. M. Miller, 2008, p. 793. Copyright ©2008 Pearson
Education, Inc. Upper Saddle River, NJ.)

Modal dispersion occurs predominantly in multimode fiber. From a light source,
the light rays can take many paths as they propagate along the fiber. Some light rays
travel in a straight line, but most take variable-length routes. As a result, the rays
arrive at the detector at different times, and the result is pulse broadening (refer to
Figures 3-6 and 3-7). The use of graded-index fiber greatly reduces the effects of
modal dispersion and therefore increases the bandwidth to about 1GHz/km. On the
other hand, single-mode fiber does not exhibit modal dispersion, given that only a
single mode is transmitted.

A second, equally important, type of dispersion is chromatic. Chromatic dispersion
is present in both single-mode and multimode fibers. Basically, the light source
(whether laser or LED) produces several different wavelength light rays when
generating the light pulse. The light rays travel at different velocities, and as a
result, these rays arrive at the receiver detector at different times, causing the
broadening of the pulse.

There is a point at which dispersion is actually at zero, and it is determined by

the refractive index profile. It happens near 1310 nm and is called the zero-
dispersion wavelength. By altering the refractive index profile, this zero-dispersion
wavelength can be shifted to the 1550 nm region. Such fibers are called dispersion
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shifted. This is significant because the 1550 nm region exhibits a lower attenuation
than occurs at 1310 nm. This becomes an operational advantage, particularly to
long-haul carriers, because with minimum attenuation and minimum dispersion in
the same wavelength region, repeater and regenerator spacing can be maximized.

Polarization mode is the type of dispersion found in single-mode systems, and it
becomes a particular concern in long-haul and WAN high-data-rate digital and
high-bandwidth analog video systems. In a single-mode fiber, the single propa-
gating mode has two polarizations, horizontal and vertical, or X axis and Y axis.
The index of refraction can be different for the two components; this affects their
relative velocity, as shown in Figure 3-11.

Amount of
chromatic
Refractive pulse
Cross index Input dispersion Output
section profile pulse pulse
—>| 0 |<—

CNENE = N

FIGURE 3-11 Polarization mode dispersion in single-mode fiber. (From Modern Electronic
Communication 9/e, by J.S. Beasley & G. M. Miller, 2008, p. 794. Copyright ©2008 Pearson
Education, Inc. Upper Saddle River, NJ.)

Dispersion Compensation

A considerable amount of fiber in use today was installed in the 1980s and early
1990s. This cable was called the Class IVa variety. These cables were optimized to
operate in the 1310 nm region, which means their zero-dispersion point was in the
1310 nm wavelength. Due to continuous network expansion needs in recent years,
it is often desired to add transmission capacity to the older fiber cables by using
the 1550 nm region, particularly because the attenuation at 1550 nm is less than at
1310 nm. One major problem arises at this point: The dispersion value is higher at
1550 nm, which severely limits its distance capability.

To overcome this problem, a fiber called dispersion compensating fiber was
developed. This fiber acts as an equalizer, with negative dispersion canceling
positive dispersion. The fiber consists of a small coil normally placed in the
equipment rack just prior to the optical receiver input. This introduces some
insertion loss (3—10 dB) and may require the addition of an optical-line amplifier.

A relatively new device is a fiber Bragg grating. This technology involves etching
irregularities onto a short strand of fiber, which changes the index of refraction
and, in turn, reflects slower wavelengths to the output before the faster ones.

This results in a compressed, or narrower, light pulse, minimizing intersymbol
interference (ISI).

N

~

Dispersion
Compensating Fiber
Fiber that acts as an
equalizer, canceling
dispersion effects and
yielding close to zero
dispersion in the 1550 nm
region

N

J
4 Fiber Bragg Grating )
A short strand of
modified fiber that
changes the index

of refraction and
minimizes intersymbol
interference
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Section 3-3 Review

This section covers the following Network+ exam objectives.

3.1 Given a scenario, use the appropriate statistics and sensors to ensure
network availability.
This section examines the issues of increasing bandwidth in certain fiber-optic
cables.

5.2 Given a scenario, troubleshoot common cable connectivity issues and

select the appropriate tools.
There are two key distance-limiting parameters in a fiber-optic transmission
system: attenuation and dispersion. Knowledge of the properties of fiber optics
is critical for planning a network installation or upgrade.

5.4 Given a scenario, troubleshoot common wireless connectivity issues.
This section examines polarization mode dispersion—the broadening of a
pulse due to the different propagation velocities of the X and Y polarization
components of the light pulse.

Test Your Knowledge

1. Which of the following terms refers to broadening of a light pulse as it
propagates through a fiber strand?
a. Pulse shaping
b. Diffusion
c. Absorption
d. Dispersion
2. Which of the following is caused by refractive index fluctuations and
accounts for 96% of attenuation loss?
a. Scattering
b. Absorption
c. Dispersion
d. Diffusion
3. Which of the following refers to loss due to light breaking up and
escaping into the cladding?
a. Microbending
b. Scattering
c. Macrobending

d. Absorption
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3-4 OPTICAL COMPONENTS

The basic components used in optical networking are presented in this section.
Students should know what an attenuator does, the basic issues related to a tunable
laser, and how wave division multiplexing works. In addition, they need to under-
stand at least the basic connectors used in optical networking.

Two kinds of light sources are used in fiber-optic communication systems: the
diode laser (DL) and the high-radiance light-emitting diode (LED). In designing an
optimum system, the special qualities of each light source should be considered.
Diode lasers and LEDs bring different characteristics to systems:

e Power levels

e Temperature sensitivities
e Response times

o Lifetimes

e Characteristics of failure

The diode laser is a preferred source for moderate-band to wideband systems. It
offers a fast response time (typically less than 1 ns) and can couple high levels of
useful optical power (usually several mW) into an optical fiber with a small core
and a small numerical aperture. The DL is usually used as the source for single-
mode fiber because LEDs have a low input coupling efficiency.

Some systems operate at a slower bit rate and require more modest levels of
fiber-coupled optical power (50-250 uW). These applications allow the use

of high-radiance LEDs. The LED is cheaper, requires less complex driving circuitry
than a DL, and needs no thermal or optical stabilizations.

The light output wavelength spread, or spectrum, of DLs is much narrower than
that of LEDs: about 1 nm compared with about 40 nm for an LED. Narrow spectra
are advantageous in systems with high bit rates since the dispersion effects of the
fiber on pulse width are reduced, and thus pulse degradation over long distances is
minimized.

Another laser device, called a distributed feedback (DFB) laser, uses techniques
that provide optical feedback in the laser cavity. This enhances output stability,
which produces a narrow and more stable spectral width, in the range 0.01-0.1 nm.
This allows the use of more channels in dense wavelength division multiplexing
(DWDM) systems. Another even more recent development is an entirely new class
of laser semiconductors called vertical cavity surface emitting lasers (VCSELs).
These lasers can support a much faster signal rate than LEDs, including Gigabit
networks. They do not face some of the operational and stability problems that
plague conventional lasers, however.

VCSELs offer the simplicity of LEDs and the performance of lasers. Their primary
wavelengths of operation are in the 750-850 nm region and the 1310 nm region.

Most lasers emit a fixed wavelength, but there is a class called tunable lasers in
which the fundamental wavelength can be shifted a few nanometers—but not from

a )

Diode laser, the
preferred light source
for moderate-band to
wideband fiber-optic
communication systems

LED

Light-emitting

diode, a light source
used in fiber-optic
communication systems
that operate at a slower
bit rate and require more
modest levels of fiber-
coupled optical power

N
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a modulation point of view, as in frequency modulation. Figure 3-12 shows an
example of a tunable laser diode module. The primary market for these devices

is network operations environments that involve DWDM. Traffic routing is often
made by wavelength, and, as such, wavelengths or transmitters must be assigned
and reassigned to accommodate dynamic routing or networking, bandwidth on
demand, seamless restoration (serviceability), optical packet switching, and so on.
Tunable lasers are used along with either passive or tunable WDM filters.

A technique that is now being used to combine multiple channels with different
wavelengths for transmission over fiber-optic cables is coarse wavelength division
multiplexing (CWDM). CWDM channels have 20 nm separation and use low-cost
lasers that don’t require cooling. This technology is useful for up to 70 kilometers.
The wavelengths used in this technology are 1620 nm, 1590 nm, 1570 nm, 1550 nm,
1530 nm, 1510 nm, 1490 nm, and 1470 nm.

FIGURE 3-12 Atunable laser diode module.

Intermediate Components

A typical fiber-optic telecommunication link (refer to Figure 3-1) is a light source
or transmitter and light detector or receiver interconnected by a strand of optical
fiber, light pipe, or glass. An increasing number of specialized networks and
system applications have various intermediate components along the span between
the transmitter and the receiver. A brief review of these devices and their uses is
provided in the list that follows:

o Isolators: Anisolator is an inline passive device that allows optical power to
flow in one direction only.

e Attenuators: Attenuators are used to reduce the received signal level (RSL).
They are available in fixed and variable configurations.

o Branching devices: Branching devices are used in simplex systems where a
single optical signal is divided and sent to several receivers, such as point-to-
multipoint data or a CATV distribution system.

o Splitters: Splitters are used to split, or divide, the optical signal for distribu-
tion to any number of places.
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o Wavelength division multiplexers: Wavelength division multiplexers
combine or divide two or more optical signals, each having a different
wavelength. They are sometimes called optical beam splitters.

e Optical-line amplifiers: Optical-line amplifiers are analog amplifiers.
Placement can be at the optical transmitter output, midspan, or near the
optical receiver.

Detectors

The devices used to convert the transmitted light back into an electrical signal are

a vital link in a fiber-optic system. This important link is often overlooked in favor
of the light source and fibers. However, simply changing from one photodetector to
another can increase the capacity of a system by an order of magnitude.

The important characteristics of light detectors are as follows:

o Responsivity: This is a measure of output current for a given light power
launched into the diode.

o Response speed: This determines the maximum data rate capability of the
detector.

o Spectral response: This determines the responsivity that is achieved relative
to the wavelength at which responsivity is specified.

Fiber termination kits provide many common tools for terminating and joining
optical fibers. They are typically joined either in a permanent fusion splice or with
a mechanical splice (for example, connectors and camsplices). The connector
allows repeated matings and unmatings. Above all, these connections must lose as
little light as possible. Low loss depends on correct alignment of the core of one
fiber to another or to a source or detector. Losses for properly terminated fusion
and mechanical splices are typically 0.2 dB or less. Signal loss in fibers occurs
when two fibers are not perfectly aligned within a connector. Axial misalignment
typically causes the greatest loss—about 0.5 dB for a 10% displacement. Figure 3-13
illustrates this condition as well as other loss sources.

Angular misalignment, illustrated in Figure 3-13(b), can usually be well controlled in
a connector. Most connectors leave an air gap, as shown in Figure 3-13(c). The amount
of gap affects loss because light leaving the transmitting fiber spreads conically.

The losses due to rough end surfaces shown in Figure 3-13(d) are often caused by
a poor cut, or “cleave,” but can be minimized with polishing or by using prepol-
ished connectors. Polishing typically takes place after a fiber has been placed in a
connector. The source of connection losses shown in Figure 3-13(d) can, for the
most part, be controlled by a skillful cable splicer. Four other situations can cause
additional connector or splice loss, although in smaller values, as shown in
Figure 3-13(e), (f), (g), and (h). These situations are related to the nature of the
fiber strand at the point of connection and are beyond the control of the cable
splicer. The effect of these losses can be minimized somewhat through the use

of a rotary mechanical splice, which by the joint rotation will get a better core
alignment.
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FIGURE 3-13  Sources of connection loss. (From Modern Electronic Communication 9/e, by
J.S. Beasley & G. M. Miller, 2008, p. 806. Copyright ©2008 Pearson Education, Inc.
Upper Saddle River, NJ.)

With regard to connectorization and splicing, there are two techniques to consider
for splicing. Fusion splicing is a long-term method in which two fibers are fused

or welded together. The two ends are stripped of their coating, cut or cleaved, and
inserted into the splicer. The ends of the fiber are aligned, and an electric arc is fired
across the ends, melting the glass and fusing the two ends together. There are both
manual and automatic fusion splicers; the choice usually depends on the number of
splices to be done on a given job, technician skill levels available, and, of course,
budget. Typical insertion losses of less than 0.1 dB—frequently in the 0.05 dB
range—can be consistently achieved.

Mechanical splices can be permanent and an economical choice for certain fiber-
splicing applications. Mechanical splices join two fibers together, but they differ
from fusion splices in that an air gap exists between the two fibers. This results

in a glass—air—glass interface, causing a severe double change in the index of
refraction. This change results in an increase in insertion loss and reflected power.
The condition can be minimized by applying an index-matching gel to the joint.
The gel is a jellylike substance that has an index of refraction much closer to

that of glass than to that of air. Therefore, the index change is much less severe.
Mechanical splices have been universally popular for repair and for temporary or
laboratory work. They are quick, cheap, easy, and appropriate for small jobs.

Considering that the core diameter of a single-mode fiber is only 9 um, it is easy to
understand that dirty optical cables can easily degrade data performance. Problems

to that of glass than to ; ) T .

that of air can result from a dirty fiber cable endface or loose contamination preventing good
- J physical glass-to-glass contact.
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The best method for splicing depends on the application, including the expected
future bandwidth (for example, Gigabit), traffic, the job size, and economics. The
loss in a mechanical splice can be minimized by using an optical time-domain
reflectometer (OTDR) to properly align the fiber while making the splice.

Fiber Connectorization

There are several choices on the market for fiber connectorization, including SC, ST,
FC, LC, and MT-RJ. The choice of the connector is typically dictated by the hardware SC, ST, FC, LC, MT-RJ
being used and the fiber application. Figure 3-14 provides examples of SC, ST, FC, Typical optical fiber
LC, and MT-RJ connectors connectors

(a) SC connector

(d) LC connector (e) FC connector

FIGURE 3-14 Typical fiber connections. [(a), (b), and (c) from Modern Electronic
Communication 9/e, by J.S. Beasley & G. M. Miller, 2008, p. 808. Copyright ©2008 Pearson
Education, Inc. Upper Saddle River, NJ. (d) and (e) from Black Box Corporation.]

Some general features of fiber connectors are as follows:

e They are easy and quick to install.

o They offer low insertion loss. A properly installed connector has as little as
0.25 dB insertion loss.

e They provide a high return loss (greater than 50 dB). This is increasingly
important in Gigabit networks, DWDM systems, high-bandwidth video, and
SO on.

e They offer repeatability.

e They are economical.
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In preparing fiber for splicing or connectorization, only the coating is removed
from the fiber strand. The core and the cladding are not separable. The 125 pum
cladding diameter is the portion that fits into the splice or connector, and therefore
most devices can handle both single-mode and multimode fiber.

Is it not advisable to splice together fibers of different core sizes. The one absolute
rule is do not splice single- and multimode fiber together! Similarly, good profes-
sional work does not allow different sizes of multimode fiber to be spliced together.
However, in an emergency, different sizes can be spliced together if the following
is considered: When transmitting from a small- to large-core diameter, there will be
minimal, if any, increase in insertion loss. However, when the transmission is from
a larger to a smaller core size, there will be added insertion loss, and a considerable
increase in reflected power should be expected.

Industrial practice has confirmed the acceptability of different core size inter-
changeability for emergency repairs in the field, mainly as a result of tests with
50 um and 62.5 pm multimode fiber for a local area network.

Two additional concepts associated with fiber are APC and UPC. The difference
between these two types of connectors is the fiber endface. An angled physical
contact (APC) endface is polished and has an 8-degree angle. An ultra-physical
contact (UPC) endface is polished and has no angle. APC and UPC connectors are
easily identified by their color: APC adapters are green, and UPC adapters are blue.

Sometimes it may be necessary to verify that light is passing through an uncon-
nected fiber. To do so, the fiber must not be connected to anything at either end.
A light meter is sometimes used for this purpose. The function of a light meter
is to shine light down a fiber, providing a safe way to visually verify that light is
propagating down a fiber.

Section 3-4 Review

This section covers the following Network+ exam objectives.

1.3 Summarize the types of cables and connectors and explain which is
the appropriate type for a solution.
This section examines the various fiber terminations, including LC, ST, SC,
and MT-RJ. Figure 3-13 shows issues with connection loss, and Figure 3-14
shows different types of connectors.

2.2 Compare and contrast routing technologies and bandwidth
management concepts.
This section introduces tunable lasers, which are used along with either passive
or tunable wavelength division multiplexing (WDM) filters to accommodate
dynamic routing or networking, bandwidth on demand, seamless restoration
(serviceability), optical packet switching, and so on.

2.4 Given a scenario, install and configure the appropriate wireless
standards and technologies.
One technique being used to combine multiple channels with different
wavelengths for transmission over fiber-optic cables is coarse wavelength
division multiplexing (CWDM).
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3.1 Given a scenario, use the appropriate statistics and sensors to ensure
network availability.
Diode lasers and LEDs bring different characteristics to systems, including
power levels, temperature sensitivities, response times, lifetimes, and
characteristics of failure.

3.3 Explain high availability and disaster recovery concepts and
summarize which is the best solution.
This section introduces the concept of attenuators, which are used to reduce
the received signal level (RSL). They are available in fixed and variable
configurations.

4.3 Given a scenario, apply network hardening techniques.
Diode lasers and LEDs bring different characteristics, such as power levels, to
systems.

5.2 Given a scenario, troubleshoot common cable connectivity issues and

select the appropriate tools.
This section discusses using an OTDR to properly align the fiber while making a
splice. The concept of fusion splicing is also examined.

Test Your Knowledge

1. What is fusion splicing?

. A temporary method for splicing fiber

a
b. An inexpensive alternative to mechanical splicing

@

A type of splicing that requires index-matching gel

B

A long-term method in which two fibers are fused or welded
together

2. True or false: The function of an attenuator is to reduce the received signal
level.

True

3-5 OPTICAL NETWORKING

This section provides an overview of optical networking, including concepts such
as fiber-to-the-home and fiber-to-the-business. This section also introduces optical
Ethernet, which provides high-speed data delivery with fiber-optic links. This
section also includes discussions on some important issues encountered when
designing a fiber-optic network.

The need for increased bandwidth is pushing the fiber-optic community into optical
networking solutions that are almost beyond the imagination of even the most

3-5: OPTICAL NETWORKING
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advanced networking person. Optical solutions for long-haul, wide area, metro-
politan, campus, and local area networks are available. Cable companies are already
using the high-bandwidth capability of fiber to distribute cable programming as
well as data throughout their service areas.

The capital cost differences between a fiber system and a copper-based system

are diminishing, and the choice of networking technology for new networks is

no longer just budgetary. Fiber has the capacity to carry more bandwidth, and as
the cost of fiber infrastructure decreases, fiber is more and more being chosen to
carry data. Of course, the copper infrastructure is already in place, and new devel-
opments are providing increases in data speed over copper (for example, CAT6,
CAT6a, CAT7, and CATS). However, optical fiber is smaller and easier to install in
already crowded ducts and conduits. In addition, security is enhanced because it is
difficult to tap optical fiber without detection. Will fiber replace copper in computer
networks? For many years, a hybrid solution of fiber and copper is expected.

Defining Optical Networking

Optical networks are becoming a major part of data delivery in homes, in busi-
nesses, and for long-haul carriers. The telecommunications industry has been using
fiber to carry long-haul traffic for many years in order to provide high-bandwidth
capabilities to the home. Developments in optical technologies are reshaping the
way we will use fiber in future optical networks.

But there is a new slant with optical networks. DWDM and tunable lasers have
changed the way optical networks can be implemented. It is now possible to
transport many wavelengths over a single fiber. Lab tests at AT&T have success-
fully demonstrated the transmission of 1022 wavelengths over a single fiber. This
transport of multiple wavelengths opens up possibilities for routing or switching
many different data protocols over the same fiber but on different wavelengths.
The development of cross-connects that allow data to arrive on one wavelength and
leave on another opens other possibilities.

Synchronous Optical Network (SONET) and Synchronous Digital Hierarchy
(SDH) were the North American and international standards for the long-haul

Ve ™\ optical transport of telecommunication for many years. SONET/SDH defined a
SONET/SDH standard for the following:
Synchronous Optical
Nfet.work/. Synchronous o Increase in network reliability
Digital Hierarchy;
protocol standards for e Network management
optical transmission
in long-haul e Defining methods for the synchronous multiplexing of digital signals such as
\_ communication y DS-1 (1.544Mbps) and DS-3 (44.736Mbps)
e Defining a set of generic operating/equipment standards
e Flexible architecture
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SONET/SDH specifies the various optical carrier (OC) levels and the equivalent
electrical Synchronous Transport Signal (STS) used for transporting data in a fiber-
optic transmission system. Optical network data rates are typically specified in
terms of the SONET hierarchy. When a digital signal is carried over SONET, the
signal is essentially enveloped or encapsulated within the optical carrier. Table 3-2
lists the most common data rates. The table shows the capacity, not equivalence.

It merely states that OC-1 is capable of carrying 28 DS-1s or 1 DS-3. With the
conversion overhead, it yields a bit rate of 51.84Mbps when carrying one DS-3
signal.

/

TABLE 3-2 SONET Hierarchy Data Rates*
Signal Bit Rate Capacity
0C-1 (STS-1) 51.840Mbps 28 DS-1s or 1 DS-3
0C-3 (STS-3) 155.52Mbps 84 DS-1s or 3 DS-3s

0C-12 (STS-12) 622.080Mbps 336 DS-1s or 12 DS-3s

0C-48 (STS-48) 2.48832Gbps 1344 DS-1s or 48 DS-3s

0C-192 (STS-192) 9.95328Gbps 5376 DS-1s or 192 DS-3s

*0C: Optical carrier—DS-1: 1.544Mbps;
STS: Synchronous Transport Signal—DS-3: 44.736Mbps

The architectures of fiber networks for the home include providing fiber-to-the-
curb (FTTC) and fiber-to-the-home (FTTH). FTTC, which is being deployed today,
provides high bandwidth to a location with proximity to the home and provides
a high-speed data link, via copper (twisted-pair), using VDSL (very high-speed
digital subscriber line). This is a cost-effective way to provide large bandwidth
capabilities to a home. Currently, the Google Fiber project is at the forefront of
FTTH. It has deployed FTTH in several cities, including Kansas City, Austin,
Provo, Salt Lake City, Charlotte, Atlanta, Durham, and Nashville.

Another optical architecture is fiber-to-the-business (FTTB), in which a fiber
connection to a business provides for the delivery of all current communication
technologies, including data, voice, video, and conferencing. An additional optical
architecture is fiber-to-the-desktop (FTTD). This setup requires the computer to
have a fiber network interface card (NIC). FTTD is useful in applications such as
computer animation work that has high bandwidth requirements.

Conventional high-speed Ethernet networks are operating over fiber. This configu-
ration, called optical Ethernet, uses the numerics listed in Table 3-3 for describing
the types of network configuration. Fiber helps eliminate the 100 meter distance
limit associated with unshielded twisted-pair (UTP) copper cable. This is possible
because fiber has lower attenuation loss. In a star network, the computer and the
switch are directly connected. If fiber is used in a star network, an internal or

N

STS R

Synchronous Transport
Signal, an electrical
signal used for
transporting datain a
fiber-optic transmission
system

J

/

FTTC A

Fiber-to-the-curb, an
optical architecture

that provides high
bandwidth to a location
with proximity to the
home and provides a
high-speed data link, via
twisted-pair, using VDSL

FTTH

Fiber-to-the-home, an
optical architecture that
connects directly to the
home

J

/

FTTB R

Fiber-to-the-business,
an optical architecture in
which a fiber connection
to a business provides
for the delivery of all
current communication
technologies

FTTD
Fiber-to-the-desktop,
an optical architecture
that requires a computer
to have a fiber NIC

external media converter is required. The media converter converts the electronic \_
signal to an optical signal and vice versa. A media converter is required at each end,
as shown in Figure 3-15. The media converter is typically built in to the NIC. .

g ypleaty 4 Optical Ethernet )
A technology associated with fiber-to-premises is a smart jack, which is a network Ethernet data running
interface device (NID) that provides the connection point and also has built-in diag- over a fiber link
nostic capabilities. - /
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TABLE 3-3  802.3 Physical Media Types for Optical Ethernet

Name Description

10BASE-F 10Mbps Ethernet over fiber; a generic specification for fiber
10BASE-FB 10Mbps Ethernet over fiber; part of the IEEE 10BASE-F specification;
segments can be up to 2 kmin length

10BASE-FL 10Mbps Ethernet over fiber; segments can be up to 2 kmin length;
replaces the FOIRL specification

10BASE-FP A passive fiber star network; segments can be up to 500 min length

100BASE-FX A 100Mbps multimode fiber technology; uses a 1300 nm wavelength;
transmission distances can be up to 2 km

100BASE-SX A lower-cost alternative to 100BASE-FX; uses LEDs instead of lasers
and can be used for shorter distances (up to 300 meters)

1000BASE-LX  Gigabit Ethernet standard that uses fiber strands using long-
wavelength transmitters

1000BASE-SX  Gigabit Ethernet standard that uses short-wavelength transmitters

10GBASE-R 10 Gigabit (10.325Gbps) Ethernet for LANs

10GBASE-SR 10 Gigabit Ethernet; physical layer standard for use with multimode
fibers for a short range of 300 to 400 m

10GBASE-LR 10 Gigabit Ethernet; physical layer standard for use with single-mode
fibers for a long range of 10 km

10GBASE-ER 10 Gigabit Ethernet; physical layer standard for use with single-mode
fibers for extended range or reach up to 40 km

10GBASE-W 10 Gigabit (9.95328Gbps) Ethernet for WANs using 0C-192 and SONET
framing

10GBASE-SW 10 Gigabit Ethernet; physical layer standard for WAN connection;
designed for longer-distance connections, like SONET, with extra
encapsulation support; maximum distance of 80 km

Media
converter

PC Fiber . Media Ethernet

converter hub/switch

FIGURE 3-15 An example of connecting a PC to an Ethernet hub or switch via fiber. (From
Modern Electronic Communication 9/e, by J.S. Beasley & G. M. Miller, 2008, p. 820. Copyright
©2008 Pearson Education, Inc. Upper Saddle River, NJ.)

Two important issues must be considered when designing a fiber network:

e Building distribution

e Campus distribution
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The following subsections discuss techniques for planning the fiber plant, the distri-
bution of the fiber, and the equipment and connections used to interconnect the
fiber. The first example is for a building distribution, and the second is for a campus
distribution.

Building Distribution

Figure 3-16 shows an example of a simple fiber network for a building. Fiber lines
consist of a minimum of two fibers: one for transmitting and one for receiving.
Fiber networks work in full-duplex mode, which means the links must be able to
simultaneously transmit and receive—hence the need for two fibers on each link.
This is also referred to as duplex operation.

Item A is the main fiber feed for the building. This is called a building distribution
(BD) fiber. The two fibers for the BD link terminate into a main fiber cross-connect
(item B). A fiber cross-connect is an optical patch panel used to connect fiber
cables to the next link at the fiber distribution panel. A fiber cross-connect typically

uses mechanical splices to make the fiber connections. An optical patch panel
used to interconnect

fiber cables

Fiber Cross-Connect

Main
@ Fiber IC
Main Fiber Cross-Connect Fiber

Cross-Connect

—— Active
Equipment
® Horizontal
@ Distribution
IC
Fiber @

Cross-Connect

Equipment @

Feed (BD)

R E%per Active
outer u Equipment
Switch @ ! @ Horizontal
gB>|(d A ! Distribution
uilding Automation
F.O. - Fiber Optic ™

IC - Interconnect

FIGURE 3-16 A simple fiber distribution panel for a building.

Figure 3-17 shows an example of a fiber patch panel.

In Figure 3-16, items C and E represent the active equipment in the main
distribution closet in the building. The active equipment could be a router, switch,
or telephone PBX (private branch exchange). Item D shows the jumpers connecting
the main fiber cross-connect (item B) to the active equipment (item C).
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FIGURE 3-17 An example of a fiber patch panel.

In Figure 3-16, items F and G show the two fiber pairs patched into the main
fiber cross-connect connecting to the IDC. These fibers (F and G) are called the
interconnect (IC) fibers. The fibers terminate into the IDC fiber cross-connects
(items H and I).

Items J and K in Figure 3-16 are fiber jumpers that connect the fiber cross-connect
to the IDC active equipment. The active equipment must have a GBIC or some
other interface for the optical-electrical signal conversion.

A general rule for fiber is that the distribution in a building should be limited to
“two deep.” This means that a building should have only the main distribution and
the intermediate distribution that feeds the horizontal distribution to the work area.
These distributions are also known as IDF/MDF (intermediate distribution frame/
main distribution frame).

Figure 3-18 illuminates the two-deep rule. Figure 3-18(a) shows an example of a
building distribution that meets the two-deep rule. The IDC is at the first layer, and
the horizontal distribution (HD) is at the second layer. Figure 3-18(b) illustrates a
fiber distribution that does not meet the two-deep rule. In this example, the HD and
work area are three deep—that is, three layers from the building’s main distribution.

The active equipment needs some type of fiber-optic transceiver for transmitting and
receiving higher-speed signals over fiber-optic lines. There are transceiver types to
use for each media type such as Ethernet transceivers and wireless transceivers. A
Gigabit interface converter (GBIC; pronounced “gee-bick”) shown in Figure 3-19(a),
is a hot-swappable fiber-optic transceiver. It is very important to not select or install
incorrect transceivers.

To increase port density on the active network equipment, the industry has been
moving toward using a mini-GBIC or SFP (small form-factor pluggable). The

SFP shown in Figure 3-19(b) is less than half the size of the GBIC shown in

Figure 3-19(a). These modules are used to connect to other fiber-optic systems such
as 1000BASE-SX, which operates with multimode fiber in a short wavelength, and
1000BASE-LX, which operates with the single-mode fiber in a longer wavelength.
GBIC and SFP modules are designed to plug into interfaces such as routers and
switches.
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FIGURE 3-18 Examples of the “two deep” rule: (a) the distribution meeting the requirement;
(b) the distribution not meeting the requirement.

&

(b)

10GBASE-SR
@) om
™ RX
| - !'“

(c) (d) (e)

FIGURE 3-19  The Cisco (a) GBIC, (b) SFP, (c) XENPAK, (d) X2, and (e) XFP optical-to-fiber
transceivers (courtesy of Cisco).

In the 10 Gigabit (10Gbps) Ethernet world, several versions of optical-to-fiber
transceivers have been developed. It all started with the XENPAK, shown in

Figure 3-19(c), transceivers, which were followed by the XPAK and the X2, shown
in Figure 3-19(d). These later transceiver modules are smaller than the XENPAK.
Then, an even smaller module called XFP was developed. The XFP, shown in
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Figure 3-19(e), has lower power consumption than the XENPAK, XPAK, and X2,
but it still can deliver up to 80 kilometers in distance, which is the same as the older
modules. With its small size, its lower power consumption, and its reachability,

the XFP was thought to be the future of the 10 Gigabit transceiver. Recently, a
new type of 10G transceiver has emerged, however: the SFP+. Its looks just like a
1000BASE SFP transceiver and is the same size. To be able to deliver 10 Gigabit
speed in its small form factor, the working distance that the SFP+ can deliver is
reduced to 40 kilometers. So, if distance is not of concern, SFP+ might be the

10 Gigabit transceiver of choice. These modules support 850, 1310, and 1550 fiber
wavelengths. Figure 3-19 shows examples of all these I000BASE and 10GBASE
transceivers. A quad small form-factor plus (QSFP+) is a new compact, hot-
pluggable transceiver that has four SFP+ interfaces—that is 4 channels of 10Gbps
date rate, so it can transfer up to 40Gbps.

In regard to characteristics of fiber transceivers, an optical transceiver chip is an
integrated circuit (IC) that transmits and receives data using optical fiber rather
than electrical wire. Almost all modern optical transceivers provide bidirectional
data transmission by using two fibers to transmit data between switches, firewalls,
servers, routers, and so on. The first fiber is dedicated to receiving data from
networking equipment, and the second fiber is dedicated to transmitting data to the
networking equipment.

A new optical transceiver technology is now available that allows transceivers to
both transmit and receive data to/from interconnected equipment through a single
optical fiber. This technology first emerged in 2012 and has led to the development
of bidirectional (BiDi) transceivers. The primary difference between BiDi trans-
ceivers and traditional two-fiber fiber-optic transceivers is that BiDi transceivers are
fitted with WDM couplers, also known as diplexers, which combine and separate
data transmitted over a single fiber based on the wavelengths of the light. For this
reason, BiDi transceivers are also referred to as WDM transceivers.

Note

Itis very important to avoid transceiver mismatch. Incorrectly selected transceivers can create
communication losses.

Campus Distribution

Figure 3-20 shows a map of the fiber distribution for a campus network. This

map shows how the fiber is interconnected and data is distributed throughout the
campus and is called a logical fiber map. Figure 3-21 shows another style of map
often used to show the fiber distribution: a physical fiber map. This map shows the
routing of the fiber and also shows detail about the terrain, underground conduit,
and entries into buildings. Both logical and physical maps (diagrams) are important
and necessary for documentation and planning of a fiber network. This section
focuses on the documentation provided in the logical fiber map.
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FIGURE 3-20 A logical fiber map.

The campus network in Figure 3-20 has two connections to the telco: the primary
telco demarcation (item A) in building 1 and the secondary telco demarcation
(item B) in building 2. These two telco connections provide for redundant Internet
and WAN data services. If something happens in building 1 that shuts down the
external data services, Internet and WAN data traffic can be switched to building 2.
Also, data traffic can be distributed over both connections to prevent bottlenecking.

Buildings 1 and 2 are interconnected with 36 multimode (mm) and 48 single-mode ' ™\
(sm) fibers. This is documented on the line interconnecting buildings 1 and 2 (item mm
C) and written as 36/48 (item D). The dotted line between buildings 1 and 2 indi- Multimode

cates the backbone, or main fiber distribution for the campus network. The bulk

of the campus network data traffic travels over these fibers. The campus backbone :m le-mod

(the dotted line) also extends from building 2 to building 4 and from building 3 to 'ngre-mode

building 5. Backbone

This setup enables the data to be distributed over the campus. For example, data The "?ai”.ﬁber

traffic from the primary telco demarcation (item A) reaches building 12 by traveling distribution fora

via fiber through buildings 1-3-5—11-12. If the building 3 connection is down, data \_ "™ Y,

traffic from the primary telco demarcation can be routed through buildings 1-2—4—
7-6-5—-11-12. What happens to the data traffic for building 12 if building 5 is out
of operation? In this case, data traffic to/from buildings 11 and 12 is lost.

Item E shows a fiber connection to/from buildings 4 and 10. This fiber bundle
provides an alternative data path from the primary telco demarcation to the other
side of the campus network.
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FIGURE 3-21 An example of a physical fiber map (courtesy of Palo Alto Utilities).

The cabling between buildings is a mix of multimode and single-mode fiber. The older
fiber runs a 12/12 cable (12 multimode/12 single-mode). Fiber cables are bundled

in groups of 12 fibers. For example, a 12/12 fiber has two bundles: one bundle of
multimode and one bundle of single-mode fiber. A 36/48 cable has three bundles

of multimode and four bundles of single-mode fiber. Each bundle of fibers is color-
coded, as listed in Table 3-4. For example, in a 36/48 fiber cable, the three bundles of
multimode are in loose tubes that are color-coded blue/orange/green. The four bundles
of single mode are in loose tubes that are color-coded brown/slate/white/red.

TABLE 3-4 The Fiber Color-Coding for the 12 Fibers in a Bundle

Bundle Color

1/2 Blue/orange

3/4 Green/brown

5/6 Slate/white

7/8 Red/black

9/10 Yellow/violet
11/12 Rose/aquamarine
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In the Figure 3-20 example, the newer fiber cabling installations were run with a
36/48 and 24/48 mix. Why the difference? The main reason is economics. The cost
per foot (meter) of the new fiber is lower, so more fiber can be placed in a cable for
the same cost per foot.

The fiber connecting the buildings is typically run either in PVC conduit, which
makes it easy to add or remove fiber cables, or in trenches or tunnels. Running
fiber in trenches is very expensive and significantly increases the installation cost.
(Note that network administrators need to be aware of any trenches being dug

on campus.) Even if the budget doesn’t allow for buying fiber at the time, it is
important to at least have a conduit and pull line installed.

Fiber provides substantially increased bandwidth for building and campus networks
and can easily handle the combined traffic of PCs, switches, routers, video, and
voice services. Fiber has great capacity, enabling fast transfer of data, minimizing
congestion problems, and providing tremendous growth potential for each of the
fiber runs.

Another important application of optical Ethernet is extending the reach of the
Ethernet network from the local and campus network out to the metropolitan

and wide area networks. Essentially, optical networking is introducing Ethernet

as a viable WAN technology. Extending Ethernet into a WAN is a seamless inte-
gration of the technologies. The Ethernet extension into the WAN simply requires
optical adapters such as a GBIC and two fiber strands: one for transmitting and
one for receiving. Conventional high-speed Ethernet LANs operating over fiber
use the numerics listed in Table 3-3, earlier in this chapter, to describe the network
configuration.

Optical Link Budget

Now that you have learned how to design optical networks and interconnect the
optical links, you need to know how to ensure that the signals will arrive at the
destination with the desired received signal level (RSL). This section demonstrates
the steps required for calculating an optical link budget. Basically, an optical link
budget begins with the transmitter output power and then subtracts the losses. Optical Link Budget

Losses can be from fiber splices or from patch panels, pig-tails, or multiplexers. A set of calculations

. . . . used to verify that the
You need to use the manufacturer specifications to determine the transmit power proper received signal

and subtract losses due to cable losses, splice losses, connector losses, and extra level (RSL) is received
losses from any mechanical or WDM devices. Figure 3-22 provides an example of
a link budget calculation.

4 N\

Link Budget calculation
+ Transceiver Output Power
- Cable losses
- Splice losses
- Connector losses
- Extra losses
=Total Link Budget

A /

FIGURE 3-22  An optical link budget calculation.
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A positive result for the total link budget indicates that the proper signal level will
be received at the receiver. A negative result indicates that the signal level is not
sufficient to properly drive the receiver.

To practice calculating a link budget, try this example. Provide a link budget calcu-
lation given the following:

Transceiver output power of —15 dBm

6 splices at 0.1 dB each

2 connectors at 0.3 dB each

Total link budget = —15 dBm — (6 X 0.1) — (2 X 0.3)
=-15dBm-0.6dB -0.6 dB =-16.2 dBm

Next, compare the total link budget to the desired RSL, which is the minimum
signal level required to meet the desired bit error rate (BER) for the receiver. In this
case, the desired RSL is —18 dBm; therefore, the system has 1.8 dB of extra margin.

Note

dBm is a unit of level used to indicate that a power level is expressed in decibels (dB) with
reference to 1 milliwatt (mW).

Section 3-5 Review

This section covers the following Network+ exam objectives.

1.2 Explain the characteristics of network topologies and network types.
This section speculates on whether fiber will replace copper in computer
networks. Industry experts expect that, for many years, a hybrid solution of fiber
and copper will be used.

1.3 Summarize the types of cables and connectors and explain which is
the appropriate type for a solution.
To increase port density on the active network equipment, the industry has been
moving toward using a mini-GBIC or SFP (small form-factor pluggable).

1.6 Explain the use and purpose of network services.
Almost all modern optical transceivers provide bidirectional data transmission
by using two fibers to transmit data between switches, firewalls, servers, routers,
and so on.

1.7 Explain basic corporate and datacenter network architecture.
This section addresses the fact that fiber has the capacity to carry more
bandwidth, and as the cost of fiber infrastructure decreases, fiber is more and
more being chosen to carry data.

2.1 Compare and contrast various devices, their features, and their
appropriate placement on the network.
If fiber is used in a star network, an internal or external media converter is
required. The media converter converts the electronic signal to an optical signal
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and vice versa. A media converter is required at each end, as shown in
Figure 3-15. The media converter is typically built in to the NIC.

2.3 Given a scenario, configure and deploy common Ethernet switching
features.
This section introduces the concept of duplex operation. Fiber lines consist
of a minimum of two fibers: one for transmitting and one for receiving. Fiber
networks work in the full-duplex mode, which means that the links must be able
to simultaneously transmit and receive—hence the need for two fibers on each
link. This is also referred to as duplex operation.

3.1 Given a scenario, use the appropriate statistics and sensors to ensure
network availability.
This section discusses the idea that active equipment must have a GBIC or some
other interface for the optical—electrical signal conversion.

3.2 Explain the purpose of organizational documents and policies.
A general rule for fiber is that the distribution in a building should be limited
to “two deep.” This means that a building should have only the main distri-
bution and the intermediate distribution that feeds the horizontal distribution to
the work area. These distributions are also known as IDF/MDF (intermediate
distribution frame/main distribution frame).

3.3 Explain high availability and disaster recovery concepts and
summarize which is the best solution.
This section introduces the concept of using two telco connections to provide for
redundant Internet and WAN data services. If something happens in building 1
that shuts down the external data services, Internet and WAN data traffic can be
switched to building 2.

4.5 Explain the importance of physical security.
This section addresses the fact that security is enhanced with fiber-optic systems
because it is difficult to tap optical fiber without detection.

5.2 Given a scenario, troubleshoot common cable connectivity issues and
select the appropriate tools.
This section mentions that fiber helps eliminate the 100 meter distance limit
associated with UTP copper cable. This is possible because fiber is subject to
lower attenuation loss.

Test Your Knowledge

1. What does a logical fiber map show? (Select all that apply.)

. How data is distributed throughout a campus

a
b. The routing of the fiber

@

Terrain and underground conduits

e

How the fiber is interconnected
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2. What does a physical fiber map show? (Select all that apply.)

a. The routing of the fiber
b. The LAN connections
c. Terrain issues
d. Router placement
3. Which of the following is an optical-to-fiber interface used with
10 Gigabit Ethernet?
a. GBIC
b. 10GBIC
c. XENPAK
d. ZENPAK

3-6 SAFETY

As the first paragraph of this section states, any discussion of fiber optics or optical
networking is not complete unless it addresses safety issues. Students need to
understand that they must be careful when working with fiber-optic cable. Have an
open discussion with the class about safety, even if you only advise the students not
to look into the end of a fiber.

Any discussion of fiber optics or optical networking is not complete unless it
addresses safety issues, even if only briefly. As the light propagates through a fiber,
two factors further attenuate the light if there is an open circuit:

e A light beam disperses or fans out from an open connector.

o [If a damaged fiber is exposed on a broken cable, the end will likely be
shattered, which will considerably disperse the light. In addition, there would
be a small amount of attenuation from the strand within the cable, plus any
connections or splices along the way.

However, two factors can increase the optical power at an exposed fiber end:

e There could be a lens in a pigtail that could focus more optical rays down the
cable.

o In newer DWDM systems, there are several optical signals in the same fiber;
although separate, they are relatively close together in wavelength. The
optical power incident on the eye is then multiplied.

There are two factors to be aware of:

e The human eye can’t see fiber-optic communication wavelength, so
there is no pain or awareness of exposure. However, the retina can still be
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exposed and damaged. (Refer to Figure 3-3, which shows the electromagnetic
spectrum.)

o Eye damage is a function of the optical power, wavelengths, source or spot
diameter, and duration of exposure.

Those working on fiber-optic equipment should keep in mind these warnings:

e Do not ever look into the output connector of energized test equipment. Such
equipment, particularly OTDRs, can have higher powers than the communi-
cation equipment itself.

e If you need to view the end of a fiber, always turn off the transmitter, particu-
larly if you don’t know whether the transmitter is a laser or LED, given that
lasers are higher-power sources. If you are using a microscope to inspect a
fiber, the optical power will be multiplied.

From a mechanical point of view, consider the following:
e Good work practices are detailed in safety, training, and installation manuals.
(Read and heed!)

e Be careful with machinery, cutters, snips, chemical solvents, and epoxies.

o Fiber ends are brittle and can break off easily, including the ends cut off from
splicing and connectorization. These ends are extremely difficult to see and
can become “lost” and/or easily embedded in your finger. You won’t know
until your finger becomes infected. Always account for all scraps.

o Use safety glasses specifically designed to protect the eyes when working
with fiber-optic systems.

e Obtain and use an optical safety kit.

o Keep the work area clean and orderly.

In all cases, be sure the craft personnel have the proper training for the job!

Section 3-6 Review

This section covers the following Network+ exam objectives.

5.2 Given a scenario, troubleshoot common cable connectivity issues and
select the appropriate tools.
This section mentions that if a fiber is damaged, there will be some attenuation.

5.5 Given a scenario, troubleshoot general networking issues.
This section examines safety considerations to keep in mind when working with
fiber.
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Test Your Knowledge

1. True or false: The human eye cannot see fiber-optic communication
wavelengths, so you should never look into the end of a fiber.

True

2. True or false: It is important to be very careful when working with fiber
ends. These ends are extremely difficult to see and can become lost and/or
easily embedded in your finger.

True

3-7 TROUBLESHOOTING FIBER OPTICS: THE OTDR

This section provides traces obtained from an OTDR from tests conducted on
multimode fiber. The traces are well documented with statements explaining the
cause or possible cause of an event (disturbance) in the trace.

Several techniques can be used to measure and troubleshoot fiber links. A common
technique is to use an optical power meter to determine power loss. Another tool
used is a visual fault locator (VFL), which shines light down the fiber to help locate
broken glass. Figure 3-23 shows traces obtained from an optical time-domain
reflectometer (OTDR) for two different sets of multimode fibers; this is called
shooting the fiber. The OTDR sends a light pulse down the fiber and measures the
reflected light. The OTDR enables an installer or a maintenance crew to verify the
quality of each fiber span and obtain some measure of performance. The X axis

on the traces indicates the distance, and the Y axis indicates the measured optical
power value in decibels. Both OTDR traces are for 850 nm multimode fiber.

In Figure 3-23(a), point A is a “dead” zone, or a point too close to the OTDR

for a measurement to be made. The measured value begins at about 25 dB and
decreases as the distance traveled increases. An event, or a disturbance in the light
propagating down the fiber, occurs at point B. This is an example of what a poor-
quality splice looks like (in regard to reflection as well as insertion loss). It is most
likely a mechanical splice. The same type of event occurs at points C and D, which
are also most likely mechanical splices. Points F and G are most likely the jumpers
and patch panel connections at the fiber end. The steep drop at point H is actually
the end of the fiber. Point I is typical noise that occurs at the end of an unterminated
fiber. Notice at point G that the overall value of the trace has dropped to about

17 dB. There has been about 8 dB of optical power loss in the cable in a

1.7 kilometer run.

An OTDR trace for another multimode fiber is shown in Figure 3-23(b); the hump
at point A is basically a dead zone. An OTDR cannot typically return accurate

measurement values in this region. This is common for most OTDRs, and the dead
zone varies for each OTDR. The useful trace information begins at point B, with a
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measured value of 20 dB. Point C shows a different type of event, which is typical
of coiled fiber or fiber that has been tightly bound, possibly with a tie-wrap, or that
has had some other disturbance affecting the integrity of the fiber. Points D and F
are actually the end of the fiber. At point D, the trace level is about 19 dB, for a loss
of about 1 dB over the 150 meter run. Point G is just the noise that occurs at the end
of a terminated fiber.
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FIGURE 3-23  An OTDR trace of an 850 nm fiber. (From Modern Electronic Communication 9/e,
by J.S. Beasley & G. M. Miller, 2008, p. 814. Copyright © 2008 Pearson Education, Inc.
Upper Saddle River, NJ.)
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Section 3-7 Review

Test Your Knowledge

1. What is a dead zone?

a. A point too far from the OTDR for a measurement to be made

b.
€
d.

A point too far from the OTDR for a calculation to be made
A point too close to the OTDR for a measurement to be made

The point where an event is likely to occur

2. Signal loss is characterized by which of the following? (Select all that
apply.)

&

a. Itis not expected in fiber.
b.

C.

It is expected as the signal travels down a fiber.
It can result in crosstalk in a fiber.

It is measured in decibels.
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SUMMARY

This chapter introduces the field of fiber optics and optical networking. The
chapter provides examples using fiber to interconnect LANs in both a building
and a campus network. The major topics that you should understand include the
following:

e The advantages offered by optical networking

e The properties of light waves

e The physical and optical characteristics of optical fibers

e Attenuation and dispersion effects in fiber

e The techniques commonly used to connect fiber

e The use of fiber optics in LANs, campus networks, and WANs
e System design of optical networks

e Safety considerations when working with fiber

e Analysis of OTDR waveforms

QUESTIONS AND PROBLEMS
Section 3-1
1. List the basic elements of a fiber-optic communication system.
Fiber
Optical light source
Photosensitive detection
Efficient optical connectors
2. List five advantages of an optical communications link.
The answers should include five of the following:
e Bandwidth
e Immunity to electrostatic interference
e Elimination of crosstalk
e Lower signal attenuation
e Lower costs
e Safety
e No corrosion problem

e Security

QUESTIONS AND PROBLEMS
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Section 3-2

3. Define refractive index.

The refractive index is the ratio of the speed of light in free space to its speed
in a given material.

4. What are the commonly used wavelengths in fiber-optic systems?
750 to 850 nm, 1310 nm, and 1530 to 1560 nm

5. What part of an optical fiber carries the light?
The core

6. What is a measure of a fiber’s light acceptance?
Numerical aperture

7. Define pulse dispersion.

Pulse dispersion is a stretching of the received pulse width because of the
multiple paths taken by the light.

8. What are the typical core/cladding sizes (in microns) for multimode fiber?
50/125 pm, 62.5/125 pm
9. What is the typical core size for single-mode fiber?
7 to 10 um
10. Define mode field diameter.

Mode field diameter is the actual guided optical power distribution.

Section 3-3

11. What are the two key distance-limiting parameters in fiber-optic
transmissions?

Attenuation and dispersion
12. What are the four factors that contribute to attenuation?
Scattering, absorption, macrobending, and microbending
13. Define dispersion.

Dispersion is the broadening of an optical pulse as it propagates through a
fiber strand.

14. What are three types of dispersion?
Modal, chromatic, and polarization mode

15. What is meant by the term zero-dispersion wavelength?
The point where the dispersion is actually zero

16. What is a dispersion compensating fiber?

A dispersion compensating fiber acts like an equalizer, canceling dispersion
effects and yielding close to zero dispersion in the 1550 nm region.
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Section 3-4

17. What are the two kinds of light sources used in fiber-optic communication
systems?

Diode laser (DL) and the light-emitting diode (LED)
18. Why are narrower spectra advantageous in optical systems?

Dispersion effects on the pulse width are reduced, and therefore pulse
degradation is minimized.

19. Why is a tunable laser important in optical networking?
Traffic routing can be made by wavelengths.

20. What is the purpose of an optical attenuator?
It reduces the received signal level (RSL).

21. List two purposes of optical detectors.

Optical detectors convert transmitted light back into an electrical signal and
monitor the output of laser diode sources.

22. What is the advantage of fusion splicing over mechanical splicing?

Fusion splicing is long term and has low insertion loss.

Section 3-5
23. Expand the following acronyms:
a. FTTC
Fiber-to-the-curb
b. FTTH
Fiber-to-the-home
c. FTTB
Fiber-to-the-business
d. FTTD
Fiber-to-the-desktop
24. What is the purpose of a GBIC?

A GBIC provides an optical interface for the optical—electrical signal
conversion for 1Gbps and lower frequencies.

25. What is the “two deep” rule?

This rule limits the fiber distribution in a building to two deep. This means
that a building should have only the main distribution and the intermediate
distribution that feeds the horizontal distribution to the work area.

26. What is the purpose of a logical fiber map?

It shows how fiber is interconnected and data is distributed.
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27.

28.

29.

What are the typical maximum lengths for multimode fiber and single-mode
fiber?

Multimode fiber: 2 kilometers
Single-mode fiber: 80 kilometers
What is a fiber cross-connect used for?

A fiber cross-connect is an optical patch panel used to connect fiber cables
to the next link. The fiber cross-connect typically uses mechanical splices to
make the fiber connections.

Provide a link budget calculation, given the following:

Transceiver output power of —16 dBm

2 splices at 0.1 dB each

2 connectors at 0.3 dB each

Determine the extra margin if the RSL is —20 dB.

Total link budget =—16 dBm — (2 X 0.1) — (2 X 0.3)
=-16dBm-0.2dB -0.6dB =-16.8 dBm

In this case, the desired RSL is —20 dBm; therefore, the system has 3.2 dB of
extra margin.

Section 3-6

30.

31.

32.

Why is safety an important issue in optical networking?

The eye can’t see fiber-optic communication wavelengths, so there is no
awareness of exposure, but the eye’s retina can be damaged.

A campus network is planning to replace outdated coaxial cables with fiber-
optic cables. Should the network use single-mode, multimode, or a combina-
tion of single- and multimode fibers in the ground? Why?

The best choice is to select a combination of multimode and single-mode
fibers. This enables maximum flexibility when designing the system and
connecting to various equipment.

The networking cables for a new building are being installed. You are asked
to prepare a study about which cable type(s) should be used. Discuss the
issues related to the cable selection.

At this point, both twisted-pair and fiber should be used. It may not be
practical to run fiber to the work area, but fiber should at least be run to the
closets (IDCs).

Section 3-7

33.

Examine the OTDR trace provided in Figure 3-24. Explain the trace behavior
of points A, B, C, D, and E.
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FIGURE 3-24  Figure for problem 33. (From Modern Electronic Communication 9/e, by J.S.
Beasley & G. M. Miller, 2008, p. 833. Copyright © 2008 Pearson Education, Inc. Upper Saddle
River, NJ.)
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Certification Questions
34. Which of the following are advantages of optical communication links?
(Select three.)
a. Extremely wide bandwidth
b. Elimination of crosstalk

Elimination of attenuation

o

d. Security

35. The stretching of a received pulse is due to which of the following? (Select
two.)

Multiple paths taken by the light waves

a.
b. Misaligned connectors

13

Pulse dispersion
OTDR testing

&
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36. The broadening of a pulse due to the different path lengths taken through the
fiber by different modes is called ____.
a. chromatic dispersion
b. polarization mode dispersion
c. modal dispersion
d. diffusion
37. The broadening of a pulse due to different propagation of the spectral compo-
nents of the light pulse is called ____.
a. chromatic dispersion
b. modal dispersion
c. polarization mode dispersion
d. diffusion
38. The broadening of a light pulse due to the different propagation velocities of
the X and Y polarization components of the light pulse is called ____.
a. modal dispersion
b. chromatic dispersion
c. diffusion

d. polarization mode dispersion
39. What is the data rate for OC-192?

a. 1.522Mbps

b. 155.52Mbps

c. 9.95Gbps

d. 2.488Gbps

40. Which of the following is an optical-to-fiber interface used with 1 Gigabit
Ethernet?

a. XENPAK

b. GBIC

c. 10GBIC

d. ZENPAK
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41. What is the “two deep” rule relative to optical networking?
a. The horizontal distribution to the work floor can have only two 8P8C
connections.

b. The horizontal distribution to the work floor can have only two ST
connections to the fiber patch panel.

c. This is no longer an issue with high-speed single-mode fiber and wave
division multiplexing equipment.

d. A building should have only the main distribution and the intermediate
distribution that feeds the horizontal distribution to the work area.

42. Which type of fiber is preferred for use in modern computer networks?

a. Multimode
b. Polarized mode
c. Single-mode

d. All of these answers are correct.
43. What is the material surrounding the core of an optical waveguide called?

a. Aperture
b. Mode field
Step-index
Cladding

e. Graded-index

& 0
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WLAN

Wireless local area
network

This chapter examines the features and technologies used in a wireless local area
network (WLAN). Wireless networking is an extension of computer networks

into the radio frequency (RF) world. A WLAN provides increased flexibility and
mobility for connecting to a network. A properly designed WLAN for a building
provides mobile access for a user from virtually any location in the building. The
user doesn’t have to look for a connection to plug into; also, the expense of pulling
cables and installing wall plates required for wired networks can be avoided.
However, a network administrator must carefully plan a wireless LAN installation
and have a good understanding of the issues of using WLAN technologies to ensure
the installation of a reliable and secure network.

4-1 INTRODUCTION

The objective of this section is to introduce students to wireless networking.
Wireless networks are being used everywhere, and it is a network administrator’s
job to ensure that the addition of a wireless network meets the connectivity, data
throughput, and security requirements for the network.

This chapter addresses the basic issues of incorporating WLAN technologies
into a network. Section 4-2, “The IEEE 802.11 Wireless LAN Standard,”
includes an overview of WLAN concepts and terminology, frequency
allocations, and spread spectrum communication. The applications of WLANs
are presented in Section 4-3, “802.11 Wireless Networking,” which looks at
various types of WLAN configurations, such as point-to-point and point-to-
multipoint. Section 4-4, “Bluetooth, WiMAX, RFID, and Mobile Communica-
tions,” looks at wireless networking technologies such as Bluetooth, WiMAX,
and RFID. Any time a signal is transmitted over the air or even through a cable,
there is some chance that the signal can be intercepted. Transmitting data over
a wireless network introduces unique security issues. Section 4-5, “Configuring
a Point-to-Multipoint Wireless LAN: A Case Study,” presents an example of
configuring a WLAN to provide access for users in a metropolitan area.
Section 4-6 “Troubleshooting Wireless Networks” provides an overview of
common techniques for troubleshooting wireless networks.

Table 4-1 outlines the CompTIA Network+ objectives related to this chapter

and identifies the chapter section that covers each objective. At the end of each
chapter section you will find a review with comments on the Network+ objectives
presented in that section. These comments are provided to help reinforce your
understanding of each Network+ objective. The chapter review also includes
“Test Your Knowledge™ questions to help you understand key concepts before
you advance to the next section of the chapter. At the end of the chapter you

will find a complete set of questions as well as sample certification exam-type
questions.
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TABLE 4-1 Chapter 4 CompTIA Network+ Objectives

Domain/Objective Domain/Objective Description Section Where

Number Objective Is Covered

1.0 Networking Fundamentals

1.2 Explain the characteristics of network topologies and network 4-2
types.

1.3 Summarize the types of cables and connectors and explain 4-4
which is the appropriate type for a solution.

1.6 Explain the use and purpose of network services. 4-2,4-3

1.7 Explain basic corporate and datacenter network architecture. 4-4

2.0 Network Implementations

2.1 Compare and contrast various devices, their features, and their 4-2, 4-3, 4-4, 4-5
appropriate placement on the network.

2.3 Given a scenario, configure and deploy common Ethernet 4-2, 4-4
switching features.

2.4 Given a scenario, install and configure the appropriate wireless 4-2, 4-3, 44, 4-5
standards and technologies.

3.0 Network Operations

3.1 Given a scenario, use the appropriate statistics and sensors to 4-2, 4-3, 4-4
ensure network availability.

3.2 Explain the purpose of organizational documents and policies. 4-3, 4-5

3.3 Explain high availability and disaster recovery concepts and 4-2, 4-5
summarize which is the best solution.

4.0 Network Security

4.3 Given a scenario, apply network hardening techniques. 4-2, 44, 4-5

4.4 Compare and contrast remote access methods and security 4-2
implications.

5.0 Network Troubleshooting

5.2 Given a scenario, troubleshoot common cable connectivity issues 4-2,4-3, 4-4
and select the appropriate tools.

5.4 Given a scenario, troubleshoot common wireless connectivity issues. 4-2, 4-3, 4-5, 4-6

5.5 Given a scenario, troubleshoot general networking issues. 4-4

4-2 THEIEEE 802.11 WIRELESS LAN STANDARD

The anatomy of 802.11 wireless networking is presented in this section. This
section introduces the basic service set wireless network, the extended service

set, the independent basic service set (ad hoc), the frequencies used for wireless
networks, the power output, and spread spectrum communications. Many topics
are presented, including the 802.11 wireless (Wi-Fi) standards. Students need to be
aware of these topics to fully comprehend how a wireless network functions.

A typical computer network uses twisted-pair and fiber-optic cable to interconnect
LANSs. Another media option competing for use in higher-data-rate LANs is
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Basic Service Set
(BSS)
Anindependent network

Ad hoc network
Anindependent network

wireless, based on the IEEE 802.11 wireless standard. The advantages of wireless
include the following:

e [t is cost-effective for use in areas that are difficult or too costly to wire.

o [t enables user mobility in the workplace.

Wireless networks have become the network of choice in environments such as
homes, small offices, and public places. Being able to connect to a network without
a wire is convenient for users, and the cost is relatively low. In the age of laptops
and mobile devices, wireless opens the door to user mobility in the workplace, and
user mobility provides flexibility. Workers can potentially access the network or
wireless data services from virtually any location within the workplace. Accessing
information from the network is as easy as if the information were on a USB drive.

The benefits of wireless networks in the workplace are numerous. To provide
wireless connectivity, a network administrator must be sure the network services
are reliable and secure. In order to provide reliable network services, an adminis-
trator must have a good understanding of WLAN configurations and technologies.
This and the following sections examine the fundamentals of wireless networking,
the 802.11 standard and its family (802.11a, 802.11b, 802.11g, 802.11n, 802.11ac,
and 802.11ax), and how WLANSs are configured.

The IEEE 802.11 WLAN standard defines the physical (PHY) layer, the media
access control (MAC) layer, and the MAC management protocols and services.

The PHY layer defines the following:

e The method of transmitting the data, which can be either RF or infrared
(although infrared is rarely used)

e How it interfaces with the MAC layer
o The reliability of the data service
e Access control to the shared wireless medium

e Privacy protection for transmitted data

The wireless management protocols and services are authentication, association,
data delivery, and privacy.

The fundamental topology of a WLAN is the basic service set (BSS). This is also
called the independent basic service set, or ad hoc network. Figure 4-1 provides
an example of an ad hoc network. In this network, the wireless clients (stations)
communicate directly with each other. This means the clients have recognized the
other stations in the WLAN and have established a wireless data link.

A related concept is a wireless mesh network (WMN), which is a communications
network made up of Wi-Fi radios connected in a mesh topology (that is, a heavily
interconnected network). A WMN is basically a wireless ad hoc network.
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FIGURE 4-1 An example of an independent basic service set, or ad hoc, network.

The performance of the basic service set can be improved by including an access : ™\
point, which is a transmit/receive unit (transceiver) that interconnects data from Access Point

the wireless LAN to the wired network. In addition, the access point provides A transceiver used to
802.11 MAC layer functions and supports bridge protocols. The access point interconnect a wireless
typically uses an RJ-45 jack for connecting to the wired network. If an access point LAN and a wired LAN

is being used, users establish a wireless communications link through it to commu- Transceiver

nicate with other users in the WLAN or the wired network, as shown in Figure 4-2.

A transmit/receive unit
(&

J

PC-E

Wired LAN

FIGURE 4-2 Adding an access point to a basic service set.

If data is being sent from PC-A to PC-D in the network shown in Figure 4-2, the
data is first sent to the access point and then relayed to PC-D. Data sent from a
wireless client to a client in the wired LAN also passes through the access point.
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4 Extended Service
Set (ESS)

A network with multiple
access points to extend
user mobility

Hand-off

The process in which

a user’s computer
establishes an
association with another
access point

Roaming

The term used to
describe a user’s ability
to maintain network
connectivity while

moving through the

\_ workplace )

/CSMA/CA R
Carrier sense multiple
access with collision
avoidance

. J

The users (clients) in the wireless LAN can communicate with other members of
the network as long as a link is established with the access point. For example, data
traffic from PC-A to PC-E first passes through the access point and then to PC-E in
the wired LAN.

The problem with a basic service set is that mobile users can travel outside the
radio range of a station’s wireless link if there is only one access point. One
solution is to add multiple access points to the network. Multiple access points
extend the range of mobility of a wireless client in the LAN. This arrangement is
called an extended service set (ESS). In the example of an ESS in Figure 4-3, the
mobile computer establishes an authorized connection with the access point that
has the strongest signal level (for example, AP-1). As the user moves, the strength
of the signal from AP-1 decreases. At some point, the signal strength from AP-2
exceeds that from AP-1, and the wireless bridge establishes a new connection
with AP-2. This is called a hand-off. The hand-off is an automatic process for the
wireless client adapter in 802.11, and the term used to describe this is roaming.

Network access in 802.11 uses a technique called carrier sense multiple access with
collision avoidance (CSMA/CA). In CSMA/CA, the client station listens for other
users of the wireless network. If the channel is quiet (that is, no data transmission
is occurring), the client station can transmit. If the channel is busy, the station(s)
must wait until transmission stops. Each client station uses a unique random
back-off time. This technique prevents client stations from trying to gain access

to the wireless channel as soon as it becomes quiet. Currently four physical layer
technologies are being used in 802.11 wireless networking: direct-sequence spread
spectrum (DSSS), frequency-hopping spread spectrum (FHSS), infrared, and
orthogonal frequency-division multiplexing (OFDM). DSSS is used in 802.11b/g/n
wireless networks, and OFDM is used in 802.11a, 802.11g, 802.11n, 802.11ac, and
802.11ax.

Laptop
Computer

AP-1 AP-3

FIGURE 4-3  An example of an extended service set used for increased user mobility.
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802.11 DSSS implements 14 channels (each consuming 22MHz) over approxi-
mately 90MHz of RF spectrum in the 2.4GHz ISM (industrial, scientific, and
medical) band. DSSS is a technique used to spread the transmitted data over a wide
bandwidth; in this case, it is a 22MHz bandwidth channel. A channel is a medium
through which information is transmitted between transmitter and receiver. The
bandwidth is a measure of the upper to lower frequencies of the channel required to
transmit the information.

A related concept is channel bonding, in which two adjacent channels are combined
to facilitate an increase in throughput between wireless devices. This is also called
Ethernet bonding and is used in Wi-Fi applications.

Table 4-2 lists the frequency channels used in North America. Note that only 11
out of 14 channels are made available in North America due to regulatory
requirements of the Federal Communication Commission (FCC). Figure 4-4
shows an example of the frequency spectrum for three-channel DSSS. Note

that the three channels listed in Figure 4-4 (1, 6, and 11) do not overlap, while
Table 4-2 shows that the other channels do have channel overlap. Remember
that each channel is 22MHz in bandwidth. For example, channel 2 extends from
2.406GHz to 2.429GHz, with a center frequency of 2.417GHz, which clearly
overlaps a portion of channel 1 and channel 3. Channels 1, 6, and 11 are the only
channels that do not have overlap.

TABLE 4-2 North American DSSS Channels

Channel Number Frequency (GHz)
2.412
2.417
2.422
2.427
2.432
2.437
2.442
2.447
2.452
2.457
2.462

O || N[N |W |-

=
o

JEEN
[

[0) 4

2.412 2.437 2.462 HZ

CH 1 CH®6 CH 11

FIGURE 4-4 An example of the three channels in the DSSS spectrum.

/

DSSS

Direct-sequence spread
spectrum

ISM band

Industrial, scientific,
and medical band

~

J
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4 FHSS

Frequency-hopping
spread spectrum,

a techniquein

which the transmit
signal frequency
changes based on a
pseudorandom sequence

Pseudorandom

A number sequence that
appears random but
actually repeats

Hopping Sequence
The order of frequency

changes

. J

4 )

OFDM

Orthogonal frequency-
division multiplexing,

a technique that
involves dividing the
signal bandwidth into
smaller subchannels and
transmitting the data
over these subchannels
in parallel

In frequency-hopping spread spectrum (FHSS), the transmit signal frequency
changes based on a pseudorandom sequence. Pseudorandom means the sequence
appears to be random but in fact does repeat, typically after some lengthy period of
time. FHSS uses 79 channels (each IMHz wide) in the ISM 2.4GHz band. FHSS
requires that the transmitting and receiving units know the hopping sequence

(the order of frequency changes) so that a communication link can be established
and synchronized. FHSS data rates are typically 1Mbps and 2Mbps. FHSS is not
commonly used anymore for wireless LANs. It’s still part of the standard, but very
few (if any) FHSS wireless LAN products are sold.

The maximum transmit power of 802.11b wireless devices is 1000 mW; however,
the nominal transmit power level is 100 mW. The 2.4GHz frequency range used
by 802.11b/g is shared by many technologies, including Bluetooth, cordless
telephones, and microwave ovens.

LANSs emit significant RF noise in the 2.4GHz range that can affect wireless
data. A significant improvement in wireless performance is available with the
IEEE 802.11a standards. The 802.11a equipment operates in the SGHz range and
provides significant improvement over 802.11b with respect to RF interference.
An important concept related to noise is signal-to-noise ratio, which is a measure
of the signal level relative to the noise level. The value is usually expressed in
decibels (dB), and a high dB value is desirable.

Another technique used in the 802.11 standard is orthogonal frequency-division
multiplexing (OFDM). The basic idea with this technique is to divide the signal
bandwidth into smaller subchannels and to transmit the data over these subchannels
in parallel. These subchannels can be overlapping, but they do not interfere with
each other. The subchannels are mathematically orthogonal, and this setup yields
uncorrelated or independent signals.

The 802.11a standard transports data over 12 possible channels in the Unlicensed
National Information Infrastructure (U-NII). The FCC set aside U-NII to support
short-range, high-speed wireless data communications. The 802.11 channels and
frequencies are governed by FCC regulations, which are periodically revised.

~ A wireless manufacturer must keep its products up to date due to the regulatory
' ™\ impacts. Table 4-3 lists the operating frequencies for 802.11a, and Table 4-4 lists
U-NII the transmit power levels for 802.11a.
Unlicensed National
Information TABLE 4-3 IEEE 802.11a Channels and Operating Frequencies
Infrastructure
- B Channel Center Frequency (GHz)
36 5.180
40 5.20 Lower band
44 5.22
48 5.24
52 5.26
56 5.28 Middle band
60 5.30
64 5.32
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149 5.745
153 5.765 Upper band
157 5.785
161 5.805

TABLE 4-4 Maximum Transmit Power Levels for 802.11a with a 6 dBi
Antenna Gain

Band Power Level

Lower 40 mW
Middle 200 mW
Upper 800 mW

IEEE 802.11a equipment is not compatible with 802.11b or 802.11g. The

upside of this is that 802.11a equipment does not interfere with 802.11b or g;
therefore, 802.11a and 802.11b/g links can run next to each other without causing
interference. 802.11n can operate either in the 2.4GHz range or the SGHz range.
Cheaper 802.11n wireless cards tend to be manufactured with only 2.4GHz
antennas, so users have to check the frequency specifications as not all 802.11n
equipment has both 2.4GHz and 5GHz frequencies. Figure 4-5 shows an example
of the two links operating together. Along the same lines, frequency mismatch is an
issue if the two ends of the communications link are operating on different channels
or if you are trying to make 802.11a communicate with 802.11b, as the frequencies
are not compatible.

e |t
[ (Y“((""”““""))”Y) [

FIGURE 4-5 An example of an 802.11a installation and an 802.11b link running alongside
each other.

The downsides of 802.11a are the increased cost of the equipment and increased
power consumption because of the OFDM technology. This is of particular concern
with mobile users because of the effect it can have on battery life. However, the
maximum usable distance (RF range) for 802.11a is about the same as or even
greater than that of 802.11b/g/n/ac/ax. It is important to note that any RF signal has
distance limitations either due to limited output transmitted power, antenna pattern,
or terrain issues.
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Another IEEE 802.11 wireless standard is IEEE 802.11g. The 802.11g standard
supports the higher data transmission rates of 54Mbps but operates in the same
2.4GHz range as 802.11b. The 802.11g equipment is also backward compatible
with 802.11b equipment. This means that 802.11b wireless clients can commu-
nicate with the 802.11g access points, and the 8§02.11g wireless client equipment
can communicate with the 802.11b access points. The obvious advantage of this is
that a company with an existing 802.11b wireless network can migrate to the higher
data rates provided by 802.11g without having to sacrifice network compatibility.
In fact, new wireless equipment supports both the 2.4GHz and 5GHz standards, and
it therefore has the flexibility of high speed, compatibility, and noninterference.

Another entry into wireless networks is 802.11n. This wireless technology operates
in the same ISM frequency as 802.11b/g (2.4GHz) and can also operate in the
5GHz band. A significant improvement with 802.11n is multiple-input multiple-
output (MIMO). MIMO uses a technique called space-division multiplexing,

in which the data stream is split into multiple parts called spatial streams. The
different spatial streams are transmitted using separate antennas. With MIMO,
doubling the spatial streams doubles the effective data rate. The downside of this is
the possibility of increased power consumption. The 802.11n specification includes
a MIMO power-save mode. With this mode, 802.11n uses multiple data paths only
when faster data transmission is required—thus saving power.

The 802.11ac technology operates in the SGHz band. It uses a newer version of
MIMO technology with eight spatial streams and has channels up to 80OMHz wide.
It also introduces multiuser MIMO (MU-MIMO), which can send MIMO spatial
streams to multiple clients at the same time. 802.11ac incorporates standardized
beamforming, a technique that is used to direct transmission of the radio signal

to a specific device. Beamforming increases data throughput and reduces power
consumption. 802.11n used beamforming, but it was not standardized. The transmit
range for 802.11ac is similar to or better than that of 802.11n.

The latest addition to the 802.11 family is 802.11ax, also known as Wi-Fi 6.
Whereas 802.11ac operates in the SGHz band only, 802.11ax operates in both
2.4GHz and 5GHz bands. 802.11ax uses OFDMA (orthogonal frequency-division
multiple access) rather than OFDM. OFDMA allows multiple users or clients to
share the same channel simultaneously. Wireless devices can optionally support
WPA3 (Wi-Fi Protected Access 3), but 802.11ax increases security requirements by
mandating the use of WPA3 as its encryption and authentication standard. WPA3 is
discussed in more detail in Chapter 11, “Network Security.”

Table 4-5 provides a comparison of 802.11n, 802.11ac, and 802.11ax in terms of
their compatibility with other Wi-Fi technologies and the frequencies supported.

TABLE 4-5 A Comparison of 802.11ac, 802.11n, and 802.11ax

802.11n 802.11ac 802.11ax
Backward-compatible  802.11g, 802.11b, 802.11n 802.11a, 802.11b, 802.11g,
with and 802.11a 802.11n, and 802.11ac
Frequencies supported 2.4GHzand 5GHz  5GHz 2.4GHz and 5GHz
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Wireless networks also go by the name Wi-Fi, which is not an acronym, but a term
created and is a trademark of Wi-Fi Alliance to represent the standards for wireless
communication. Wi-Fi is sometimes referred to as wireless fidelity. The Wi-Fi
Alliance is an organization whose function is to test and certify wireless equipment
for compliance with the 802.11x standards, the group of wireless standards
developed under the IEEE 802.11 standard. The following list provides a summary
of the most common wireless standards:

e 802.11b (Wi-Fi 1): This standard can provide data transfer rates up to
11Mbps with ranges of 100-150 feet. It operates at 2.4GHz and uses DSSS.

o 802.11a (Wi-Fi 2): This standard can provide data transfer rates up to
54Mbps and an operating range up to 75 feet. It operates at SGHz and uses
OFDM.

o 802.11g (Wi-Fi 3): This standard can provide data transfer rates up to
54Mbps and an operating range up to 150 feet. It operates at 2.4GHz and uses
DSSS or OFDM.

o 802.11n (Wi-Fi 4): This high-speed wireless connectivity promises data
transfer rates over 200Mbps. It operates at 2.4GHz and 5GHz and uses DSSS
or OFDM.

e 802.11i: This standard for WLANS provides improved data encryption for
networks that use the 802.11a, 802.11b, and 802.11g standards.

e 802.11r: This standard is designed to speed hand-offs between access points
or cells in a WLAN. This standard is a critical addition to 802.11 WLAN:S if
voice traffic is to become widely deployed.

e 802.11ac (Wi-Fi 5): This is currently the most deployed wireless standard.
It provides single-station data transfer rates of S00Mbps up to 1.3Gbps and
operates in the 5SGHz frequency band.

e 802.11ax (Wi-Fi 6): This is the latest wireless standard, and manufacturers
are starting to ship more equipment with this wireless technology. Theoreti-
cally, it could deliver close to 10Gbps data rates.

Another wireless technology is Z-Wave. This wireless communications protocol
was developed for home automation. Typical applications include sensors for
home lighting, security systems, and HVAC systems. The operating frequencies for
Z-Wave in the United States are 908.4MHz and 916MHz.

Another entry into the ultra-low-power wireless protocol space is ANT+,
which is used for wireless sensor networks (WSNs). This technology operates
at 2.4GHz.

Wi-Fi
Aterm created and is a
trademark of the Wi-Fi

Alliance to represent the

standards for wireless
communication.

4-2: THEIEEE 802.11 WIRELESS LAN STANDARD

183



Section 4-2 Review

This section covers the following Network+ exam objectives.

1.2 Explain the characteristics of network topologies and network types.
This section introduces the new wireless technologies Z-Wave and ANT+.

1.6 Explain the use and purpose of network services.
This section provides an example of a network in which the wireless clients
(stations) communicate directly with each other.

2.1 Compare and contrast various devices, their features, and their
appropriate placement on the network.
An access point is a transmit/receive unit (transceiver) that interconnects
data from the wireless LAN to the wired network. In addition, an access point
provides 802.11 MAC layer functions and supports bridge protocols.

2.4 Given a scenario, install and configure the appropriate wireless
standards and technologies.
This section introduces the terms basic service set, extended service set, and ad
hoc set and the concept of roaming.

3.1 Given a scenario, use the appropriate statistics and sensors to ensure
network availability.
This section examines the 802.11a/b/g/n/i/v/ac/ax standards as well as issues
such as transmit distance, data speed, and frequencies. This section also
introduces the concept of MIMO, which is used to increase the effective transmit
data rate.

3.3 Explain high availability and disaster recovery concepts and
summarize which is the best solution.
To provide reliable network services, an administrator must have a good
understanding of WLAN configurations and technologies.

4.3 Given a scenario, apply network hardening techniques.
Table 4-3 lists the operating frequencies for 802.11a, and Table 4-4 lists the
transmit power levels for 802.11a.

4.4 Compare and contrast remote access methods and security
implications.
This section introduces wireless management protocols and indicates that the
services are authentication, association, data delivery, and privacy.

5.2 Given a scenario, troubleshoot common cable connectivity issues and
select the appropriate tools.
Technical issues related to throughput, speed, and distance are examined in this
section.
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Test Your Knowledge

1. True or false: 802.11ac networking equipment is compatible with
802.11b.

True
2. True or false: 802.11g networking equipment is compatible with 802.11b.
True

3. True or false: 802.11a and 802.11b wireless networks can run
side-by-side.

True

4. True or false: 802.11ac networking equipment is compatible with
802.11n.

True

4-3 802.11 WIRELESS NETWORKING

This section introduces techniques for assembling a wireless network and helps
students understand the purpose of the access point and the SSID (service set iden-
tifier). The techniques for implementing point-to-point and point-to-multipoint
wireless networks are presented, and so is the very important concept of a site
survey. Make sure students understand the importance of performing a good site
survey to ensure user mobility and connectivity.

A wireless LAN can be configured in many ways to meet the needs of an orga-
nization. Figure 4-6 provides an example of a basic 802.11b/g/n/ac/ax WLAN
configuration. In this configuration, each PC is outfitted with a wireless LAN
adapter card. Today, most computer desktops and especially computer laptops

are equipped with wireless adapters. For devices that lack these cards, an external
USB wireless adapter can be used. A wireless adapter (or wireless LAN adapter)
is a device that connects a client to the wireless medium, which is typically a radio
wave channel in the 2.4GHz or 5GHz ISM band. The wireless medium can also be
infrared, although that is not used very often. The following services are provided
by a wireless LAN adapter:

e Delivery of the data
e Authentication

e Privacy

4-3:802.11 WIRELESS NETWORKING
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FIGURE 4-6 The setup for a basic WLAN.

One of the biggest misconceptions about wireless is that it does not require a wired
connection. This is not quite correct. The connection to a wired LAN is provided by
a wireless access point (WAP), which provides a bridge between the wireless LAN
and the wired network. A physical cable connection (typically CAT6 or higher) ties
the access point to the wired network’s switch or hub (typically Ethernet).

For example, computer PC-A in Figure 4-6 sends a data packet to PC-D, a desti-
nation in the wired LAN. PC-A first sends a data packet over the wireless link. The
access point recognizes the sender of the data packet as a host in wireless LAN-X
and allows the wireless data to enter the access point. At this time, the data is sent
out the physical Ethernet connection to the wired LAN. The data packet is then
delivered to PC-D in the wired LAN.

How does the access point know that the wireless data packet is being sent from
a client in the wireless LAN? The 802.11 wireless LAN devices use an SSID to
identify what wireless data traffic is allowed to connect to the network. The SSID
is the wireless service set identifier, which enables the client to join the wireless
network.

The access point uses the SSID to determine whether the client is to become

a member of the wireless network. The term association is used to describe a
wireless connection that is made. The wrong SSID prevents an association, keeping
the client from being able to become a member of the wireless network.

People are commonly surprised by the fact that an access point has two antennas.
The two antennas implement spatial diversity, improving received signal gain and
performance.
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Figure 4-7 provides an example of the information displayed on the wireless
adapter’s console port when an association is made. The text indicates that a
connection has been made to a parent (access point) whose MAC address is 00-40-
96-25-9d-14. The text indicates that this MAC address has been added to the list
of associations. This type of information is typically available via the wireless
management software that comes with the wireless PC or PCMCIA adapter.

Available Access Points [ X}

00:40:96:25:9D:14 6 Roaming / Associated

Number of avaisble access points: 1 Cose | Refresh |  Hep |

FIGURE 4-7 An example of the information displayed when an association is formed between
a client and an access point.

An access point uses an association to build a table of users (clients) on the wireless
network; this association table lists the MAC addresses for each networking device
connected to the wireless network. Figure 4-8 provides an example of an asso-
ciation table. The access point uses the association table to forward data packets
between the access point and the wireless network. As shown in Figure 4-8, the
wireless client adapter also notifies the user if the client has lost an association with
the access point.

A wireless bridge is a popular choice for connecting LANSs that are running
similar network protocols, even if the LANs are miles apart. Figure 4-9 provides
examples. Figure 4-9(a) shows a point-to-point wireless bridge. Each building
shown in Figure 4-9(a) has a connection from the wireless bridge to the building’s
LAN, as shown in Figure 4-10. The wireless bridge then connects to an antenna
placed on the roof. A clear (line-of-sight) transmission path must exist between the
two buildings; otherwise, signal attenuation (loss) or signal disruption can result.
Antenna selection is also critical when configuring the connection. (This issue is
addressed in Section 4-5.) The antenna must be selected so that the signal strength
at the receiving site is sufficient to meet the required received signal level.

& wireless - HyperTerminal
Eile Edit View Call Transfer Help

b & & DB

>0:10:27 S Lost our association, radio restarted
0:10:27 E Node Airon-259d14 AP4800E AP4800E_259d14 removed

| <

Connected 0:07:31 Auto detect 9600 8-N-1

FIGURE 4-8 An example of a lost association.
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FIGURE 4-9 Examples of (a) point-to-point and (b) point-to-multipoint wireless bridge
configurations.
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FIGURE 4-10 The wireless bridge connection to the wired network inside the building.
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Figure 4-9(b) shows how a wireless bridge can be used to connect multiple remote
sites to the main transmitting facility. Each building uses a bridge setup similar to
that shown in Figure 4-10. The bridge connects to its respective LAN. In this case,
Bld-A uses an antenna that has a wide coverage area (radiation pattern). The key
objective with antenna selection is that the antenna must provide coverage for all
receiving sites (in this case, Bld-B and Bld-C).

Wireless controllers are commonly used in enterprise wireless environments when
managing hundreds of APs or more. In a traditional stand-alone wireless envi-
ronment, each AP is managed individually. In an enterprise wireless controller
environment, an AP communicates with its controller when booting up to download
its necessary firmware and software, to register and authenticate itself, to receive
its network information settings, and to receive its wireless LAN (WLAN) configu-
ration. The wireless controller becomes the brain and manager of the whole oper-
ation. When wireless changes need to be made, they can be made at the controller,
which pushes the changes out to all of the APs. CAPWAP (Configuration and
Provisioning of Wireless Access Points) is the underlying wireless control protocol
that APs use to communicate with wireless controllers. It supersedes LWAPP
(Lightweight Access Point Protocol), which is a Cisco-proprietary protocol.

Wireless capacity is an issue today with the ever-increasing number of wireless
users. Device density is the number of connecting wireless clients, and it has to
be considered. Every wireless access point has a maximum device density that it
can handle at one time. From a system design perspective, you have to plan for
potential overcapacity with high-density Wi-Fi hotspots that can accommodate
video streaming, image downloads, and multiple clients. Make sure you select
access points than can handle the bandwidth demand; you don’t want your clients
to have to sacrifice bandwidth, especially when a cell phone can be set up as a
hotspot that a wireless device can use to connect to the Internet via the data plan.

With wireless LANS, there is a maximum distance the signal can be transmitted.
The distance limitation is a critical issue inside buildings when user mobility is
required. Many obstacles can reflect and attenuate signals, causing reception to
suffer. Also, the signal level for mobile users is hampered by increased distance
from the access point. Distance is also a critical issue in outdoor point-to-multipoint
wireless networks.

A solution is to place multiple wireless access points within the facility, as shown in
Figure 4-11. Mobile clients can maintain a connection as they travel through the work-
place because the wireless client automatically selects the access point that provides the
strongest signal level. The access points can be arranged so that overlapping coverage
of the workplace is provided, thus enabling seamless roaming for the client. The signal
coverage is shown as circles in Figure 4-11. In actual practice, the radiation patterns are
highly irregular due to reflections of the transmitted signal.

To have good wireless coverage in a large environment, it is not unusual to see

the number of wireless access points in the range of hundreds or thousands. When
dealing with so many wireless access points, it is very difficult and inefficient to
program and manage each WAP individually and manually. Typically, a wireless
LAN controller (WLC) is used as a central point or controller to deploy and manage
all WAPs on a wireless network. When connecting to the network, each WAP
connects to its WLC to get its configuration, radio channel, transmission power, and
other settings. The WAPs communicate with the WLC and send their operational

4-3:802.11 WIRELESS NETWORKING
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4 Site Survey

A process used to
determine the best
location(s) for placing
the access point(s) to

wireless information to the WLC. The WLC can then use the collective information
from all its WAPs to automatically adjust settings such as user load, radio channels,
and radio power to improve the performance of the wireless network.

It is important to verify that sufficient RF signal level is available for the users in a
WLAN. This is best accomplished by performing a site survey. Inside a building,
a site survey is performed to determine the best location(s) for placing the access
point(s) for providing maximum RF coverage for wireless clients. Site surveys are
also conducted for outside installations to determine the coverage area.

provide maximum RF User  _____
coverage for wireless Travel e RN
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FIGURE 4-11  An example of configuring multiple access points to extend the range for
wireless connectivity.
A site survey for indoor and outdoor installations should obtain the following key
information:
e Indoor:
e Electrical power
e Wired network connection point(s)
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e Access point placement

e RF coverage—user mobility

e Bandwidth supported

o Identify any significant RF interference
e Qutdoor:

e Electrical power (base access point)

e Connection back to the home network

e Antenna selection

e Bandwidth supported

e RF coverage

e Any significant RF interference

Say that a site survey is conducted to determine access point placement to provide
wireless network connectivity for the building whose floor plan is shown in
Figure 4-12. The objective is to provide mobile client access throughout the
building. The building already has two wired connections available for placing an
access point.

O
c)

p = Ethernet CAT5e

FIGURE 4-12 The floor plan for a building being surveyed for a wireless LAN.
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The available wired network connections are indicated in the drawing in

Figure 4-12. The site survey begins with placing an access point at position 1.

A wireless mobile client is used to check the signal throughout the building. This
checking used to be performed by a laptop with a purpose-built WLAN adapter as
a Wi-Fi analyzer, but today, many more options are available. Handheld devices,
such as tablets and smartphones, can be conveniently used for wireless site surveys.
Their form factor and mobility are perfect for this purpose. Most of these devices
are already equipped with built-in wireless chips. All they need is one of the many
available wireless apps. This example shows test results gathered from an Android
tablet with a free Wi-Fi analyzer app installed.

Figure 4-13 shows a snapshot of the wireless environment in the area. The graph
shows the signal strength for each wireless SSID found. The signal strength is

the wireless signal power level, and it is represented in —dBm format, from O to
—100. This is the power ratio, in dB, of the measured power referenced to 1 mW.
The closer the value is to 0, the stronger the signal, and the stronger the signal, the
more reliable the wireless connection. Wireless is everywhere today, so when you
conduct a site survey, you should not be too surprised to see more SSIDs than just
yours. For this example, the site survey is intended for the wireless SSID ET377.
As the graph shows, ET377 has the strongest signal of all the SSIDs. However, the
signal strength may not represent the goodput. Goodput refers to the actual wireless
data throughput, as measured by an application on the end device. It represents the
actual transmission rate of a wireless connection, which is not the maximum theo-
retical transmission rate.

Apricot-2.4

GUZZ1988
PepperdG

xfinitywifi

FIGURE 4-13 A snapshot of the RF signal environment.
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The first measurement, shown in Figure 4-14, is taken at point A. Notice that the
signal strength is at 43 dBm, which is an excellent connection. This will change if
the signal level decreases significantly.

The next observation is made at point B, and the signal strength is measured at

—52 dBm (see Figure 4-15). The signal has decreased somewhat, but it is still
acceptable, which indicates that a connection is still good. The signal level drops to
—67 dBm at point C, as shown in Figure 4-16. This connection is fair.

A floor plan showing the locations of wireless access points and wireless signal
strength and coverage is a wireless or Wi-Fi heat map. Typically, a wireless/Wi-Fi
heat map shows a real map of a room, floor, or even a city overlaid by a graphical
representation of a wireless signal.

ET377 (e0:3f:49:03:a2:2c)

FIGURE 4-14 The RF signal strength observed at point A.

The mobile client is moved to point D in the building, and signal quality “Out of
range” is observed (see Figure 4-17). This is also called a loss of association with
the access point.

The site survey indicates that one access point placed at point 1 in the building is
not sufficient to cover the building’s floor plan. The survey shows that the addi-
tional cost of another access point is easily justified for providing full building
wireless LAN coverage. The building has two wired network connections available
for placing an access point (points 1 and 2). It is decided to place another access
point at point 2. The site survey is repeated, and it shows excellent signal strength
obtained throughout the building.

4-3:802.11 WIRELESS NETWORKING 193



ET377 (e0:3f:49:03:a2:2c)

FIGURE 4-15 The RF signal strength at point B.

ET377 (e0:3f:49:03:a2:2c)

FIGURE 4-16 The drop in the signal quality to fair at point C.
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In some cases, a range extender can be used to provide additional wireless
coverage. This device basically extends the reach of the wireless network.

ET377 (e0:3f:49:03:a2:2c)

FIGURE 4-17 The “Out of range” measurement for point D.

Section 4-3 Review

This section covers the following Network+ exam objectives.

1.6 Explain the use and purpose of network services.
This section introduces the services provided by a wireless LAN adapter:
delivery of the data, authentication, and privacy.

2.1 Compare and contrast various devices, their features, and their
appropriate placement on the network.
A physical cable connection (typically CAT6 or greater) ties an access point to
a wired network’s switch or hub (typically Ethernet).

2.4 Given a scenario, install and configure the appropriate wireless
standards and technologies.
This section introduces the SSID. An 802.11 wireless LAN device uses an SSID
to identify what wireless data traffic is allowed to connect to the network. The
SSID is the wireless service set identifier, basically a password that enables the
client to join the wireless network.
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3.1 Given a scenario, use the appropriate statistics and sensors to ensure
network availability.
This section talks about preparing a site to support access point placement and
the changes in signal strength that result from environmental factors.

3.2 Explain the purpose of organizational documents and policies.
The available wired network connections are indicated in a floor plan for a
building being surveyed for a wireless LAN.

5.2 Given a scenario, troubleshoot common cable connectivity issues and
select the appropriate tools.
A site survey for indoor and outdoor installations should obtain the following
key information:

o Electrical power

e Wired network connection point(s)

e Access point placement

e RF coverage—user mobility

e Bandwidth supported

o Identify any significant RF interference

5.4 Given a scenario, troubleshoot common wireless connectivity issues.

The wrong SSID prevents an association, keeping a client from being able to
become a member of the wireless network.

Test Your Knowledge

1. What happens when an association is made?

a. A wireless connection is obtained.
b. The MAC address of the client is obtained.
c. Unauthorized network access is prevented.

d. Excessive routing is prevented.
2. True or false: Site surveys help determine the following:
o The best location for placing access points
e Power connection
e RF coverage
e Antenna selection
e [P address selection

True
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4-4 BLUETOOTH, WIMAX, RFID, AND MOBILE
COMMUNICATIONS

This section looks at four wireless technologies: Bluetooth, WiMAX, RFID, and
mobile communications. These technologies all play important roles in wireless
networks, and this section looks at each of them. This section also looks at configu-
rations and examples of the hardware being used. A fun exercise is to have students
connect their laptops to each other using Bluetooth, as described in the example
presented in this section.

This section looks at four wireless technologies: Bluetooth, WiMAX, RFID, and
mobile communications. Each of these technologies plays an important role in
wireless networks. The sections that follow examine each of these wireless technol-
ogies, including a look at configuration and examples of the hardware being used.

Bluetooth

The wireless technology Bluetooth is based on the 802.15 standard. Bluetooth was
developed to replace the cable connecting computers, mobile phones, handheld
devices, portable computers, and fixed electronic devices. The information
normally carried by a cable is transmitted over the 2.4GHz ISM frequency band,
which is the same frequency band used by 802.11b/g/n/ax. There are four output
power classes for Bluetooth. Table 4-6 lists the maximum output power and the
operating distance for each class.

Bluetooth Low Energy (BLE) technology has been developed to provide operation
on a small battery for up to five years. This technology is ideal for applications that
require the exchange of small amounts of data periodically. BLE operates in the

2.4GHz ISM band and remains in sleep mode except when a connection is initiated.

BLE devices have significantly lower power requirements than do traditional
Wi-Fi devices. For example, whereas a Wi-Fi device consumes about 500 uW for
10 messages, a BLE device consumes only 50 uW.

TABLE 4-6  Bluetooth Output Power Classes
Power Class Average Output Power Operating Distance
1 100 mW ~100 meters
2 2.5 mW ~10 meters Inquiry Procedure R
3 1mw ~1 meter A process used to
4 0.5 mW ~0.5 meter determine whether
other Bluetooth devices
are available
o . . . (S J
When a Bluetooth device is enabled, it uses an inquiry procedure to determine
whether any other Bluetooth devices are available. The device also uses this c )
. . Paging Procedure
procedure to allow itself to be discovered.
A process used
If a Bluetooth device is discovered, it sends an inquiry reply back to the Blue- to establish and
tooth device initiating the inquiry. Next, the Bluetooth devices enter the paging synchronize a
procedure, which is used to establish and synchronize a connection between connection between two
Bluetooth devices
. J
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Piconet

An ad hoc network of
up to eight Bluetooth
devices

Pairing

Setting up a Bluetooth
device to connect to
another Bluetooth
device

Passkey

A passphrase used in
Bluetooth security to
limit outsider access to
pairing
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~
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two Bluetooth devices. When the procedure for establishing the connection has
been completed, the Bluetooth devices will have established a piconet, an ad hoc
network of up to eight Bluetooth devices, such as a computer, mouse, headset,
earpiece, and so on. In a piconet, one Bluetooth device (the primary) is responsible
for providing the synchronization clock reference. All other Bluetooth devices are
called secondaries.

Let’s look at an example of setting up a Bluetooth network linking a macOS
computer to another Bluetooth-enabled device. To enable Bluetooth on macOS,
click Apple icon > System Preferences > Bluetooth and then click Turn
Bluetooth On (see Figure 4-18). The Mac automatically discovers other Bluetooth
devices nearby.

Next, you need to select the device with which you will be establishing a Bluetooth
connection. When Bluetooth is turned on, the Mac searches for another Bluetooth
device. When a Bluetooth device is found, it appears in the Devices window. To
connect the desired Bluetooth device, select the Pair button next to the device. (The
process of setting up a Bluetooth device to connect to another Bluetooth device is
called pairing.) You are asked for a passkey or passphrase. The passkey is used

in Bluetooth security to limit outsider access to the pairing. Only people with the
passkey can pair with the Bluetooth device. Anyone who tries to pair units with the
wrong passphrase will not be able to pair.

At this point, you can transfer files between the paired devices if the Bluetooth
Sharing settings for the device have been set to allow files to come in. Find these
settings by clicking Apple icon > System Preferences > Sharing and selecting
Bluetooth Sharing. Figure 4-19 shows an example of the setup for the file transfer.

860 Bluetooth =
« @6 B
— == — =

Show All : Displays Sound Network Startup Disk

—[ Settings | File Exchange | Devices |
Bluetooth Power: On Turn Bluetooth Off

Bluetooth Device Name: hollymac

The device name is the same as the Computer Name in Sharing preferences.

# Discoverable
This will allow other Bluetooth devices to find your computer. If this is disabled,
other devices will still be able to connect to your computer.

[ Require Authentication

"] Use Encryption

This will require Bluetooth devices to authenticate before making connections to
your computer. This will also secure all data sent over Bluetooth.

] Support Non-Conforming Phones
This provides better connections with alder Bluetooth phones.
|_! Allow Bluetooth devices to wake this computer
[_] Open Bluetooth Setup Assistant at startup when no input device is present
Show Bluetooth status in the menu bar

FIGURE 4-18 The window for configuring Bluetooth settings on a Mac.
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860 Bluetooth

Show All Displays Sound Network Startup Disk

<« Q6 3

[ Settings | File Exchange | Devices

1

Bluetooth File Exchange

behaves when files are exchanged.

Your computer can share files with other Bluetooth users. You can configure how your system

When receiving items: " Prompt for each file

B3]

When PIM items are accepted: [ Ask

m

When other items are accepted: (Ask

Folder for accepted items: Documents

Bluetooth File Transfer

Choose Folder...

Folder other devices can browse: Public

[_] Allow other devices to browse files on this computer

Chaoose Folder...

FIGURE 4-19 The Mac window showing the settings for a file transfer.

Figure 4-20 shows an incoming text file. The File Transfer menu enables you to
select where received files are saved. In this case, the incoming files are being saved

to the desktop.

®6o0 Incoming File Transfer

9 JBEASLEY-LAP

l__ Name: bluetooth - set-up.doc
Kind: Microsoft Word document
Size: 23.5KB

FIGURE 4-20 The Mac window showing that a text file is coming in from another Bluetooth

device.

The details for setting up Bluetooth on Windows 10 differ slightly from those for

macOS, but the basic steps are the same:

1. Enable the Bluetooth radio.

/WiMAX

Worldwide

2. Enable discoverability (to allow other Bluetooth devices to find the device).

3. Select the device for pairing.

Interoperability for
Microwave Access, a
broadband wireless
system based on the

IEEE 802.16e standard
WiMAX BWA
. . .. . . . Broadband wireless
WiMAX (Worldwide Interoperability for Microwave Access) is a broadband wireless access
system that has been developed for broadband wireless access (BWA) for fixed _ J
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NLOS
Non-line-of-sight

Last Mile

The last part of the
connection from a
telecommunications
provider to a customer

Radio Frequency
Identification (RFID)
A technique that uses
radio waves to track and
identify people, animals,
objects, and shipments

Backscatter

The reflection of radio
waves striking an RFID

and mobile stations and can provide a wireless alternative for last-mile broadband
access in the 2GHz—-66GHz frequency range. BWA access for fixed stations can

be up to 30 miles, whereas mobile BWA access is 3—10 miles. Internationally, the
WiMAX frequency standard is 3.5GHz, while the United States uses both the unli-
censed 5.8GHz and the licensed 2.5GHz spectra. In addition, WiMAX has been
investigationally adapted for use in the 700MHz frequency range. Information
transmitted at this frequency is less susceptible to signal blockage due to trees. The
disadvantage of the lower frequency range is the reduction in bandwidth.

WiMAX uses OFDM as its signaling format. This signaling format was selected
for the WiMAX IEEE 802.16a standard because of its improved NLOS (non-line-
of-sight) characteristics in the 2GHz—11GHz frequency range. An OFDM system
uses multiple frequencies for transporting the data, which helps minimize multipath
interference problems. Some frequencies may experience interference problems,
but the system can select the best frequencies for transporting the data.

WiMAX also provides flexible channel sizes (for example, 3.5MHz, SMHz, and
10MHz), which provides adaptability to standards for WiMAX worldwide. This
also helps ensure that the maximum data transfer rate is supported. For example,
the allocated channel bandwidth could be 6MHz, and the adaptability of the
WiMAX channel size enables it to adjust to use the entire allocated bandwidth.

In addition, the WiMAX (IEEE 802.16e) media access control (MAC) layer differs
from the IEEE 802.11 Wi-Fi MAC layer in that the WiMAX system has to compete
only once to gain entry into the network. When a WiMAX unit has gained access,
the base station allocates a time slot to it, thereby providing the WiMAX system
scheduled access to the network. The WiMAX system uses time-division multi-
plexing (TDM) data streams on the downlink and time-division multiple access
(TDMA) on the uplink and centralized channel management to ensure that time-
sensitive data is delivered on time. In addition, WiMAX operates in a collision-free
environment, which improves channel throughput.

WiMAX has a range of up to 30 miles, and it operates in both point-to-point and
point-to-multipoint configurations. This can be useful in situations where DSL or
cable network connectivity is not available. WiMAX is also useful for providing the
last-mile connection. The last mile is basically the last part of the connection from
a telecommunications provider to a customer. The cost of the last mile connection
can be high, which makes a wireless alternative attractive to customers.

The 802.16e WiMAX standard holds a lot of promise for use as a mobile air
interface.

Radio Frequency Identification

Radio frequency identification (RFID) uses radio waves to track and identify
people, animals, objects, and shipments. It is based on the principle of modulated
backscatter—the reflection of the radio waves striking an RFID tag back to the
transmitter source, with its stored unique identification information.

Figure 4-21 illustrates a basic RFID system, which consists of two elements:

tag and reflecting back
to the transmitter ) )
SOITE o RFID tag: An RFID tag (also called an RF transponder) includes an inte-
) grated antenna and radio electronics.
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e Reader: A reader (also called a transceiver) consists of a transceiver and an
antenna. A transceiver is a combination of a transmitter and receiver.

1))
[y

Reader

Tag

Transceiver
( iver) (Transponder)

FIGURE 4-21 Basic block diagram of an RFID system.

The reader transmits radio waves, which activates (turns on) an RFID tag. The tag
then transmits modulated data, containing its unique identification information
stored in the tag, back to the reader. The reader then extracts the data stored on the
RFID tag.

The RFID idea dates back to 1948, when the concept of using reflected power as a
means of communication was first proposed. The 1970s saw further development
in RFID technology—in particular, a UHF scheme that incorporates rectification
of the RF signal for providing power to the tag. Development of RFID technology
significantly increased in the 1990s. Applications included toll collection that
allowed vehicles to pass through tollbooths at highway speeds while still being able
to record data from the tag.

Today, RFID technology is being used to track inventory shipments for major
commercial retailers, by the transportation industry, and by the Department of
Defense. In addition, RFID applications are being used in Homeland Security for
tracking container shipments at border crossings. In addition, RFID is being incor-
porated into WLAN computer networks to keep better track of inventory. RFID
technology is being used as a wireless means of asset tracking and is therefore
becoming more important in networks. The tracking technology is even being
extended to tracking Wi-Fi devices within the WLAN infrastructure.

Three parameters define an RFID system:

e Means of powering the tag
e Frequency of operation

e Communications protocol (also called the air interface protocol)

Powering theTag RFID tags are classified in three ways, based on how they
obtain their operating power:

o Passive: Power is provided to a passive tag by rectifying the RF energy,
transmitted from the reader, that strikes the RF tag antenna. The rectified
power level is sufficient to power the ICs on the tags and also provides
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sufficient power for the tag to transmit a signal back to the reader. Figure 4-22
shows an example of a passive RFID tag (also called an inlay). A tag inlay
includes both an RFID chip and an antenna mounted on a substrate.

e Semi-active: With semi-active tags, a battery powers the electronics on a tag,
but the tag uses backscatter to transmit information back to the reader.

e Active: With active tags, a battery powers the tag and transmits a signal
back to the reader. Basically, this is a radio transmitter. New active RFID
tags are incorporating wireless Ethernet (that is, 802.11 Wi-Fi connectivity).
An example is the G2C501 active RFID tag from G2 Microsystems, shown
in Figure 4-23. The power consumption of the G2C501 is 10 pA in sleep
mode, and the device uses two AA batteries with an expected lifetime of five
years. The G2C501 also works in the standard 915MHz range. In addition,
the G2C501 has location capability. This is accomplished by making receive
signal strength indicator (RSSI) measurements from three separate access
points. The three measurements provide sufficient information to make a
triangulation measurement for use in locating the object.

Antenna
@ Integrated Circuit
//
7 <— Substrate

FIGURE 4-22  An example of an RFID inlay.

FIGURE 4-23 The G2C501 active RFID tag from G2 Microsystems (Albert Lozano/
Shutterstock).
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Frequency of Operation RFID tags must be tuned to the reader’s transmit
frequency in order to turn on. RFID systems typically use three frequency bands for
operation (see Figure 4-24):

e Low frequency (LF): LF tags typically use frequency-shift keying (FSK)
between the 125KHz and 134KHz frequencies. These tags can handle only
low data rates (~12Kbps), and they are not appropriate for any applications
requiring fast data transfers. However, LF tags are suitable for animal
identification, such as with dairy cattle and other livestock. The RFID tag
information is typically obtained when the livestock are being fed. The read
range for low-frequency tags is approximately 0.33 meter.

o High frequency (HF): HF tags operate in the 13.56MHz industrial band.
High-frequency tags have been available commercially since 1995. The
longer wavelengths of the HF radio signal are less susceptible to absorp-
tion by water or other liquids. Therefore, these tags are suitable for tagging
liquids. The read range for HF tags is approximately 1 meter. The short read
range provides for better-defined read ranges. The applications for tags in this
frequency range include access control, smart cards, and shelf inventory. The
data rate for HF tags is 26Kbps.

o Ultra-high frequency (UHF): UHF tags work at 860-960MHz and at
2.4GHz. The data rates for these tags can be 50-150Kbps and greater. These
tags are popular for tracking inventory. The read range for passive UHF
tags is 3—6 meters, which makes them a good choice for reading pallet tags.
However, if an active tag is used, a read range up to 100 meters is possible.

LF HF UHF
125/134 kHz 13.56 MHz 860—960 MHz
2.4 GHz

FIGURE 4-24 The frequency bands used by RFID tags.

Communications (Air Interface) Protocol The air interface protocol adopted
for RFID tags is Slotted Aloha, a network communications protocol similar to

the Ethernet protocol. With Slotted Aloha, the tags are only allowed to transmit at
predetermined times after being energized. This technique reduces the likelihood of
data collisions between RFID tag transmissions and allows for the reading of up to
1000 tags per second (for high-frequency tags). The operating range for RFID tags
can be up to 30 meters. This means that multiple tags can be energized at the same
time, and RF data collisions can possibly occur. If a collision occurs, the tag will
transmit again after a random back-off time. The readers transmit continuously until
there is no tag collision.

Slotted Aloha

A wireless network
communications
protocol similar to the
Ethernet protocol
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Mobile (Cellular) Communications

Today, many types of mobile devices, also called cellular devices, can be used to
access computer networks. Examples include smartphones, laptops, tablets, and
gaming devices. All of these devices are extremely powerful and use wireless
technology to connect to the network. This chapter has provided an overview of
many of the wireless technologies being used today, including the 802.11 family of
Wi-Fi technologies, Bluetooth, WiMAX, and RFID. This section provides a brief
summary of some of the other wireless technologies currently available.

CDMA CDMA (code-division multiple access) is a communications technology
in which spread-spectrum techniques are used to multiplex more than one signal
within a single channel. In this case, each device uses a different binary sequence
to modulate the carrier, spreading the spectrum of the waveform (spread spectrum).
The signals are separated at the receiver by a correlator that accepts only the signal
from the selected binary sequence.

LTE/4G LTE (Long Term Evolution) is a 4G wireless communications standard.
It is designed to provide speeds up to 10 times those of 3G networks.

HSPA+ HSPA+ (Evolved High-Speed Packet Access) provides network speeds
comparable to those of LTE networks. Theoretical speeds are 168Mbps for
download and 22Mbps uplink.

3G/4G/5G 3G (Third Generation) was developed to provide broadband network
wireless services. The standard defining 3G wireless is International Mobile
Communications, or IMT 2000. 4G (Fourth Generation), which is the successor

to 3G technology, provides download speeds of 100Mbps. 5G (Fifth Generation)
is the latest wireless network technology provided by the cellular network, with
speeds ranging from 40Mbps to 1.5Gbps.

EDGE EDGE (Enhanced Data GSM Evolution) provides download speeds of
384Kbps.

NFC A concept related to mobile communications and smartphones is NFC,
which stands for Near Field Communication. NFC is a set of communication
protocols that are used to enable two electronic devices to communicate. A typical
NFC device is a smartphone. By using NFC, smartphones can establish communi-
cation if they are within 4 cm of each other. Applications of NFC include reading
electronic tags and making payments.

Geofencing With many type of wireless devices using different type of wireless
technologies, it has become more and more difficult for network administrators to
keep track of the devices entering and leaving the premises. Geofencing is used to
create a virtual electronic boundary for mobile and wireless devices to detect their
whereabouts as well as control certain functionalities, such as camera or micro-
phone, of the devices through the use of mobile device management (MDM). For
example, geofencing may be used in a highly classified area or a restricted area in a
corporate building.
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Section 4-4 Review

This section covers the following Network+ exam objectives.

1.3 Summarize the types of cables and connectors and explain which is
the appropriate type for a solution.
This section introduces the RFID reader, which consists of a transceiver and an
antenna. A transceiver is a combination of a transmitter and receiver.

1.7 Explain basic corporate and datacenter network architecture.
This section introduces Bluetooth, RFID, WiMAX, and mobile can support
links up to 30 miles and is a possible alternative for providing last-mile
connections.

2.1 Compare and contrast various devices, their features, and their
appropriate placement on the network.
This section introduces geofencing, which is used to create a virtual electronic
boundary for mobile and wireless devices to detect their whereabouts as well
as control certain functionalities, such as camera or microphone, of the devices
through the use of mobile device management (MDM).

2.3 Given a scenario, configure and deploy common Ethernet switching
features.
This section introduces 5G (Fifth Generation), which is the latest wireless
network technology provided by the cellular network, with speeds ranging from
40Mbps to 1.5Gbps.

2.4 Given a scenario, install and configure the appropriate wireless
standards and technologies.
This section introduces Bluetooth, RFID, WiMAX, and mobile technologies.

3.1 Given a scenario, use the appropriate statistics and sensors to ensure
network availability.
This section examines the download speeds for many different technologies.

4.3 Given a scenario, apply network hardening techniques.
This section introduces the concept of geofencing.

5.2 Given a scenario, troubleshoot common cable connectivity issues and
select the appropriate tools.
This section mentions that WiMAX operates in a collision-free environment,
which improves channel throughput.

5.5 Given a scenario, troubleshoot general networking issues.
The air interface protocol adopted for RFID tags is Slotted Aloha, a network
communications protocol similar to the Ethernet protocol. With Slotted Aloha,
tags are only allowed to transmit at predetermined times after being energized.
This technique reduces the likelihood of data collisions between RFID tag
transmissions and allows for the reading of up to 1000 tags per second (for
high-frequency tags).
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Test Your Knowledge

1. WiMAX operates at which frequencies in the United States?

a. Both the unlicensed 5.2GHz and the licensed 2.4GHz spectra
b. Both the unlicensed 5.3GHz and the licensed 2.6GHz spectra
c. Both the unlicensed 13.2GHz and the licensed 5.6GHz spectra
d. Both the unlicensed 5.8GHz and the licensed 2.5GHz spectra

2. What is the maximum range of WiMAX?

a. 30 kilometers
b. 30 miles
c. 30 meters

d. None of these answers are correct.
3. At what frequency does Bluetooth operate?

a. SGHz
b. 100MHz
c. 2.4GHz

d. None of these answers are correct.

4-5 CONFIGURING A POINT-TO-MULTIPOINT
WIRELESS LAN: A CASE STUDY

This section presents an example of preparing a proposal for providing a point-
to-multipoint wireless network for a company. It walks through the multiple
steps involved in implementing a point-to-multipoint wireless network, including
performing an antenna site survey, establishing a link to the home network,
configuring the multipoint distribution, and configuring the remote site.

This section presents an example of preparing a proposal for providing a point-to-
multipoint wireless network for a company. The administrators for the company
have decided that it would be beneficial to provide a wireless network connection
for their employees back to the company’s network (the home network). This
example walks through the following steps:

. Conducting an initial antenna site survey

. Establishing a link from the home network to the distribution point

1
2
3. Configuring the multipoint distribution
4

. Conducting an RF site survey for establishing a baseline signal level for the
remote wireless user

5. Configuring the remote user’s installation
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The objective of this example is to establish a point-to-multipoint wireless network
that provides remote users with a wireless network connection. The remote users
are to be at fixed locations within the proposed coverage area. Figure 4-25 shows a
simple terrain profile of the proposed area. The data rate for the wireless connection
to remote users needs to be at least 2Mbps.

Note

Antenna placement is critical when setting up a point-to-multipoint wireless LAN.
Incorrect antenna placement can severely affect reception quality.

Proposed
Antenna
Site Mountain
Range

Home
Network

FIGURE 4-25 The terrain profile of the area to be supported by the proposed point-to-
multipoint wireless network.

Step 1: Conducting an Antenna Site Survey

The proposed antenna site (refer to Figure 4-25) is on top of a hill approximately
1 kilometer from the home network. A site survey provides the following
information:

e The site has a tower that